
Review Article 
IME Journal  
Vol.13 No.2, July-December 2019: P.148-155 

Print version ISSN 0974-0716,  
Online version ISSN 2582-1245 

DOI: 10.5958/2582-1245.2019.00006.X 
Available online at www.bpasjournals.com  

 

A Critical Study of the Violation of Women’s Right in India with 
Special Reference to Cyber Crime 

 

Pooja Sangwan* 

 

Author’s Affiliation:  

IME Law College, Sahibabad, Ghaziabad, Uttar Pradesh 201005, India. 
 
*Corresponding Author:  
Pooja Sangwan, IME Law College, Sahibabad, Ghaziabad, Uttar Pradesh 201005, India. 

E-mail: 1990poojasangwan@gmail.com 
 
Received on 15.07.2019 
Accepted on 20.11.2019 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Abstract 
 
Violence against women is a violence of human rights and not a new phenomenon. It is always 
taking it shapes time to time in Indian history. With the passage of time, many feminists fought 
against women violence and for their empowerment in the society, but there is no end of her 
vulnerable life and her exploitation. Invention of World Wide Web, mobile phones and tabs etc 
changed women’s standard of living. Although, these inventions came with huge benefits for us, but 

it too has some negative effects on our life and created great threat which is generally known as 
Cyber Crime. Mostly, Cyber Crime takes place against women who can be easily exploited. Cyber 
violence has exposed women to cyber defamation, sexual harassment and abuse, pornography, 
email-misrepresentation etc.  This paper presumes the cyber violence against women, how it is 
impacting their social life in the context of India. It highlights the reasons and forms of cyber crime 
and explores some suggestions how to curb the cyber crime against women. 
Hypothesis  

 The impact of technological advancement is adversely affecting the rights of women. 

 The statutory provisions related to cyber crime in India are Insufficient for the protection of 
women. 

Research objectives 

 To discuss the meaning and evolution of Cyber crime in India. 

 To discuss the violation of Women’s right with special reference to Cyber crime in India. 

 To discuss the role of judiciary to curb the Cyber crime. 

 To give some suggestive measures to curb the cyber crime against women. 
Research methodology  
This study utilized the best possible research method to obtain credible results and qualitative 
research approach. This section will elaborate research approach, design, and analysis adopted to 
reach the desired outcome for the study. In this regard, the study is Doctrinal, consider secondary 
source of data to conceptualize and contextualize the understanding of Cyber crime. Secondary 
source include journals, books, newspaper, magazines, libraries of different universities and 

institutes, judgments of the Hon’ble Supreme Court and High Courts. 
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INTRODUCTION 
 
Technological developments related to communication have developed a communion among the 

people, who lives world apart. The internet is one of the greatest inventions in the arena of 
communication. With the advent of internet, the whole world has become a global village. It has 

created a virtual world with no boundaries, which gives people ample opportunities to ameliorate 
both personal and professional relationships across borders. The social-economic and cultural facets 

of life have been tremendously affected owing to the rise of globalization. One of the benefits which 
internet has provided to every section of the society is empowerment, including women. The social 

networking websites (SNWs) have developed a new area for socializing. 
 

Irrespective of any distinction, women in the society are exulting with this liberation to the fullest. 

From online shopping to net banking, from e-ticketing to e-tax filling, it has made the life of Indian 
women easy. It has enabled women to fight for equality even within the confines of their society. 

They can now share their experiences to the whole world, and this advantage of being able to share 
their success stories as well as their problems have given them a platform in the global world. Along 

with providing them with a platform to voice their struggles and success in life, it inscribes new 
spaces of power, which is accompanied with knowledge. Ironically, on the one side, the internet is 

serving as boon, but on the other side, it has made the life of women insecure due to rising cyber 
crime in the virtual world. Women of all ages and milieu are in jeopardy with the coming up of 

internet. While many women are victimized online, what makes Indian women unique? India is 

predominantly patriarchal and orthodox country and women who are victimized are mostly blamed 
and online victims are no exception. 

 
MEANING AND DEFINITION OF CYBER CRIME 
 
The offences which take place on or using the medium of the internet are known as cyber crimes. This 

includes a plethora of illegal activities. The term ‘Cyber crime’ is an umbrella term under which many 
illegal activities may be grouped together. Because of the anonymous nature of the internet, there are 

many disturbing activities occurring in the cyberspace which may enable the perpetrators to indulge 
in various types of criminal activities which are called cyber crimes. 

 

Cyber crime as defined internationally by the U.N. Congress on Prevention of Cyber crime and 
Treatment of Offenders 6 comprises two categories as follows: 
• Cyber crime in a narrow sense connotes a computer crime and includes any illegal behavior 

directed by means of electronic operations that targets the security of computer systems and the 

data processed by them. 
• Cyber crime in a broader sense includes all computer related crimes and consists of any illegal 

behavior committed by means of, or in relation to, a computer system or network, including such 
crimes as illegal possession and offering or distributing information by means of computer 

system or network. 

 
In the Indian context, cyber crime may be defined as a voluntary and willful act or omission that 

adversely affects a person or property or a person’s computer systems and made punishable under 
the Information Technology Act, 2000 or liable to penal consequences under the Indian Penal Code. 

The Indian Legislature doesn’t provide the exact definition of Cyber crime in any statute, even the 
Information Technology Act, 2000; which deals with cyber crime doesn’t defined the term of cyber 

crime. However in general the term cyber crime means any illegal activity which is carried over or 
with the help of internet or computers.   

 
Dr. Debarati Halder and Dr. K. Jaishankar define cybercrimes as: “Offences that are committed against 
individuals or groups of individuals with a criminal motive to intentionally harm the reputation of the victim or 
cause physical or mental harm, or loss, to the victim directly or indirectly, using modern telecommunication 
networks such as Internet (Chat rooms, emails, notice boards and groups) and mobile phones (SMS/MMS).” 
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TYPES OF CYBER CRIME AGAINST WOMEN’S 
 
Crime against women means direct or indirect physical or mental cruelty to women. Woman is 

subjected to criminal hardship in different forms such as are eve-teasing, Cyber stalking, bullying, 
Cyber pornography. 

 
Cyber Bullying 

Cyber bullying involves the use of information and communication technologies to support 
deliberate, repeated, and hostile behavior by an individual or group that is intended to harm others. 

Cyber bullying can be as simple as continuing to send-email to someone who has said they want no 

further contact with the sender, but is may also include threats, sexual remarks, pejorative labels(hate 
speech). Though the use of sexual remarks and threats are sometimes present in Cyber bullying, it is 

not the same as sexual harassment and does not involve sexual predators. Cyber bullying may 
disclose victim’s personal data as websites or forums, or may attempt to assume the identity of a 

victim for the purpose of publishing material in their name that defames or ridicules them. Some 
Cyber-bullying may also send threatening emails and instant messages to the victims. 
 
Cyber Defamation 

Cyber defamation is another common crime against women in the net. This occurs when defamation 
takes place with the help of computers and or the Internet. E.g. someone publishes defamatory matter 

about someone on a website or sends e-mails containing defamatory information to all of that 

person’s friends. Cyber violence which includes libel and defamation is another common online crime 
against women. It occurs when someone posts defamatory matter about someone on website or sends 

emails containing defamatory information to all that of person’s friends. Generally, emotion breakups 
may lead to the male member to spread lies and false information about the female member to other 

members through his own posts, community walls, fake profiles etc.  
 
Cyber fraud and Cyber cheating 
Cyber fraud often makes headline news but it is thought that the number of cases of fraud detected 

and prosecuted is just the tip of the iceberg. An internet fraud is a form of white-collar crime whose 
growth may be as rapid and diverse as the growth of the internet itself. Internet fraud and forgery 

have increased by a substantial 29% over the past year. In fact, most cyber frauds are not disclosed by 
the victims because of the fear of loss of public trust, confidence, image and business. Online fraud, 

today poses a major threat to the continued popularity of e-commerce. For our purposes, the term 

“internet fraud” may be broadly defined as any fraud committed through or with the aid of computer 
programming or internet-related communications such as websites, email, and chat rooms. 

Misrepresentation may also be innocently made. If person makes a statement that he or she believe to 
be true but that actually misrepresents material facts, innocent misrepresentation, not fraud, has 

occurred.  
 
Cyber harassment via Emails 
Cyber harassment refers to online harassment. Cyber harassment or bullying is the use of email, 

instant messaging, and derogatory websites to bully or otherwise harass an individual or group 
through personal attacks. Cyber harassment can be in the form of flames; comments made in chat 

rooms, sending of offensive or cruel e-mail, or even harassing others by posting on blogs or social 

networking sites. Cyber harassment is often difficult to track as the person responsible for the acts of 
cyber harassment remains anonymous while threatening others online.  
 
Cyber Morphing 

Morphing is a special affect in motion pictures and animations that changes (or morphs) one image or 
shape into another through a seamless transition. Morphing is editing the original picture so as to 

make it look completely or largely different. This crime is related with pornography and we can also 
say it, a cyber obscenity. Female members’ photographs are taken from their personal albums and are 

morphed for pornographic purpose by using parts of the pictures, for example, the head and up to 
breast. Female pictures are downloaded by fake users and again re-posted on different websites by 
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creating fake profiles after morphing them. It can also be booked under Indian Panel Code. Lack of 

awareness of these types of crimes encourages criminal to commit this mischief. 
 
Cyber Pornography 
Pornography has been defined in the Oxford Dictionary as “The explicit description or exhibition of 

sexual subjects or activity in literature, painting, films, etc., in a manner intended to stimulate erotic 
rather than aesthetic feeling; literature etc. containing this..The Internet has escalated the problem of 

pornography by increasing the amount of material available, the efficiency of its distribution, and the 
ease of its accessibility. Specifically, the Internet: 

• Permits access to vast quantities of pornographic images from around the world, 
• Makes pornography instantly available at any time or place, 

• Allows pornography to be accessed (apparently) anonymously and privately, 

•  Facilitates direct communication and image sharing among users  
• Delivers pornography relatively inexpensively 

• Provides images that are of high digital quality, do not deteriorate, and can be conveniently 
stored 

•  Provides for a variety of formats (pictures, videos, sound), as well as the potential for real-time 
and interactive experiences 

•  Permits access to digital images that have been modified to create composite or virtual images 
(morphing). 

 
Cyber Stalking 

Stalking is unwanted or obsessive attention by an individual or group towards another person. 

Stalking behaviors are related to harassment and intimidation and may include following the victim 
in person or monitoring them. The term stalking is used with some differing definitions 

in psychiatry and psychology, as well as in some legal jurisdictions as a term for a criminal offense. 
According to a 2002 report by the U.S. National Center for Victims of Crime, "virtually any unwanted 

contact between two people that directly or indirectly communicate a threat or place the victim in fear 
can be considered stalking", although in practice the legal standard is usually somewhat stricter. 
 
VICTIMISATION OF WOMEN 
 
Indian society is predominantly patriarchal in nature, and this is a major reason for women becoming 

victims of cyber crime. The cause behind it is that men attach respectability of a family on the honor 
of the women members, which makes women vulnerable. In India, gender differences cast a 

tremendous effect on nurturing practices.  
 

Partial computer illiteracy refers to the incomplete or fractional knowledge in handling or operating 

computer system and its application. Computer literacy does not only include browsing the internet 
through Google or the use of social networking websites like Facebook, Twitter, or Orkut. Computer 

literacy should include privacy protection, protection from spy ware, internet viruses like Trojans, 
tracking cookies etc. One of the possible explanations of this could be because of the fact that in India 

the advent of the computer was marked up by the snowball effect. This could be explained by the fact 
that initially very few people had learned computers by taking the help of the professionals. People 

started practicing computers with the help of their friends, peers, classmates etc. This resulted in 
computer literacy, but that was incomplete, and therefore, it had led to partial computer illiteracy. 

 

The concept of computer illiteracy could be explained in terms of gender differences also. Researches 
show that many surveys have been conducted to investigate the impact of gender difference on 

computer literacy. To a large extend the results revealed that computer literacy rate of males are 
higher than that of females.  

 
ROLE OF JUDICIARY TO CONTROL THE CYBER CRIMES AGAINST WOMEN 
 
No matter how we enact laws and various control regimes, in the end it is the judiciary, which, in any 

legal system, is responsible for administration of justice. Since cyber crime is relatively a very recent 
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phenomenon, the judicial response in the terms of interpretation of various statutes of cyber law 

assumes vast significance. In interpretation crimes, there is a plethora of judicial decisions, which act 
as a guide and precedent for comparatively easier decisions but in case of cyber crimes, it is not so. 

Here we have very little go ahead and look forward to for interpretation of laws on the matter. 

Moreover, judicial decisions in cyber law have a lot of bearing on technicality of the subject matter.  
 

The internet culture in its wake has give rise to a number of online disputes, differences, and 
controversies etc. resulting out of misuse of abuse of computer networks for illegal activities. Though 

disputes as such are not new to human society as they are known to have existed ever since the dawn 
of human civilization, but the distressing factor is that disputes relating to online transactions are 
entirely diverse in their nature, scope and treatment and therefore, the resolution of these cyber-
related disputes has emerged as a serious challenge for the courts of law because of the details 

involved in them with which the Judges are not thoroughly conversant. 

 
The factors which hamper judicial sentencing in cybercrime cases are as follows: 

• Global nature of these crimes is such that they do not recognize geographical o territorial 
boundaries; 

• Want of clarity as to which court would have the exclusive jurisdiction to try the case; 
• Variations in the legal systems and laws and procedure of different countries as regard 

admissibility of cyber-related cases; and 
• Uncertainty as to the exact definition of cybercrime and activities which can be included within 

the ambit of cybercrime. 
 

Cyber crime being of an intangible nature, it does not require any physical violence or the presence of 

accused at the scene of crime. Under these circumstances, the traditional adversarial system of 
litigation would hardly meet the ends of justice in cases relating cyber crime. Commenting on the 

problem faced by the judiciary and the enforcement agencies in dealing with computer-related 
crimes, the Supreme Court of India in State of Punjab and Others v. M/s Amritsar Beverages Ltd. 

and others, observed, Internet and other information technologies have brought with them the issues 
which were not foreseen by law. It also did not foresee the difficulties which may be faced by the 

officers who may not have any scientific expertise or not have the sufficient insight to tackle with the 
new situations. Various new developments leading to various kinds of crimes unforeseen by our 

Legislature came to immediate focus. Information Technology Act, 2000, although was amended to 

include various types of cyber crimes and the punishment for them, does not deal with all problems 
which are faced by the officers enforcing the Act. A cursory glance at the judicial administration in the 

Indian setting would disclose that the factors which influence judicial sentencing by and large include 
age, sex, educational background, mental frame and maturity of the offender. His motive and the 

circumstances under which the offence was committed and its consequence on the victim or the 
society also has a bearing on the sentencing of the accused. The offender‘s young age, immaturity and 
previous clean record are generally good reason for leniency in sentencing while recidivism, 
persistent association with criminals or criminal world as also the gravity or seriousness of the crime, 

attracts severe punishment. However, these are mere generalizations and do not in any way bind 

judicial discretion in sentencing the criminals. The Judges while considering the punishment can 
hardly afford to overlook the overall collision of crime on society as a whole. Court‘s decisions 

therefore, play a very important role in deciding a future course of action in related cases. Although 
the case law available on cyber crime is far scantier as compared with the traditional crimes, it is 

constantly growing due to computer becoming more and more user-friendly with the people. The 
courts have generally shown a tendency to treat cyber criminals guilty of premeditated crime as 

probable danger to society and therefore, they are unenthusiastic in mitigating the sentence of such 
offenders. Some international and national judicial responses on cyber crime have been given below 

to put in the legal perspective of the issue. 
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CONCLUSION AND SUGGESTIONS 
 

Strict privacy and safety measures should concern the law-makers in order to deal with the cyber 
crimes against women. Every now and then we believe that we are making some development but 

every single time the visible progress is speedily followed by a return to the status quo.   As the 
Internet is a not having boundaries known as borderless medium which allows instantaneous and 
anonymous distribution of one’s message, and the follower/stalker has the protection of the “veil of 

anonymity.  Creating awareness about the possible harms of the online world along with education to 
curb the interaction/access of illegal and immoral elements in the society by way of privacy features 

can go a long way in protecting women. Having said that it is equally important to have strong and 
effective legal machinery in place to combat any kind of cyber violence which may be committed 

against a woman. Laws play an important role in combating crimes in any society. Undoubtedly, over 
the years, India has witnessed huge developments as far as policy making for the protection of 

women and children are concerned. The recent Criminal Law Amendment Act, 2013 provides some 

respite with section 354 (B) that takes cognizance of online stalking, voyeurism and releasing of 
private moments in compromising situations online. However, our laws are inadequate to handle 

cases of cyber violence. 
 

Nevertheless, to prevent and control cyber crime and cyber, there is a need to adopt several 
preventive and controlling measures through law and public awareness. 

 
• Regular updating antivirus software, changing password, updating operating system etc. are few 

preventive measures. 

• There is great need of awareness like IT education, and training among government agencies as 
well as general people. 

• Women should avoid disclosing any personal information to strangers via e-mail or while 
chatting. 

• One must avoid sending any photograph to strangers by online as misuse of photograph 
incidents is increasing day by day. 

• Strict statutory laws need to be passed by the Legislatures keeping in mind the interest of citizens. 
• A complete justice must be provided to the victims of cyber crimes by way of compensatory 

remedy and offenders to be punished with rigorous punishment so that it will anticipate the 

criminals of cyber crime. 
• Never let someone you don't know use your cell phone and avoid posting your cell phone 

number online. 
• Women should use internet with due care and diligence and raise voice against cyber crime on 

being victim of it. 
• Avoid putting your personal photos and important information on social media. Do not give 

information to anyone on the fake phone call. 

• To conduct awareness programmes in female areas and to catch up hacker with more enthusiasm.  
•  The Government should be taken a new chapter for cyber crime in each class because it is need of 

modern time. 
• Woman should not accept any unknown person's request on the Face book. After accepting the 

request on the Face book women become a victim of Cyber Stalking. Unknown person start 
monitor them and bothering.  

• Never disclose your personal information publicly on websites. This is as good as disclosing your 
identity to strangers in public place. 

• Always avoid sending any photograph online particularly to strangers and chat friends as there 

have been incidents of misuse of the photographs. 
 

 
GOVERNMENT SHOULD TAKE SOME STEPS TO REDUCE THE CYBER CRIME 
 
• Good infrastructure and facilities be provided by the Government to the Cyber Crime Cell and 

the Cyber Crime Police Station to deal with the cyber crimes. With weak infrastructure facilities 
the police personnel facing tremendous problem in detecting and investigating of crimes and 
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sometimes they fell helpless. To train law-enforcement personnel and the prosecution for 

understanding the technological aspects and their use in crimes. The Government has to establish 
advanced cyber labs and to provide different levels of training to police. Creating awareness on 

data security understanding cyber crime, to understand how to survey a crime scene and 

preservation of evidence, identification of digital evidence, understanding computer hardware 
and data storage. 

• The punishment for commission of cyber crimes to be increased to deter future offence. It must 
not only be deterrent but must also be exemplary. 

• Alike Green Bench, a Special Bench for dealing with cyber crimes may be created at least in each 
and every High Courts. Special branch may also be created in every metropolitan cities and 
districts.  

• The last but the vital one is to train and equip judges and criminal lawyers and investigating and 

enforcement agencies to deal with this new transnational, complex, high-tech crimes to 

understand investigative and prosecution process that are unique to cyber crimes. 
• The users are not aware of using computer and Internet. The ISPs have to provide some sort of 

warning on the Internet. Awareness of general public and investigation agencies is essential. 
Active involvement of the Government is also essential. ISPs have to be more accountable to the 

Government and also to the public for providing required information. The Government has to 
frame stringent law upon the ISPs. 

• Special Statutes on cyber crime is required to be passed to deal with the new form of crimes and 
to protect digital data. It will include crimes relating to human rights. 
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