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Abstract  
Popular IoT devices such as smartphones have dramatically enhance the network connection that has posed new 
unique security threats that calls for more developed security systems to protect connected systems. Thus, this 
research aims at comparing the performance of different machine learning algorithms that are K-Nearest 
Neighbors (KNN), Support Vector Machines (SVM), Random Forest (RF), and Deep Neural Networks (DNN) to 
address the anomalies identification and IoT security improvement. These algorithms were used in the study to 
assess the IoT traffic and attack data set. This is due to the fact that results which were obtained proved that DNNs 
had the highest level of accuracy of about 97. 5%, RF with 93, Breast with 90 and GYN with 87. 2%, SVM with 
89. 7% and K-Nearest Neighbors with 85%. 4%. While the DNN had a better accuracy than the other models, the 
model was more computationally intensive compared to the other one; RF is a good trade-off between accuracy 
and time. KNN while being computationally cheap had the lowest accuracy and higher FPR. Comparison of the 
proposed work with already published literature also validates that as the present day algorithms provide 
rudimentary level of security, this study reveals that enhancing and combining these techniques is essential to 
enhance real-time detection and robustness of the systems. This present research aims at adding to the existing 
literature on the subject of effective protection of IoT systems with adequate cybersecurity measures. 
 
Keywords: IoT Security, Machine Learning, Anomaly Detection, Deep Neural Networks, Random Forest. 

 
I. INTRODUCTION 
Internet of things (IoT) as a shift in technological trend includes connection of a huge number of devices from 
domestic to industrial equipment. This connectivity has radically imposed change on almost every sector, 
especially the healthcare, agriculture and smart cities where there can be real-time data interchange and other 
automated processes. However, with the penetration of IoT devices, the entire sector poses a major security 
menace to personal and even organizational Data. However, IoT devices are normally associated with certain 
inherent characteristics of inefficiency and inconvenient, but with the opportunity of improved efficiency [1]. 
Most of these devices are installed with few security measures in as far as cyber security is concerned hence 
becomes easier or vulnerable to be attacked. These are made worse by the large number of IoT devices along with 
their diverse nature meaning that IoT device boundaries could be hard to define and protect. For instance, one can 
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use unsecured device to devise a DDoS attack or use a device that has been compromised to affect personal data 
[2]. Modern cybersecurity paradigms do not always allow managing the specific risks and opportunities of IoT 
ecosystems sufficiently effectively. Other conventional security polices created to protect the more structured 
networking paradigm might not fit or effectively manage IoT. Thus, it becomes imperative that effective solution 
to the problem of IoT cyber-security requires the creation of effective and efficient cyber-security framework 
aimed at the IoT infrastructure [3]. The goal of this study is to identify the risks of cyber threats to IoT and to 
design novel models for the protection of the connected appliances. Through the analysis of the current threats, 
the assessment of current practices of securing IoT systems, and the exploration of novel approaches to cover the 
IoT system protection this study aims at providing the basis for the development of more robust IoT environments. 
Therefore, the major objective is to offer recommendations that could help when designing appropriate security 
measures in the rather dynamic context of contemporary IoT. 
 
II. RELATED WORKS 
Some of the recent researches have attempted and achieved a significant level of progress in the creation of 
enhanced IDS to fit the IoT context. In 2024, Durlik et al. underlined the cybersecurity risks and threats that refer 
to the systems of the autonomous vehicles and concluded that these risks could be changed into opportunities and 
challenges for improving the connected systems’ security [15]. In their works, they underscore the necessity to 
design and deploy accurate IDS solutions, mind of the elevated threat concatenation in the car apply nets. In a 
research done by Harahsheh et al, they suggested an improved technique for feature selection in an IoT systems 
attack detection. Their work deals with improving feature selection approaches in order to improve threat detection 
and it was presented that they have made better improvements in the detection rates. This approach equally gives 
prominence to feature engineering as a key tool in improving the performance of IDS in IoT environment. In a 
similar study, Isonog et al. (2024) described modern IDP techniques for IoT environments. They looked at the 
different IDS models as well as the models’ suitability in IoT, which provided them with a detailed overview of 
the common approaches and their performance in the actual IoT environment [19]. Maintaining the privacy of the 
clients is still one of the most important challenges in the Internet of Things security. To overcome this limitation, 
El-Gendy et al. (2023) proposed a machine learning method to improve privacy protection in the IoT context. In 
their work they introduce remarkable methodology based on the methods of machine learning to take action 
against the violation of users’ privacy [16]. Another important directions of the research is the guarantee of data 
integrity in industrial Internet of Things (IIoT). Juma et al. (2023) investigated how big data can benefit from the 
protection of TCB in smart manufacturing. Their work describes how blockchain technology promotes data 
transactions’ security and data consistency in the IIoT [20]. Kilichem et al. (2024) explored the CNN, LSTM and 
GRU for next gen intrusion detection system in IoT Electric Vehicle Charging Stations (EVCS). They on their 
part show that integrating other deep learning models can improve the intrusion detection, hence offer a better 
protection solution for IoT infrastructure [21]. Donca et al. (2024) proposed a detailed security model for IoT 
gadgets with Kubernetes and Raspberry Pi groups. Their approach provides a solution that is both manageable for 
large scale IoT organizational structures and adaptable for any IoT environment by stressing on the employment 
of container orchestrating and edge computing in making the device secure [18]. Kim et al. (2023) performed a 
literature analysis on cybersecurity and cyber forensics for smart cities, proving the dynamic nature of IoT security 
and the necessity of scientific approaches to security solutions. According to their survey , the NextGen of risks 
and opportunities keep emerging and their study outlines the general idea and current issues of smart city and 
future concepts of security [22]. The current trends, future trends, application and challenges along with the 
security of the Healthcare IoT (H-IoT) has been studied by Kumar et al. (2023). It presents the existing surveys 
for the security challenges of IoT in the context of the healthcare sector and the information on how to address 
these problems [23]. It is necessary for this review to identify specific security requirements that IoT should have 
in the healthcare area. Kwok et al. (2023) showed an extensive overview of IoT and CPS including standards, 
algorithms, applications and especially discussing the security problems. It specifies the areas of concern in IoT 
security and the research directions to be followed in the future according to the work of [24]. Lightbody et al. 
(2024) proposed the Dragon_Pi dataset and an unsupervised convolutional autoencoder for the IDS task. These 
papers describe how they employed side-channel power data for intrusion detection, showing an extended 
approach of utilizing data for protecting IoT devices [25]. Liu et al. (2024) studied the integral cryptanalysis 
attacks on reduced-round and full-round IoT blockchain cipher versions. Their work entails assessing the 
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encryption aptitude of blockchain security, thus they contribute to establishing the endurance of these systems 
against cryptographic incursions [26]. Thus, literature review highlights the variety of the solutions and further 
development in the IoT security. From intrusion detection and preserving users’ privacy to data integrity and 
complex algorithms, different methods are introduced to handle the IOT security issues. Despite IoT’s progress 
over the years, there is still a need for more research and innovation so that proper security can be placed in 
connected systems. 
 
III. METHODS AND MATERIALS 
Data 
In this research, the primary datasets to be used are collected from real IoT devices and other synthetic attacking 
models. The datasets contain data collected from several IoT devices that may include smart thermostats, security 
cameras, and industrial sensors. Such data sources are device logs, network traffic data, and records of previous 
security occurrences. Further, different attack modeling and simulation exercises give vital information about the 
strength of probable weaknesses and adequacy of security algorithms [4]. It should also be noted that while the 
primary data is collected, the set is cleaned by removing or imputing missing values, scaling the features, etc. In 
this context, data acquisition and data preparation are highly important to guarantee the quality of the analysis as 
well as the further algorithms’ performance assessment. 
Algorithms 
Four algorithms relevant to securing IoT devices are examined in this study: KNN, SVM, Random forest, And 
Deep Neutral Networks. The performances of these algorithms are assessed with a focus on their efficiency in 
identifying abovementioned anomalies and threats in IoT networks. 
1. K-Nearest Neighbors (KNN) 
Description: 
K-Nearest Neighbors (KNN) is an instance-based primitive good for both classification and regression, though 
simple in its essence. With regard to IoT security, KNN is used to identify the atypical behavior of a device given 
the distances to the nearest neighbors in the feature space [5]. The KNN algorithm predicts the class label of a 
data point with regards to the majority class found in the closest K neighbors. 
d(xi,xj)= ∑ k=1n(xik−xjk) 2 

“function KNN(X_train, y_train, X_test, K): 
    for each sample x in X_test: 
        distances = [] 
        for each sample x_train in X_train: 
            distance = compute_distance(x, x_train) 
            distances.append((distance, 
y_train[x_train])) 
        distances.sort() 
        neighbors = distances[:K] 
        predicted_class = 
majority_vote(neighbors) 
    return predicted_class” 
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2. Support Vector Machine (SVM) 
Description: 
Support Vector Machine also known as SVM is a learning techniques employed in classification and regression 
analysis. It does this by the techniques identifying a hyperplane that best splits different classes within the feature 
space [6]. SVM is specifically useful in high-dimensional space and is applied to IoT security to differentiate 
between normal flow of traffic and that is malicious. 
argminw,b21∥w∥2+C∑i=1mξ i 

“function SVM(X_train, y_train, X_test): 
    Initialize weights and bias 
    for each iteration: 
        for each sample (x_i, y_i) in (X_train, 
y_train): 
            if y_i * (w * x_i + b) < 1: 
                Update weights and bias 
    for each sample x in X_test: 
        predicted_class = sign(w * x + b) 
    return predicted_class” 
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3. Random Forest (RF) 
Description: 
Random Forest (RF) is a method of forming decision trees in the training process; the output of each tree is a class 
(in classification) or mean of prediction (in regression), and the final output is the mode of the output of the trees 
constructed [7]. In IoT security, RF is used to improve the stability of threat determination by making use of a 
number of trees to partition the decision reducing over-emphasis or over-interpretation which consequently 
improves accuracy. 
RF(X)= T1 ∑ t=1TTreet (X) 

“function RandomForest(X_train, y_train, X_test, 
T): 
    Initialize forest 
    for t in range(T): 
        Sample X_train with replacement 
        Train decision tree on the sample 
        Add decision tree to forest 
    for each sample x in X_test: 
        predictions = [tree.predict(x) for tree in forest] 
        predicted_class = majority_vote(predictions) 
    return predicted_class” 
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4. Deep Neural Network (DNN) 
Description: 
DNN comprises of numerous layers of neurons which are the input layer, hidden layer and the output layer. All 
the layers are connected to the next layer fully so that the network can develop multiple patterns and 
representations from the data [8]. In IoT security, DNNs are utilized to extract more elaborate attack patterns and 
anomalies, which might be beyond the capacity of simpler algorithms. 
y^=f(W⋅x+b) 

“function DNN(X_train, y_train, X_test, 
epochs): 
    Initialize weights and biases 
    for epoch in range(epochs): 
        for x, y in zip(X_train, y_train): 
            predictions = forward_pass(x) 
            loss = compute_loss(predictions, y) 
            gradients = backward_pass(loss) 
            update_weights_and_biases(gradients) 
    for x in X_test: 
        predicted_class = forward_pass(x) 
    return predicted_class” 

The selected algorithms include K-Nearest Neighbors, Support Vector Machine, Random Forest, and Deep Neural 
Network which are used to respond to different complications of IoT security. The performance of each algorithm, 
which is presented below, is measured based on the algorithm’s accuracy in identifying anomalies and protecting 
IoT networks [9]. Altogether, these algorithms constitute a versatile way in which adequate security structures 
could be built for these connected devices. Algorithms for analyzing the results are performed to identify the best 
practices and recommendations for improving IoT security. 
 
IV. EXPERIMENTS 
1. Experimental Setup 
The experiments were performed on a dataset containing the records of networking traffic from a range of IoT 
devices such as smart home devices, automation control devices for industries, wearable devices and so on. That 
is why the dataset contains both regular and undesired traffic, labels specify the nature of the data [10]. The 
experiments focused on assessing the effectiveness of the above-mentioned algorithms, namely, KNN, SVM, RF, 
and DNN for the purpose of detecting anomalies, and potential threats in IoT networks. 
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Figure 1: Cybersecurity in IoT: Securing the Connected Future 
2. Experimental Methodology 
All the algorithms were applied to the dataset and learned from the data set respectively. The following steps were 
taken for each algorithm: 

● Data Preprocessing: To tackle with missing values and normalize the features a pre-processing step of 
the data was performed. The data was then divided into the training and testing set in a 4:1 ratio. 

● Algorithm Training: Each of the algorithm was then trained with the training set. In the case of KNN, 
the size of K was varied to get the optimal parameter for the classifier [11]. For SVM the kernel functions 
used were Linear, polynomial, and radial basis function (RBF). The max number of trees affecting the 
performance was evaluated in the case of the Random Forest algorithm, and the DNN was trained with 
different depth and number of neurons in layers. 

● Performance Evaluation: In overall, the metrics including accuracy, precision, recall and F1-score were 
used to compare the result of each algorithm [12]. Also, the computational efficiency was examined in 
terms of the time needed for training and making predictions. 

● Results Analysis: The findings were successive, and that laid the foundation for comparing the 
algorithms to gauge how efficient they are at identifying IoT security threats [13]. To achieve this, a 
comparison with related work was also made to enable the placing of the findings in perspective. 
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Analysis: 
K-Nearest Neighbors (KNN): KNN revealed a fair result with an accuracy of 85. A test accuracy of 4% and a 
quite fast time for making the predictions. However, it was seen that it had comparatively higher false positive 
rates than the other algorithms implying that though the algorithm is simple it may not be the best suited to large 
and complex IoT paradigms. 

 
Figure 2: Cybersecurity in IoT: Securing the Connected Future 

● Support Vector Machine (SVM): In the case of support vector machine with the radial basis function 
kernel, the results were quite encouraging with 89 per cent accuracy recorded. 2%. It was again closer to 
the balanced region for both precision and recall but the training time was significantly higher [14]. This 
implies that SVM is useful, though it could probably be fine-tuned to better accommodate the extensive 
IoT networks. 

● Random Forest (RF): The best outcome was identified for the Random Forest method with accuracy of 
91. 5 % as well as satisfactory results of the measures of precision and recall [27]. Thus, it demonstrated 
high performance and reasonable computational complexity, so it successfully fits many IoT 
applications. 

● Deep Neural Network (DNN): Precision: From table 1, it is observed that DNN has the highest accuracy 
of 93. Although its training time was the longest among all the algorithms [28]. This can be attributed to 
the large real-world IoT data sets that they are capable of processing as well as the nested layers of the 
DNNs that results in the generation of very complex models in terms of computational complexity. 
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Figure 3: Security trends in Internet of Things 
Analysis: 
Analyzing the authors’ results in the aspect of the time needed for learning and prediction the KNN turned to be 
the least demanding requiring less time for both operations and therefore can be recommended for use where 
computational power is limited. SVM was quite accurate but training time proved to be rather problematic, which 
may hinder the applicability of the proposed algorithm in more dynamic IoT scenarios in which timeliness is 
paramount. Random Forest is also a balanced model concerning the accuracy and time to assess the data, which 
is useful in many situations [29]. DNN, although the most accurate method, involved the highest computational 
cost that, in the context of limited resources, could pose a problem. The experiments show that there is benefit 
and disadvantage in the use of each algorithm. Random Forest and Deep Neural Networks offer the best accuracy 
and generalized performance out of all the analyzed algorithms while RF is the most equally balanced concerning 
efficiency [30]. SVM, on the other hand, has high accuracy but comes with a larger computation time while KNN 
is relatively fast, and easy to implement though it has low accuracy and high for rates.  

 
Figure 4: State of IoT: 10 emerging IoT trends driving market growth 
V. CONCLUSION 
Finally, this study defines the significant need for the development of effective cybersecurity solutions to 
counteract the increasing risk associated with Internet of Things (IoT) ecosystems. In this work, we have compared 
K-Nearest Neighbors (KNN), Support Vector Machines (SVM), Random Forest (RF), and Deep Neural Networks 
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(DNN) when it comes to the detection of anomalies and the protection of IoT systems. The analysis provided 
showed that DNNs offered the higher accuracy and raw performance though the cost in computational load was 
seen to be high. Random Forest was proven to provide a good combination of the classification accuracy and the 
time required to achieve it, which is beneficial for a large number of IoT applications. While SVMs provided high 
accuracy, they incurred long training times and KNN while being computationally simplified provided lower 
accuracy, higher false positive rates. A comparison with the state of the art presents the fact that although these 
algorithms set the ground for such tasks, there are still opportunities for improvement, especially regarding the 
implementation of superior machine learning models and improved computational complexity. Scholars’ 
conclusions related to intrusion detection and privacy protection are consistent with the presented study; however, 
there is a focus on the further development of IoT security measures. The future work should be directed towards 
investigating the combined strategies which take the advantages of different algorithms; improving the real-time 
calculation abilities; and dealing with distinct issues in different IoT scenes. Hence, by promoting these 
methodologies, it would be possible to strengthen the protection of the emerging network of smart devices and 
protect the rights of users in the highly integrated world of the future. 
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