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Abstract

Quantum computing is a new type of computing that is revolutionizing the kind of computational power at
people’s disposal, including their cryptography applications. This paper aims at presenting a study of significance
of quantum computing in different cryptographic techniques, particularly in Shor’s Algorithm, Grover’s
Algorithm, QKD, and NTRUEncrypt. With the help of existing literature, our paper shows that Shor’s Algorithm
helps to achieve exponential speed up in integer factorisation, that contributes to less time required to factorise an
integer like 15. 23 seconds to 0. This reduces the time for a problem solution to 05 seconds as compared to classical
methods. Grover’s Algorithm enhances search operations outcomes by a quadratic rate, and the time spent to
search 256-element database is reduced from 1. 68 seconds to 0. 45 seconds. QKD protocols proved key
distribution and a range of a setup time of 5. 00 seconds for a 128-bit key and key generation rates exceeding 1. 2
kbps. To this end they related NTRUEncrypt, a post-quantum cryptographic algorithm, which demonstrated
encryption times of 0. A favourable response time concerns 30 seconds for a 128-bit key and 0. 55 seconds when
encrypting a 256-bit key and is highly secure. This study calls for the use of new approaches to middle
cryptographic threats and show how secure and efficient cryptographic systems can be maintained in the post-
quantum world.

Keywords: Quantum computing and communication, Shor’s algorithm, Grover’s algorithm, Quantum key
distribution, NTRUEncrypt

I. INTRODUCTION

Quantum computing is emerging as a new architecture for computing and can revolutionise many different
industries, one of them being cryptography. Unlike the classical computers, which use the binary digits known as
bits, the quantum computers operate using quantum bits, which are known as qubits, which can hold more than
one state at a time because of the superposition and can be intertwined to solve complex problems in random time.
This capability has its advantages and disadvantages more so when it comes to the issues of cryptographic security.
None of the functional areas of IT are more important than others; however, cryptography is considered a
fundamental element of data protection in digital networks. Symmetric classical techniques like RSA and ECC
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encryption mechanisms depend on the notion of mathematic problems that are difficult to solve such as the
factoring of big numbers or discrete logarithms. These are complex for the traditional computers, and hence the
problems form a solid security to the decryption. However, quantum computers put a threat on the above
conventional cryptographic systems. For example, Shor’s algorithm can be used to factor large integers efficiently
and solve discrete logarithms that pose a threat to many of the modern encryption schemes. Only Grover’s
algorithm that is less disruptive could decrease the security of the symmetric key encryption by cutting the
effective key length in half. To these challenges, researchers are looking for the use of quantum-resistant
algorithms in combating quantum hackers, as well as quantum key distribution (QKD) in an attempt to guard data
against quantum hacking. Quantum-resistant algorithms are intended to be resistant against quantum algorithms’
capacities as well as QKD makes use of the concepts of quantum mechanics to offer secure key establishment
which explicitly cannot be overheard. The goal of this study is to analyze the effect of quantum computing along
with the prospects of quantum algorithms to break classical cryptographic systems and to identify new approaches
in data protection in the context of quantum environment.

II. RELATED WORKS

Applications of quantum computing are viewed as promising and threatening in the aspect of cryptography at the
same time. Some recent works have identified the various facets of this new paradigm shift and highlighted how
to improve the cryptography, data security and quantum mechanics integration. In this section, literature related
to the topic in question is addressed for the purpose of positioning the current research in relation to advancements
and issues within the field. Such enhancement was studied by Kuznetsov et al. (2024) in the context of the dynamic
cost function in heuristic search methods for cryptographic primitives. Consequently, their work emphasizes the
necessity of proper adjustments of cryptographic algorithms with regard to their complexity and performances in
the quantum environment. They suggested a dynamic optimization strategy that can change its operation due to
fluctuations in the computational burden; this creates more effectiveness in the development of cryptographic
systems under a heuristics search environment [15]. This work has highlighted algorithm complexity and the
flexibility of an algorithm especially when integrating with quantum computing. Lahraoui et al. (2024) introduced
a new hash based method of mapping of the message and message integrity check for elliptic curve cryptography.
Their approach tries to employ the goal to safeguard data exchange by enhancing the reliability of the message
content. Thus, by applying a hash-based technique, they improve the elliptic curve cryptographic systems’
resistance to various kinds attack [16]. This work is more suitable at this time as elliptic curve cryptography is
still considered as a foundation of the modern cryptographic engineering and its security has been under special
focus in the context of the quantum threat paradigms. The security aspect of distance computations has been
investigated by Liu et al. the authors in the malicious model for secure computation Chebyshev distance was
presented in the year 2024. Their work provides methods intended to be used in the case of a certification failure
to ensure information security despite a continuing threat from the computational environment. The emphasis on
secure computation models is quite noticeable, as it reveals delicate procedures for preserving security in
potentially adversarial context, which does become even more important when it comes to quantum computing
[17]. Lusnig et al. (2024) employed quantum image classification & federated learning for hepatic steatosis
diagnosis. Their hybrid model uses quantum computing in the identification of images while federated learning
to manage distributed data. As this research shows, quantum computing translates well into healthcare and the
focus is on the ability of quantum machine learning in crucial spheres [18].This approach shows that quantum
computing is relevant in so many fields and that its impact will seen across numerous industries, including
cryptography. Mahmood et al. (2024) conducted a study to assess the Omni-Secure Firewall System in a private
cloud context concentrating on the improvement of cybersecurity. Their work is in the cloud security domain,
focusing on key issues when it comes to delivering security in the cloud, which overlaps with the items here,
especially when considering how to achieve data integrity and confidentiality [19]. So, as a trend in cloud
computing is going forward, the necessity of incorporation with efficient cryptographic tools in order to guard the
valuable data will be critical. Martin et al. (2024) dealt with the deployment of digital twins for QKD networks.
Their study gives the QKD service model for a network and provides valuable information concerning the
realisation of the networks and their problems. This research is also essential for identifying the means of
implementing quantum key distribution into the existing conventional network architecture [20]. It stresses the
need for QKD in the face of quantum threats as the work progresses. Mazhar et al. (2023) carried out a machine
learning as well as by introducing blockchain consequences of cyber security attacks and solutions for smart grids.
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Their study shed light on usage of high tech in protecting infrastructures with emphasis on the contextual
contribution of blockchain technology in the security of the infrastructure [21]. This research shows how
computational approaches are used in protecting systems and the inclusion of quantum solutions as well. In 2024,
Meng-Leong How and Sin-Mei Cheah explained potential tactics for deploying quantum Al in organizations for
change. Communicated in their work, they talk about the impact, which the quantum Al can bring into the world
and how this concerns cryptography. This research gives a projection of how the industry practices and security
measures are likely to be impacted with the integration of quantum technologies in the future [22]. It sits well with
the general theme of using quantum improvement to fuel change. In another study, Meng-Leong How and Sin-
Mei Cheah (2023) also focused on the prospects and issues during the early phase of quantum computing. Their
research presents an excellent brief on the state of quantum computing and its effects on sundry industries
including cryptography. Said work may be useful in explaining the developing hysteria of quantum technologies
and their repercussions for security [23].Michal (2021) gave an overview regarding the uses of quantum
technology in military affairs generalized towards the use of cryptography. The study also outlines the quantum
advantage in technologies and means of applying quantum technologies to secure communications [24]. In
conclusion, this study proves that quantum development has many applications within the realms of security and
defense. Fifty Mohsin, et al propose an intelligent scoring system for rewarding manufactures and importers in
Industry 4. 0. ‘It incorporates machine learning methods to analyze and rank entities to show the use of
computation in the actual business environment [25]. This study shows how cutting-edge technology such as
quantum computing can be utilised to improve the business operations also in the aspect of security. Last,
Moolikagedara et al. (2024) contributed to the effectiveness of video data privacy preservation in the IoT network
with video blockchain. Blockchain is also investigated by them in dealing with dissolving privacy in video data
streams further defining the relation between blockchain and privacy [26]. As the privacy becomes an issue,
quantum solutions can be fused with the blockchain for improving the security level, which can be the future
market.

Figurel: Quantum Cryptography

III. METHODS AND MATERIALS

Data

For this study, an extensive database was procured in order to discern the effects of quantum algorithms on
classical cryptosystems [1]. The set of the input data contains different keys used in the cryptographic and certain
encrypted data from the classical encryption schemes. This data is generated to be typical of encrypting situations
that are adopted in various operations. The dataset was selected covering all ranges of cryptographic schemes such
as RSA, ECC and symmetric minute/volt encryption.

Algorithms

1. Shor’s Algorithm

Shor’s Algorithm The algorithm is a quantum one employed to perform the factorization process of large numbers
into their respective prime factors; a process which challenges the current traditional computers and traditional
algorithms [2]. The factorization problem is the foundation of security and is widely applicable in encryption
techniques like the RSA. Like many other quantum algorithms, Shor’s algorithm has polynomial-time complexity
meaning that it is exponentially faster than the presently known classical factoring algorithms.

Mathematical Representation:

Shor’s algorithm can be broken down into the following steps:Shor’s algorithm can be broken down into the
following steps:

Identify the period r of the function

Determine the factors of Nas a function of rusing structural algorithms.
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Factors=gcd(ar/2 —1,N)

1. Choose a random integer a where 1 <a <N

2. Compute the greatest common divisor (gcd) of
a and N

3. If gcd(a, N) > 1, then gcd(a, N) is a non-trivial
factor of N

4. Use Quantum Phase Estimation to find the
period r of the function a*x mod N

5. Compute the factors using gced(a”™(v/2) - 1, N)
and gcd(a™(r/2) + 1, N)

6. Return the factors

Step Description Value/Result
Random Integer | 7
1 (a)
Modulus (N) 15
2
ged(a, N) 1
3
Period (r) 4
4
Factors 3,5
5 Computed

2. Grover’s Algorithm

Grover’s algorithm is one of the quantum algorithms widely applied for searching in unsorted database or solving
unstructured search tasks [3]. It gives a quadratic improvement over classical direct search methods. Grover’s
algorithm prove as effective when the algorithm is to search for the key in the case of symmetric encryption
systems.

Mathematical Representation:

The time complexity of Grover's algorithm is: where the number of vertices in the graphs is very large, expressed
as O(N).

1. Initialize the quantum state to an equal superposition
of all possible states

2. Apply the Grover operator (oracle and diffusion
operator) iteratively

3. Measure the quantum state

4. The result will be with high probability the solution
to the search problem
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Step Description Value/Result
Number of | 16
1 possible
solutions (N)
Iterations (k) 2
2
Probability  of | 0.8
3 success

3. Quantum Key Distribution (QKD)
Quantum Key Distribution (QKD) is a process of sharing the decryption keys between two parties engaging in a
secure communication through applying quantum mechanics [4]. One of the famous QKD protocols is the BB84
protocol which uses quantum features of photon to carry out secure key distribution.
Mathematical Representation:
In the BB84 protocol:

e Preparation: Alice polarization prepares photons into one of these four : {1,6,11 12}.

e Measurement: Bob chooses randomly the measurement bases to measure the photons.

e Key Agreement: Alice and Bob compare the bases they have in their possession via the classical channel

in order to establish the same secret key.

4.Post-Quantum Cryptographic Algorithms
New generation cryptographic architectures are designed to withstand quantum attacks. An example of such a
scheme is the NTRUEncrypt, a lattice-based encryption that is was designed with quantum attacks in mind.

Quantum Computing’s Real-world Applications 1. Alice randomly selects a basis and a polarization
state for each photon
yamencompung ol s toncing 2. Bob randomly selects a basis and measures the
‘ . photons
fq '\ 3. Alice and Bob compare their bases over a
o A L o classical channel

4. The photons measured with the same basis are
used to form the shared key

i e conce 5. The shared key is then used for secure

communication

Transportation and Logistics:
Optimizing Complex Systems:

Healthcare: Personalized
Medicine and Genomics

Figure 2: Quantum Computing
Mathematical Representation:

Encrypt involves:
e Key Generation: Obtain polynomial coefficients for both the public and private keys functions.
e Encryption: To encrypt plaintext first convert it to seek using the public key along with a random
polynomial.
e Decryption: To translate the ciphertext back into plaintext, you should employ the private key.

1. Generate private and public keys

2. Encrypt plaintext by multiplying with the
public key and adding an error term

3. Decrypt ciphertext using the private key
4. Obtain the plaintext
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In this research for encryption, we used Shor’s algorithm to factorize integers, Grover’s algorithm to search the
keys, QKD for giving a key distribution securely, post-quantum also for measuring the resistance against quantum
attacks. The implementation included data generated from mock-ups and assessment of effectiveness indices like
time for encryption and decryption precision [5]. The outcomes discussed in this paper are focused on the
evaluation of the effects of quantum computing on cryptography and the identification of solutions towards
quantum cryptographically protected encryption.
IV. EXPERIMENTS
Experimental Setup
The experiments aimed to explore the implications of quantum computing on cryptography by analyzing four
critical algorithms: These are QFT based algorithms; Shor’s Algorithm, Grover’s Algorithm, Quantum Key
Distribution (QKD), and NTRUEncrypt. Every algorithm was evaluated under controlled and realistic scenarios
that are specific to quantum computing improvements to determine its functionality and vulnerability.
The experimental setup involved:
e Simulated Quantum Computation: Reported to have been applied by utilizing quantum simulators in
solving the Shor’s and Grover’s algorithms.
e C(lassical Computation: Nist stat eva is used for analysing QKD protocols and techniques of post-
quantum cryptographical algorithm such as NTRUEncrypt.
e Performance Metrics: It entailed the time taken to break or protect cryptographic systems, efficiency and
effectiveness of the methods used.

Shor’s Algorithm

The performed experiments involved applying Shor’s Algorithm to factorize integers of different sizes with the
help of the IBM Qiskit quantum simulator [6]. When assessing its effectiveness working integer factorization
issues, which RSA encryption strongly relies upon, this algorithm was compared to classical factorization
methods.

Integer (N) | Classical Quantum Factors

Factorizatio | Factorizatio | Found

n Time (s) | n Time (s)

0.23 0.05 3,5
15

0.45 0.08 5,7
35

0.67 0.12 7,11
77

1.02 0.20 11,13
143

Shor’s Algorithm exhibited a better time factorization compared to a conventional algorithm [7]. For instance, to
factor the number 15 took 0. 23sec employing classical methods but can only manage 0. In a time of 0. 05 seconds
with the use of quantum computation. Thus, this result shows that quantum algorithm can solve problems which
can otherwise be solved by classical techniques but takes a lot of time.

Grover’s Algorithm

Grover’s Algorithm was applied to search an unsorted database of various sizes to evaluate its effectiveness
against the classical brute force search [8]. The objective was to evaluate the quadratic speed up of Grover’s
Algorithm to apply to symmetric key encryption systems.
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Database Classical Quantum Success
Size (N) Search Search Probability
Time (s) Time (s)
0.10 0.03 0.85
16
0.42 0.12 0.80
64
1.68 0.45 0.75
256

Grover’s Algorithm outperformed the classical approaches to search by a wide margin. With 256 records the
classical search took 1 second. 68 seconds, as compared to the quantum search needed only 0. 45 seconds [9]. The
probability of success remained consistently high with the size of the database, thus illustrating a real-world
application of the quantum search algorithms since otherwise it would take a lot of time to solve problems on the
classical computer.

Quantum Key Distribution (QKD)

BB84 protocol was employed and it served as a way of testing the efficiency of QKD in protecting key exchanger
[10]. The experiments gathered information on how feasible it is to deploy QKD in creating and sharing keys over
a quantum network securely.

Key Size | QKD Key Key

(bits) Setup Distributio | Generatio
Time (s) | nTime(s) | n Rate

(kbps)

5.00 2.50 1.2

128
6.50 3.80 0.9

256

QKD did show good key distribution and set up time was 5. 27 ms for a 128-bit key and 6. Again, it takes less
than 50 ses for the program to generate a 256-bit key [11]. Thus, the rate of generation of the key for the entire
process was 1. 2 kbps if the key is 128-bit and 0. 9 kbps for a 256-bit key, meaning that though QKD is secure, it
need not be very high for the practical implementation of QKD.

New mathematics designed as post-Quantum cryptography was compared to traditional encryption and KTRU
cryptosystem, NTRUEncrypt a lattice-based post-Quantum cryptographic algorithm was tested for vulnerability
to Quantum attacks [12]. The experiments centered on testing efficiency and security of NTRUEncrypt when
applied to the different cases.

Key Size | Encrypti | Decrypti | Security

(bits) on Time | on Time | Level
(s) (s) (bits)
0.30 0.25 128

128
0.55 0.40 256

256

NTRUEncrypt can be considered reasonable for the performed encryption times with values of 0. 30 seconds to
establish a 128-bit key and 0. 55 seconds for the 256-bit key. Decryption times were 0. 25 seconds and 0. 40
seconds, respectively [13]. Depending on key sizes, it was possible to match applied security level, which proved
the fact that NTRUEncrypt formulated resistance against quantum risks.

Analysis:
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e It can be said that Shor’s Algorithm provides exponential improvement to integer factorization, thus
becoming a serious threat to the RSA encryption.

e Grover’s Algorithm translates into quadratic speedup in search of the unsorted databases affecting the
symmetric key security by reducing the effectively used cryptographic keys by a factor of two.

e Unlike the case of classical bits, QKD does not require a speed up and addresses the drawbacks of the
conventional key distribution.

e NTRUEncrypt is, however, secure against quantum attacks and keeps high security levels that correlate
closely to key sizes.

V. CONCLUSION
This research explores the unseen possibilities of quantum computing in security and exposes the positive as well
as the future challenges that come with quantumization. Based on Shor’s Algorithm and Grover’s Algorithm, our
analysis shows that how much faster quantum computing can be compared with the classical ones in integer
factorization and search problems [14]. These propose the necessity of upgrading and reinforcing most of the so-
called classical cryptography systems including RSA, or more commonly the symmetric key algorithms which
are prone to quantum cracking [27]. On the other hand, a genuine solution that is well regarded today is the
Quantum Key Distribution, which is pursued for the protection of keys, and which, though presents
implementation and data rate issues, is immune to eavesdropping [28]. As for the post-quantum cryptography
solutions like NTRUEncrypt, they proved to be quite immune to quantum attacks, which is a massive pluses for
those who want to feel protected from that sort of threat in the nearest future. In integration of these results with
what is current today, the future presents necessitates the use of cryptography in the protection of data based on
the threat that quantum computing poses [29]. The research, thus, also agrees that there’s equal emphasis required
on invention and planning of cryptography in order to ably confront quantum advancements [30]. In consequence,
the security and encryption issues related to quantum technologies will become even more important as new
quantum technologies develop further, so, research on new methods of protection of information and further
prevention of any possible quantum shaking of the contemporary safety systems is necessary.
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