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Abstract—In this paper, in order to detect 25 classes of malware, with the aim of increasing the detection accuracy, we
used the pre-trained convolutional neural network of Alex Net and combined it with the perceptron neural network
optimized with the Worm Shabbat algorithm. In fact, Alex Net’s convolutional neural network automatically extracted
1000 feature vectors for each input image using the convolutional layer in its architecture. In the next step, we used the
transfer learning method to classify the extracted features. In this thesis, we transferred the learning done by the Alex net
convolutional neural network to a multi-layer perceptron neural network that was optimized using the firefly meta-heuristic
algorithm for classification. In this work, we optimized the optimal weight and bias of the neural network by meta-heuristic
algorithm. Finally, we were able to achieve 99.8% accuracy, which showed that the proposed method was superior in
terms of accuracy compared to the compared methods.

Index Terms—convolutional neural network, firefly algorithm, meta-heuristic algorithm, line of sight, etc.

1. INTRODUCTION

Malware means software whose purpose is to damage and infiltrate the computer, and this is done in a situation where the
owner of the system has neither knowledge nor consent. Today, malware is considered as an important threat to the security
and integrity of information. Malware is becoming more and more sophisticated all the time. After entering a system,
malware can perform actions such as sending spam emails, stealing information and passwords, etc. Different methods
have been considered to detect malware, one of the best methods is using machine learning [1].

Security flaws caused by malicious software attacks have increased security concerns in the digital age. Problem Statement
Since most computer users, companies, and governments are affected by the dramatic growth of malware attacks, malware
detection is an important research topic. In this thesis, in order to detect 25 classes of malware as mentioned in table 1,
with the aim of increasing the detection accuracy, he used the pre-trained convolutional neural network of Alex Net and
combined it with the perceptron neural network optimized with the firefly algorithm. Examining data mining solutions in
identifying malware [2-3].

e Providing new methods to detect malware based on data mining algorithms.

¢ Finding a solution that can process programs and extract its features and predict whether the program
under the process is healthy programs or malware. Main goals Micro goals.

¢ Using data mining methods to detect the penetration of malware into computer devices

2. MEHTODOLOGY

Get image preprocessing, resizing the image using the pre-trained neural network of alexnet in order to extract features
from images not using fully connected layers and removing fully connected layers and transferring learning to perceptron
neural network the initial value for the weight and bias of the neural network based on perceptron training and optimization
stage evaluate values using the objective function update weight and bias value using reaching the maximum iteration of
the algorithm evaluation of trained neural network [4].

One of the advantages of using convolutional neural networks to extract optimal features is that this neural network is not
sensitive to darkness or brightness or noise due to the use of convolution operations, and it is only enough that the
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dimensions of the input images are proportional to the input of the neural network i.e. 224* be 224 For this reason, in this
thesis, for the pre-processing stage, we will only change the dimensions of the images to 224x224 and prepare the images
for the feature extraction stage.

Step of feature extraction from images, to extract optimal features in this work, convolutional neural network with Alex
net architecture has been used. Alex Net is a deep convolutional neural network that is presented for recognition and
classification of color images with size 224x224x3. This neural network has 62 million learning parameters and 11 layers
[5]. This network is one of the pre-trained convolutional networks. Pre-trained means that this network has already been
trained on the ImageNet dataset and on thousands of different images, and the parameters of this neural network have been
set, and to use it, it is enough to give the images as input to this network so that the features Extract images. These networks
have solved the common problems in conventional convolutional neural networks that need to be trained by millions of
images.

Preparing extractive features for transfer learning At this stage, before we transfer the data to the optimized perceptron for
classification, the data will be normalized and then divided into two groups of testing and training with a ratio of 70 to 30.
In general, normalization makes the impact of all features in the neural network training process to be the same, and no
data is preferred over data with a lower value because of a higher value. After the extracted features are normalized, 70%
of the data is used to train the classifier and 30% is used to evaluate the performance of the classifier.

Training and optimization of multi-layer perceptron using wormhole algorithm [6]. In this step, we use multilayer
perceptron neural network to classify the features, and the optimal value of weight and bias of this neural network is set
using the firefly optimization algorithm. Perceptron neural network consists of three main layers namely input layer, hidden
layer and output layer. Each layer has neurons depending on the dimensions of the data set. In most researches, the number
of neurons in the hidden layer, which is the main processing layer, is determined by trial and error. In this neural network,
each layer has an activation function, and the most famous activation function used in perceptron neural network is the
sigmoid activation function. This activator function receives a number with a real value as input and takes it to the interval
between zero and one.

Training and optimization of multi-layer perceptron using wormhole algorithm. In this step, we use multilayer perceptron
neural network to classify the features, and the optimal value of weight and bias of this neural network is set using the
firefly optimization algorithm. Perceptron neural network consists of three main layers namely input layer, hidden layer
and output layer. Each layer has neurons depending on the dimensions of the data set. In most researches, the number of
neurons in the hidden layer, which is the main processing layer, is determined by trial and error. In this neural network,
each layer has an activation function, and the most famous activation function used in perceptron neural network is the
sigmoid activation function. This activator function receives a number with a real value as input and takes it to the interval
between zero and one.

Training and optimization of multi-layer perceptron using wormhole algorithm Perceptron neural network uses error back
propagation algorithm in non-optimal mode for training. In the error back propagation algorithm in the perceptron network,
the signal moving in the forward direction changes the weights and bias coefficients, and after the network output is
obtained, this output is compared with the real value and an error is obtained. In the second step, the signal that moves on
the return path, which is known as the error signal, changes the weight and bias of the layers according to the error value,
and the training process starts again [7]. This process continues until the algorithm reaches a low error and stops.
Training and optimization of multi-layer perceptron using wormhole algorithm one of the problems of the error back
propagation method for neural network training is getting stuck in local optima. This means that sometimes the amount of
error obtained in the process of training the network may be small and the algorithm stops, if one or more iterations
continue, it achieves a smaller amount of error and the accuracy of the network increases. To solve this problem in this
thesis, instead of using the error back propagation algorithm, the firefly optimizer algorithm is used to train and adjust the
weight and bias of the neural network [8].

The experimental data used in this thesis is from the large-scale and unbalanced Windows malware dataset (Malimg). This
dataset contains 9339 malware image samples from 25 families with 80 to 2949 samples per family, the families belong to
the following categories: Worm, PWS, Dialer, Rogue, Backdoor, Trojan and TDownloader.

Table 1: Description of the Malimg dataset families

S. No Class Family Nos
1. Worm Allaple. L 1591
2. Worm Allaple. L 2949
3. Worm Yuner. A 800
4. PWS Lolyda AA1 213
5. PWS Lolyda AA2 184
6. PWS Lolyda AA3 123
7. Trojan C2Lop.P 146
8. Trojan C2Lop.gen!g 200
9. Dialer Instantaccess 431
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10. TDownloader | Swizzot.gen!l 132
11. TDownloader | Swizzot.gen!E 128
12. Worm VB.AT 408
13. Rogue Fakerean 381
14. Trojan Alueron.gen!J 198
15. Trojan Malex.gen!J 136
16. PWS Lolyda. AT 159
17. Dialer Adialer.C 125
18. TDownloader | Wintrim BX 97

19. Dialer Sialplatform B 177
20. TDownloader Dontovo A 162
21. TDownloader | Obfuscator.AD 142
22. Backdoor Agent.FYI 116
23. Worm:AutolT Autorun K 106
24, Backdoor Rbot!gen 158
25. Trojan Skintrim N 80

3. EVALUATION CRITERIA
The criteria used in this work to evaluate the proposed model are: accuracy, recall, accuracy. Each of the mentioned criteria
evaluates the classifier from different aspects

TP+TN

AcuraCy = TP+TN+FP+FN (1)
Recall = —~ 2)
TP+FN
. TP
precision = ——— 3)

4. ANALYSIS AND REVIEW OF THE PROPOSED METHOD

According to the opposite figure, it can be seen that in the neural network, the number of neurons in the input layer is equal
to the number of features extracted for each sample, i.e. 1000, and the number of neurons in the output layer is equal to 25
neurons per the number of output classes [9]. Finally, the number of hidden layer neurons is equal to 16 neurons using trial
and error.

4\ Neural Network Training (nntraintool) - (] > <

Neural Network

Hidden Outp

Figure 1: Neural network architecture used for data classification

The activator functions used for the sigmoid hidden layer have been determined and the training of this network has been
done based on the firefly algorithm whose specifications are given in the opposite table [10].

5. RESULTS AND DISCUSSION

As can be seen, the error rate was very high at the beginning of the work, and the error rate decreased gradually with the
updating of the population towards members with greater fitness. From the 30th iteration onwards, the error rate has almost
reached its lowest value in the neural network training process.

According to the figure, it can be seen that the error rate for the optimized perceptron classifier has reached less than 0.05,
which indicates that the perceptron neural network is well trained.
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Figure 2: Convergence diagram of wormhole algorithm during neural network optimization process

As can be seen, the error rate was very high at the beginning of the work, and the error rate decreased gradually with the
updating of the population towards members with greater fitness. From the 30th iteration onwards, the error rate has almost
reached its lowest value in the neural network training process.

According to the figure, it can be seen that the error rate for the optimized perceptron classifier has reached less than 0.05,
which indicates that the perceptron neural network is well trained.

As can be seen, all the data are almost in line with the blue line and have only a small amount of scatter. Also, regression
has a value between zero and one, the closer the match between the neural network output and the real output is, the closer
the regression value will be to one, and on the contrary, the lower the match between the neural network output and the
real output, the closer the regression value will be to zero. According to the figure, it can be seen that the regression value
is equal to 0.99.

: R=0.99725

O 3B

Output ~= 1*Target +-0.0097

Target
Figure 3: Regression plot for test data
Analysis and review of the results of the proposed method

In the opposite figure, the results obtained for the test data set are examined from different aspects in the form of a bar
graph.
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Figure 4: Evaluation criteria for test data

On average, the proposed method is 1% more accurate than the other methods in the table. In general, according to the
obtained results, it can be concluded that in this thesis, we were able to extract the optimal features using the convolutional
neural network of Alexnet and determine the weight and bias of the perceptron neural network well in the classification
stage, which ultimately leads to an increased Accuracy.

Table 2: Performance Metrics
S. No Article Method

Accuracy criterion

1.

Reference [1]

Normal convolutional

neural network 98%
2. Reference Article[2] Random Forest 98.5%
3. Proposed Method Alex Net + Perceptron +

Worm Shabtab 99.8%

In this article, in order to detect 25 classes of malware, with the aim of increasing the detection accuracy, we used the pre-
trained convolutional neural network of AlexNet and combined it with the perceptron neural network optimized with the
Worm Shabtab algorithm

In this article, we transferred the learning done by the Alexnet convolutional neural network to a multi-layer perceptron
neural network that was optimized using the firefly meta-heuristic algorithm for reflections.

6. Conclusion

In this paper, in order to detect 25 classes of malware, with the aim of increasing the detection accuracy, we used the pre-
trained convolutional neural network of AlexNet and combined it with the perceptron neural network optimized with the
Worm Shabtab algorithm.

In this paper, we transferred the learning done by the alexnet convolutional neural network to a multi-layer perceptron
neural network that was optimized using the firefly meta-heuristic algorithm for classification.

In this work, we optimized the optimal weight and bias of the neural network by meta-heuristic algorithm. Finally, we were
able to achieve 99.8% accuracy, which compared to the compared methods, the proposed method was superior in terms of
accuracy.
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