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ABSTRACT

Cybersecurity threats have emerged as a critical concern affecting educational institutions, with schools becoming
prime targets for cyberattacks. In response to this growing threat landscape, this paper critically analyses and
assesses various cybersecurity awareness programs designed for the school education system. The introduction
sets the stage by highlighting the increasing importance of cybersecurity in schools and outlining the objectives
of the analysis. Firstly, it examines the array of cybersecurity threats that schools face, underscoring the potentially
severe consequences of these threats. The analysis then elaborates on the imperative need for cybersecurity
awareness in schools, emphasizing the vulnerabilities inherent in educational institutions and the vital role of
education in mitigating these risks. A thorough examination of existing cybersecurity awareness programs in
schools follows, offering insights into their objectives, methodologies, and target audiences. Despite their merits,
existing programs confront various challenges and limitations, including financial constraints, scalability issues,
and adaptability concerns, which are scrutinized in detail. Moreover, the paper addresses the pivotal roles played
by teachers and school administrators in promoting cybersecurity awareness, emphasizing their training
requirements and responsibilities. The paper also considers the legal and ethical dimensions of cybersecurity
education in schools, with a focus on safeguarding student privacy and obtaining consent. Anticipating the
evolving landscape of cybersecurity, the paper concludes with a forward-looking perspective, offering predictions
about future trends in cybersecurity and providing actionable recommendations for enhancing cybersecurity
awareness programs in schools. In summary, this critical analysis offers valuable insights into the complex world
of cybersecurity education in schools, emphasizing the need for proactive measures to safeguard educational
institutions and their stakeholders in an increasingly digital world.

KEYWORDS
Cybersecurity, Awareness, School education, Cyber-safety, Cyber threats and Cybersecurity Awareness
Programs.

1. Introduction
Cybersecurity awareness is crucial in a world going more digital, especially for K—12 students [1]. Schools are at
serious risk from cyber threats, so evaluating the success of cybersecurity awareness initiatives is crucial.
Promoting and teaching students about online safety is a critical duty of schools [2]. Educators are now
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unintentionally acting as online safety tutors, with the difficult responsibility of tackling problems like dispelling
misinformation and encouraging youth to recognize the wider effects and dangers of media. The essential elements
of evaluating such programs in K—12 classrooms are examined including cultivating a healthy skepticism, gauging
knowledge and comprehension, evaluating attitudes, and establishing success criteria. [3]. Schools can improve
cybersecurity education, safeguard their systems, and give staff, faculty, and students the skills they need to safely
traverse the digital world by taking into account these factors. A lot of us use social media as a forum to
communicate, spark debates, or establish our identities [4]. Because so many people like to be the first to voice a
problem, they occasionally disregard whether the material being offered is reliable or not. Adults are not the only
ones who use the internet, but in this day and age of technology and multimedia, children should also understand
cybersecurity. Excessive use of the Internet can be harmful as it can lead to cyber risks such as cyber addiction,
gaming and gambling addiction, cybersex, pornography, and exposure to personal information, even though the
Internet has a lot to offer everyone [5].
Parents should be concerned about cybercrime against children and teenagers because, in certain cases, they may
be unaware that their child is a victim of this type of crime [6]. A large number of parents are ignorant of the
things their kids do online. Children can be intimidated, harassed, abused, or sexually exploited in addition to
being bullied verbally and through insults. [7] Since children now have access to the internet at a younger age, it
is crucial for everyone to take safety precautions and be aware of potential risks like cyberbullying when taking
advantage of the benefits of the internet. Teachers must spread cybersecurity education to encourage responsible
online conduct. Schools play a crucial role in educating students in critical digital literacy and in advising and
educating parents about their children's use of the internet at home [8]. The goal of cybersecurity education is to
inform technology users about the risks they may encounter when utilizing online communication platforms like
social media, chat, online gaming, email, and instant messaging. Many studies have been done on cyber security
in the past, but most of them have been in different domains. For instance, there aren't many articles that
specifically address the actions that schools should take to foster cyber security awareness [9].
The contributions for the current Systematic Literature Review are outlined are as follows.
e The analysis delves deeply into the growing cybersecurity threats faced by educational institutions, especially
schools.
e The Kitchenham and Charters framework, along with PRISMA guidelines, guarantee a thorough and
methodical approach to the review process.
® The analysis determines the contributions of different nations to cybersecurity education by examining each
one separately.
The current analysis follows a methodical approach, breaking down its material into six discrete sections to
guarantee readability and in-depth examination. The research questions relevant to the subjects are formulated in
Section II, which lays the groundwork for the investigation of the topics. A well-defined protocol that outlines the
methodology to be used in Section III, directs the systematic analysis that is conducted throughout the review. A
thorough summary of the research is presented in Section IV, which also includes an analysis of the literature and
its applicability to the topic. Section V, which follows, is an analytical discussion that clarifies the implications
that can be drawn from the results that were obtained. It provides an understanding of the importance and
implications of the findings. Section VI, the analysis final section, provides a concise summary of the major
discoveries and their wider implications, offering a final perspective based on the thorough analysis this study
undertook.

1.1.Motivation

The urgent need to address changing threats is the driving force behind the critical examination of cybersecurity
awareness programs in school education. Early mental development and preparing children for the intricacies of
the digital world are major tasks performed by educational institutions. Educating people about the dangers of the
internet is crucial, and many countries have started their own campaigns to achieve this. Educating young people
about proper online behavior is of utmost importance, as the falsehoods they encounter on the internet are often
accepted without question. In today's digital world, where personal data needs to be protected at all times, children
typically don't know enough about protecting their personal information. The importance of data security and
cyber threats are key topics that cybersecurity awareness campaigns help users understand. The degree to which
users can defend themselves against cyberattacks is directly correlated with their understanding of information
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security. Cybersecurity vulnerabilities can impact both individuals and organizations, underscoring the
importance of having a broad understanding of this field. Teaching young people about cybersecurity lays the
groundwork for future security while also providing immediate protection. Effective programs can help develop
a generation of people who can safely navigate the digital world, which will lessen the threat posed by
cyberattacks. Through the creation of a more resilient and secure digital environment, this coordinated effort seeks
to empower people, especially the younger generation.

1.2.Challenges of this analysis

Analyzing cybersecurity awareness programs in school education poses challenges due to the diverse landscape
of these initiatives. Governments implement programs of varying quality, leading to unequal educational
experiences for students across different regions. Disparities in resources, curricular integration, and teaching
methods contribute to this challenge. Additionally, the rapid evolution of technology and cyber threats makes it
challenging to maintain current and relevant educational content. Outdated curriculum content might leave
students ill-prepared to handle emerging cybersecurity challenges. Another obstacle is the scarcity of certified
educators proficient in cybersecurity. Limited access to specialized training programs for teachers further hinders
effective cybersecurity education in many educational institutions.

1.3.Need for this analysis

The necessity for a comprehensive analysis of cybersecurity awareness programs in school education arises from
the increasing importance of digital literacy and safety in today's interconnected world. As technology becomes
integral to education, assessing and strengthening cybersecurity education in K—12 systems become imperative.
This paper systematically evaluates various nations' initiatives in implementing cybersecurity awareness programs
within their educational systems. Governments worldwide have launched campaigns to promote cybersecurity in
schools, and assessing the impact and efficacy of these programs is crucial for informing policymakers and
education authorities about areas needing improvement or refinement. Empowering young students with
cybersecurity knowledge enables them to navigate the digital world safely and make informed decisions. This
analysis aims to consolidate information on diverse cybersecurity awareness initiatives across K—12 educational
systems globally, emphasizing the importance of equipping students with essential skills for online safety.

2. Research questions and methodology
The research attempts to comprehend the efficacy concerns in a variety of circumstances and thoroughly
investigate the difficulties faced by cyber safety stakeholders. This research is essential for creating strategies that
will improve cyber safety measures and require a thorough comprehension of the complex issues at hand.
Furthermore, the study aims to assess current cyber security awareness programs in school education systems,
with the goal of aligning them with established models and suggesting modifications to improve students' cyber
resilience. RQ1 and RQ2 are research questions that aim to address the urgent need for improved cyber threat
awareness in both general and educational environments.
Research Question 1 (RQ1):
What are the multifaceted challenges and efficacy concerns encountered by stakeholders in addressing cyber
safety, hygiene, and security within various contexts?

RQI is driven by the need to gain a thorough understanding of the complex issues and concerns those stakeholders
in cyber safety, hygiene, and security face in a variety of situations. The dynamic cyber environment poses
complex challenges that require investigation, involving a range of stakeholders and contexts, such as the social,
technological, and educational places. To effectively develop strategies for improving cyber safety measures, it is
essential to comprehend these challenges.

Research Question 2 (RQ2):

How do cyber security awareness programs within school education systems align with established models, and
what improvements can be made for better cyber resilience?

RQ2's objectives are to evaluate how well school education systems' cyber security awareness programs adhere
to established models and to suggest possible enhancements for boosting cyber resilience. The need to assess the
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effectiveness of current cyber security programs in educational settings is the driving force behind this question.
Refinement of educational initiatives to effectively prepare students to deal with cyber threats is supported by an
understanding of the alignment with established models and suggestions for improvements.

3. Scope and Methodology
The research methodology utilized in this systematic literature evaluation is the framework proposed by
Kitchenham and Charters [10]. It was done in phases, including creating a review protocol, determining inclusion
and exclusion criteria, and searching bibliographic databases for pertinent studies using keywords. The technique
employed in this review rigorously follows the recommendations outlined by PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses). These guidelines are designed to establish a uniform framework that
facilitates thorough and systematic review processes.

3.1.Protocol development

The protocol created a methodologically rigorous framework that is structured and essential. With regard to
collecting, evaluating, and interpreting data, it sought to guarantee a thorough approach. The included establishing
precise research goals with an emphasis on complex issues and efficacy concerns related to cyber safety, hygiene,
and security, especially in a variety of settings. Determining the search parameters was essential. The research
domains were the focus of the careful selection and fusion of keywords and controlled vocabulary terms.
Furthermore, the boundaries of the inclusion/exclusion criteria were carefully drawn in order to include pertinent
studies while excluding those that did not directly address the research questions.

3.2.Search strategy based on keywords

The search strategy collected a broad range of scholarly literature by thoroughly exploring several credible
academic databases. A set of keywords was used to systematically search databases such as JSTOR, IEEE Xplore,
Scopus, Web of Science. This methodical approach sought to optimize search results while guaranteeing an
extensive compilation of relevant research concerning cyber safety, hygiene, security, stakeholders, obstacles,
concerns about efficacy, and cyber security awareness programs in educational systems. Stage 1 involved two sets
of keywords that we used to search the databases for article titles, abstracts, and keywords. The review is
conducted in bibliographic databases for literature. The search was conducted using the following keyword and
combination combinations:

The search strategy focuses on capturing the diverse challenges and efficacy concerns pertaining to cyber safety,
hygiene, and security across different contexts by Boolean expressions (AND/OR) combination of terms : cyber
safety, cyber hygiene, cybersecurity, stakeholders, participants, challenges, issues, difficulties, problems,
effectiveness, efficacy, impact, cyber awareness programs, security education initiatives, evaluation, assessment,
examination, contexts, environments, situations, scenarios, frameworks, standard practices, cyber resilience,
analysis, evaluation, assessment .

To ensure a thorough and inclusive approach to gathering relevant literature that might not have been covered
comprehensively by the initial electronic database search, a manual search using Google Scholar was conducted
as an additional measure. Applying the same set of keywords used in the electronic database search, Google
Scholar was accessed as a large collection of scholarly articles and publications. This manual search was essential
to find any possible academic papers, studies, or articles that might not have been available or indexed in the
previously used electronic databases. The objective of the literature review was to maximize its scope and
profundity by incorporating a diverse array of sources, guaranteeing an all-encompassing comprehension of the
intricate problems, concerns about efficacy, and assessments related to cyber safety, hygiene, and security.
Every study that was chosen in Stage 1 of the process had to be carefully examined in Stage 2. All of the studies
were read in order to fully comprehend their methodology, content, and applicability to the research questions in
the stage 2. In order to determine whether these studies met certain requirements that were essential for the
research, the analysis process first screened the abstracts of these studies. These included alignment with
stakeholder involvement, applicability to a variety of contexts, empirical support, and relevance to the research
focus on cyber safety, hygiene, and security concerns. Studies failing to meet these criteria were eliminated from
the selection process to maintain the quality and relevance of the literature being included.

Library Progress International | Vol.44 No.3 |Jul-Dec 2024 18275



Atul Kumar Srivastava,Ajay Vikram Singh, Subhranil Som

3.3.Inclusion and Exclusion criteria

The purpose of these inclusion and exclusion criteria is to eliminate studies or materials that do not correspond to
the particular research objectives and topic focus of critically examining cybersecurity awareness programs in K-
12 education within the designated prime countries. The selection of articles that fulfilled the study's objectives
was based primarily on inclusion criteria. Its highlighted peer-reviewed research on complex issues and efficacy
concerns in a range of cyber safety, hygiene, and security contexts.

Inclusion criteria is focused on studies where articles concentrate on cyber safety, stakeholder challenges related
to cyber hygiene, cyber security awareness programs in K—12 education systems, focused on children, cyber
awareness program analytic models, and comparisons between suggested and current models offering valuable
insightful analyses, thorough reviews, critical interpretations, or assessments of programs promoting cyber
security awareness in the classroom or studies providing in-depth evaluations, analyses, or critical assessments of
the advantages, disadvantages, or efficacy of cyber-awareness initiatives available in English language . The
published time frame of articles has been considered from current year to last ten years to guarantee accuracy and
relevance. Publication type include scholarly works undergoing a peer-review process, or peer-reviewed
experience reports like conference papers. Search string key words are: cyber security awareness programs; K12
education; government initiatives; cyber hygiene challenges; analytical models; comparative analysis; and
variations according to the goals.

The exclusion criteria were meticulously designed to eliminate sources that were not in line with the research
questions or did not adhere to rigorous methodology. This included eliminating studies that did not address the
stated research objectives, publications that were not written in English, non-peer reviewed sources, publications
that were outside the timeframe specified, and publications that had nothing to do with the study's objectives. The
exclusion criteria is by excluding irrelevant research papers that do not precisely investigate the cybersecurity
education for students, outdated information which are older than the current year by ten years, materials that are
solely available in languages other than English and lack accurate translations to facilitate comprehension and
analysis. Any non-academic sources, non-peer-reviewed articles, blog posts, opinion pieces, non-academic
websites, or sources lacking scholarly rigor or irrelevant publication type that are not specifically related to
cybersecurity or education, such as marketing materials, press releases, promotional content, or press releases,
incomplete or superficial articles are also excluded from this analysis.

Initially, a comprehensive search over several databases produced a pool of 290 articles for the purpose of research
selection and screening. This thorough extraction included numerous academic journals, conference proceedings,
scholarly repositories, and other reliable sources relevant to the study's focus on cybersecurity awareness
initiatives. The articles came from well-known databases that are well-known for cybersecurity, and related topics.
This first phase was designed to be broadly inclusive in order to include a variety of viewpoints, analyses, and
assessments pertinent to the research goals outlined for the critical examination of cybersecurity initiatives in the
K-12 educational systems of chosen nations.

After that, the chosen articles go through a more extensive review. In order to eliminate studies that do not
specifically address the focus areas specified in the research objectives, inclusion and exclusion criteria are used.
During this phase, articles that are out-of-date, didn't relate to the targeted countries, or lacked in-depth analysis
are systematically removed. Finding academic articles, conference papers, and reports that provided significant
insights, critical analyses, empirical support, or theoretical frameworks relevant to the thorough evaluation and
critical analysis of cybersecurity awareness programs in K—12 education throughout the chosen nations is the
ultimate goal of the selection process.

3.4.Quality Research selection

In research, quality selection involves a careful assessment of articles to make sure they satisfy specific
requirements and standards. In this instance, a multi-stage approach was used in the quality selection process for
the systematic literature evaluation in order to reduce the initial pool of articles and choose those that follow to
strict methodological standards and closely match the study objectives. A total of 290 articles were found in the
first search across several databases. Of these, 249 unique articles were left for additional screening after 41 cases
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of duplication were found and eliminated. A preliminary assessment was conducted as part of the initial screening
phase to eliminate out articles that didn't fit the criteria. A total of 120 articles were eliminated because they did
not meet the search objectives, and another 50 were excluded because there was not enough information. A series
of quality assessment questions was developed in order to evaluate the quality of the remaining articles. These
queries most likely addressed issues with methodology, research objectives, sample size, contextual relevance,
validity of results, and alignment with research questions. Articles that fell short of the requirements were not
accepted. For example, a study was eliminated if its quality questions yielded fewer than four points.

The quality research questions considered in this analysis are

Who comprises the intended audience for the research?

What was the setting or environment where the research took place?

What specific software products or materials were utilized in the research?

How was the awareness raised or the risks addressed using the research findings?

Has the researcher provided a rationale or explanation for their chosen research design?

290 duplicate
free studies

Removed 41
obtained duplicate articles

using
keywords

249 stadies after 50
title / abs_tract inadequate
screening data

120 non eligihile
articles as search

199 full text
articles

objective not
matched

24 arficles
79 full access eliminated after

articles quality
assessment

55 qualitatively

analysed articles

Figure 1. Screening process of the selected papers

Following the first screening and application of the quality assessment questions, a more thorough and exacting
quality assessment was conducted manually on the remaining articles. This involved carefully examining a
number of factors related to each study, including the robustness of the methodology, the significance of the
context and research aims, the validity of the findings, and the dependability of the data collection. 55 studies
were found to meet the quality requirements for inclusion after 24 additional papers were eliminated based on this
thorough quality assessment. Figure 1 shows the screening process of the research papers
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4. Overview of this research

The RQ1 emphasized the growing significance of cybersecurity education for educators as well as students. The
importance of increasing teachers' proficiency in teaching cybersecurity was underlined. The study investigated
cyberthreats that aim to compromise educational establishments, such as K—12 schools and universities, resulting
in security breaches and monetary damages. It made clear that comprehensive plans were required to lessen these
risks.

In 2023, Childers, G., et al [11] have discussed the value of professional development and cybersecurity education
for K-12 educators. Even though cybersecurity education for students had received a lot of attention, more needed
to be done to help teachers become knowledgeable and use good teaching techniques. The study investigated the
potential benefits of boosting educators' self-esteem on their ability to create and carry out cybersecurity training.
According to Liluashvili, G.B. (2021) [12], there has been an increase in cyberattacks targeting higher education
institutions, with over 1,300 breaches documented in the US between 2005 and 2020. Some 24.5 million records
had been compromised or stolen as a result of these attacks. These hacks may cost anywhere between $140 and
$260 for each stolen record, with total costs potentially reaching the billions of dollars. Finding the weaknesses
that made universities targets for these attacks required researching cyberattacks and putting effective threat
mitigation techniques in place. At a private postsecondary educational institution in South Africa in 2017,
Chandarman, R., and Van Niekerk, B., [13] spoke about the significance of cybersecurity awareness among
students. The importance of cybersecurity in defending people and systems was emphasized as internet-based
attacks increased in frequency. The purpose of the study was to evaluate students' awareness of cybersecurity.
Their perception of their own cybersecurity skills and their level of cybersecurity knowledge were assessed using
a questionnaire. Table 1. reviews the need of Cybersecurity education

Table 1. Cybersecurity education need

Citati | Author/ | Research Focus Count
on Year ry

[11] Childers, | Emphasizing for | USA,
G., et | K-12 teachers the | North
al./2023 | importance of | Georg

professional ia
development and
cybersecurity
education.

[12] Liluashv | Analysis of | USA
ili, cyberattacks
G.B./202 | directed at US
1 higher education

institutions,

recording security
lapses and
compromised/stol

en data between
2005 and 2020.

[13] Chandar | Emphasizing the | South
man, R., | importance of | Africa

and Van | cybersecurity
Niekerk, | awareness among
B./2017 | South African
students attending
a private
postsecondary
institution.
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4.1.Significance of cybersecurity education

The significance of cyber security education in developing nations was examined in 2013 by Kortjan, N. and von
Solms, R., [14] using South Africa as a case study. Security of cyberspace was deemed essential since it was
highlighted that cyberspace was vital to the health of people, businesses, and national economies. In order to
compare South Africa's level of cyber security awareness and education to that of more developed nations, the
article tried to analyze it at the time. Based on effective policies and implementations in other nations, it was
suggested that developing nations should have taken into account a few crucial points in their plans for cyber
security education. Online safety is becoming a bigger concern in South Africa, especially for high school
students, as noted by Kritzinger, E. in 2014 [15]. Students were exposed to possible risks and threats if they did
not protect themselves and their personal information due to the growing availability and accessibility of
information communication technology (ICT) devices. Regarding internet safety, South Africa was lagging
behind other nations. The article offered both short- and long-term solutions to increase South African students'
online safety and integrate online safety into the classroom. S. Parimalam et al. 2020 [16] looked at the benefits
and drawbacks of the systems in place and made suggestions for raising cybersecurity awareness. To gather data
using survey forms, a stratified sampling probability sampling technique was suggested. The findings were
supposed to be utilized in the creation of a self-learning cybersecurity education program for kids and teens,
encouraging Gen Z users to use the internet responsibly. Rahman, N.A.A., et al. 2020 [17] drew attention to the
detrimental effects of internet use, including gambling, pornography, racial abuse, cyberbullying, and online
fraud. It highlighted how internet users' ignorance of security protocols and lack of awareness contributed to the
rise in these risky behaviors. The article aimed to investigate the significance of teaching contemporary students
about the dangers of being active on the internet and to suggest methods for encouraging cybersecurity education
in educational institutions. Using data from nearly 200,000 public tweets from over 15,000 schools, Knott, J., et
al. (2023) [18] investigated the level of cyber security and online safety education in UK schools. By using
methods like topic modeling, sentiment analysis, visualization, and descriptive statistics, the study offered fresh
perspectives on how UK schools were utilizing Twitter to teach students about online safety and cyber security.
Table 2 shows the significance of cybersecurity education.

Table 2. Significance of cybersecurity education

Citati | Author/Ye | Research Countr
on ar Focus y

[14] Kortjan, N. | An analysis of | South
and von | cyber security | Africa
Solms, R. | education in
/2013 developing
countries with

a focus on
South Africa is
presented.

[15] Kritzinger, | Highlight the | South
E./2014 issues raised | Africa

by South
African  high
school

students about
online safety

and the
suggested
immediate and
long-term
fixes.
[16] S. A self-learning | Austral
Parimalam | program is | ia
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et al./2020 | suggested,
along with an
assessment of

current
systems  and
recommendati

ons for raising
cybersecurity
awareness.
[17] Rahman, Examination USA
N.A.A., et | of the harmful
al./2020 consequences
of internet
usage and the
significance of
educating
students about

cybersecurity
in the modern
world.

[18] Knott, J., | Twitter data | UK
etal. /2023 | and analytical
techniques are
being used to
investigate
cyber security
and online
safety
education in
UK schools.

4.2.Cybersecurity Education in Educational institutions

The awareness of school teachers about cybersecurity among their students was investigated by Ahmed, O.S in
2021 [19]. The study was carried out in Ajman, United Arab Emirates, in private schools. A total of 172 teachers
from 29 different schools were included in the survey sample. The findings indicated that while teacher awareness
of student safety and protection had grown in 13 of the areas examined, it had declined in eight of the other areas.
A cyber safety model for Mozambique's primary and secondary schools has been suggested by De Barros et al. in
2018 [20]. It emphasized the significance of teaching kids and teenagers about online risks like identity theft, child
pornography, and cyberbullying. The suggested model sought to close this gap and encourage young people in
Mozambique to adopt a cybersafety mindset. A UK case study on cybersecurity certification and education was
presented by Crick, T., et al in 2019 [21]. The study examined a number of cybersecurity education-related topics,
such as the interaction between software and hardware, the application of theory to practice, and the impact of
politics, policy, and human factors. Wisconsin's growing need for cybersecurity experts and the difficulties the
state was facing in advancing cybersecurity were covered by Wang, J., et al in 2019 [22]. The demand for
cybersecurity professionals still outstripped the supply despite initiatives to promote cybersecurity as a career path
and to foster collaboration between the public and private sectors.

In 2023 Salem, M.A. and Sobaih, A.E.E. [23] created the quadruple "E" approach (QEA), an integrated cyber-
hygiene model. The strategy was divided into four phases: inform, investigate, carry out, and assess. Before and
after the QEA was implemented, the study compared the attitudes and behaviors of students regarding cyber
hygiene. The findings demonstrated that following the adoption of the QEA, students displayed more positive
behavior and attitudes toward online learning. The convergence of Saudi Arabia's Vision 2030 with the growing
reliance on the Internet for education was examined by Mian, T.S., and Alatawi, EMM. in 2023 [24]. The
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researchers looked at the possible threats to cybersecurity and how parental attitudes affect kids' readiness to take
precautions. The data was analyzed using structural equation modeling and a quantitative approach in this study.
To safeguard students from these dangers, Amankwa, E. in 2021 [25] that cybersecurity education is essential. It
was recommended that education be given to youth on how to use cyberspace safely and defend themselves against
fraud. Teachers can use the strategies in the article to encourage cybersecurity education in the classroom.
AlDaajeh, S., et al. in 2022 [26] emphasized the importance of cybersecurity education in bolstering national
security and building a robust cybersecurity ecosystem. To shed light on industry best practices, a sample of
international cybersecurity strategies was examined in this study.

Siyam, N., and Hussain, M., in 2021 [27] examined the cyber-safety policies of twenty private schools in Dubai,
United Arab Emirates, with an emphasis on five primary areas: definitions, preventive measures, incident
reporting and response, linkages to other policies, and reference to extant laws. The analysis showed that although
cybersafety issues were covered by some policies, cyberbullying was the main focus. In 2023, Ondruskova, D.
and Pospisil, R. [28] tested the cyber security knowledge and risk identification of Czech primary school students.
The children were pre-tested, trained, and then tested again to see how well they retained and applied their skills
in the virtual setting. The research highlights the necessity of integrating cyber security education into the whole
educational process and offers suggestions for creating an all-inclusive cyber security curriculum for educational
institutions.

In 2023, Triplett, W.J. [29] concentrated on tactics educational institutions could employ to raise students'
awareness of cybersecurity and inspire them to seek careers in the field. The study recommended that in addition
to expanding students' understanding of cybersecurity, game designers should have produced more difficult games
that evaluated players' cybersecurity prowess and capacity to fend off cyberattacks. Student interest in and
awareness of cybersecurity have been found to rise in response to game-based strategies. Using free educational
resources, Von Solms, R. and Von Solms, S. in 2015 [30] created a curriculum for cyber safety. This curriculum
attempted to provide junior or primary school teachers with the tools they needed to teach their students about
online safety. Primary schools in nations where governments or education departments did not supply such
educational materials were supposed to have access to the curriculum after testing was finished. Walsh, K., et al.
in 2022 [31] evaluated the work being done by the eSafety Commissioner (eSafety) to create Australia's national
framework for online safety education. Researchers, eSafety, experts, and stakeholders collaborated on a two-
stage sequential mixed-methods study that led to this development. In the first stage, a quick analysis of eight
sources of evidence served as the foundation for a multi-component framework that included essential components
and practical suggestions for teaching online safety. In Stage 2, stakeholders from school-sector organizations and
children's advocacy groups participated in focus groups and one-on-one interviews with online safety experts to
test and refine the framework. Table 3 illustrates the review table for cybersecurity education in institutions.

Table 3. Cybersecurity in educational institutions

Citati | Author/Ye | Research
on ar Focus

[19] Ahmed, Investigatin | UAE
O.S. /| g teachers'
2021 awareness

Country

of student
cyber safety
in  private

schools in
Ajman,
UAE.
[20] De Barros | To address | Mozambiq
et al. | the risks | ue, South-
/2018 that young | eastern

people face | Africa
when using
the internet,
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a cyber
safety
model is
being
suggested
for
Mozambiqu
e's primary
and
secondary
schools.

[21]

Crick, T.,
et al.
/2019

Investigatin
g a range of
cybersecurit
y education-
related
topics while
conducting
a case study
in the UK
on
cybersecurit
y
certification
and
education.

[22]

Wang, J.,
et al.
/2019

Discussing
the need for
cybersecurit
y specialists
in
Wisconsin,
the
obstacles to
cybersecurit
y
advanceme
nt, and the
supply and
demand
imbalance
in the
industry.

Wisconsin,
USA

(23]

Salem,
M.A. and
Sobaih,
AEE. /
2023

To help
students
adopt better
attitudes
and
practices
regarding
cyber
hygiene, the

Saudi
Arabia
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quadruple
ngn
approach
(QEA) s
being
introduced.

[24]

Mian,
T.S., and
Alatawi,
EM. /
2023

Examining
the
cybersecurit
y
implication
s of Saudi
Arabia's
Vision 2030
and the
attitudes of
parents and
how they
affect their
children's
preparednes
S.

Saudi
Arabia

[25]

Amankwa
,E. /2021

Stressing
the value of
educating
young
people
about
cybersecurit
y so they
can protect
themselves
from fraud
and use the
internet
safely,
while
offering
advice to
educators.

[26]

AlDaajeh,
S., et al/
2022

Analyzing
global
cybersecurit
y tactics and
highlighting
the role that
cybersecurit
y education
plays in
bolstering
national
security.

Australia
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[27]

Siyam, N.,
and
Hussain,
M. /2021

Examining
the  cyber
safety
policies of
the private
schools in
Dubai,
paying
particular
attention to
definitions,
precautions,
and incident
reporting.

UAE

(28]

Ondrusko
va, D. and
Pospisil,
R. /2023

Assessing
the
awareness
of  cyber
security and
risk
identificatio
n of Czech
primary
school
students and
suggesting
the
inclusion of
cyber
security
education in
the
curriculum.

Czech
Republic

[29]

Triplett,
W.J. /
2023

Emphasizin
g game-
based
tactics and
instructiona
1 techniques
to raise
students'
awareness
of
cybersecurit
y and
encourage
careers in
the field.

[30]

Von

Solms, R.
and Von
Solms, S./

Developing
a
curriculum
on  cyber

African
countries
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2015 safety  for
primary
school
teachers to
instruct
students
about online
safety,
particularly
in areas
with limited
educational
resources.
[31] Walsh, K., | Assessing Australia
et al. /| Australia's
2022 national
framework
for e-safety
education in
cooperation
with
experts,
stakeholder
s, and the
eSafety
Commissio

ner.

The RQ2 encompasses a wide range of studies pertaining to cybersecurity initiatives, programs, and education
within educational systems. The compilation of research highlights how important cybersecurity awareness and
education are in academic settings, especially in K—12 and higher education. The research, which is conducted
across multiple nations and contexts, offers insights into the difficulties, approaches, and assessments associated
with cybersecurity awareness campaigns.

A conceptual framework to improve cybersecurity knowledge in academic institutions was suggested by Khader,
M., et al. in 2021 [32], along with a discussion of the significance of cybersecurity awareness. The discussions
focused on raising user awareness and the difficulties in thwarting cyberattacks. In 2022, Da Veiga, A., et al. [33]
discussed about the difficulties people have in controlling the risks they take online and the initiatives governments
take to increase public awareness of privacy, security, and cyber safety. The discussion focused on how crucial it
is to evaluate current awareness levels in order to make sure that awareness campaigns successfully addressed
knowledge gaps. A cybersafety culture among educators and students was evaluated by Kritzinger, E. in 2020
[34]. The study assessed infrastructure, education, standards and inspection, leadership and policies, and education
as the four main components required to improve cybersafety. Table 4 reviews the importance of cybersecurity
programs.

Table 4. Cybersecurity programs importance

Citatio
n

Author/Yea
r

Research
Focus

Countr
y

[32]

Khader, M.,
etal. /2021

Intellectual
framework
for
enhancing
cybersecurit

USA
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y knowledge
in
educational
settings;
importance
of
cybersecurit
y awareness;
difficulties in
averting
cyberattacks.

[33]

Da Veiga,
A., et al
/2022

Managing
online risks
can be
challenging.
Government
initiatives to
raise public
awareness of
privacy,
security, and
cyber safety
are
underway.
Evaluating
awareness
levels  can
help create
awareness
campaigns
that are
effective.

South
Africa

[34]

Kritzinger,
E. /2020

Assessment
of the culture
surrounding
cybersafety
among
educators
and students;
evaluation of
the
leadership,
policies,
infrastructur
e, education,
standards,
and
inspection
aspects  of
enhancing
cybersafety.

South
Africa
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4.3.Cybersecurity Education programs for children

Javidi, G., and Sheybani, E. in 2018 [35] focused on K—12 education in an effort to alleviate the scarcity of
cybersecurity expertise. The STEM community thought that the main reason for this shortage was students'
disinterest in STEM subjects. The study evaluated a number of delivery strategies, timing, format, pacing, and
outcomes alignment factors in order to establish a baseline for further investigation and integration with current
cybersecurity programs. The difficulties Ecuador's higher education system faced in creating cybersecurity
education were covered by Catota, F.E., et al. in 2019 [36]. Lack of structural capabilities, social integration,
financial resources, and governance ability were among these difficulties. A national cybersecurity education
strategy involving cooperation between the public, private, and academic sectors was recommended by the article.
A survey of 318 preservice teachers was carried out in 2011 by Pusey, P., and Sadera, W.A. [37] to determine
their confidence, knowledge, and comprehension of specific subjects. The bulk of preservice teachers were not
sufficiently prepared, according to the findings, to instruct or serve as role models in these areas. In 2021, Ali, A.
and Umar, Z.,[38] concentrated mainly on social media and the internet, but a thorough knowledge of how
cybercrime specifically affected young people was lacking. The purpose of the study was to close this knowledge
gap and offer insights into how young people view and interact with cybercrime.

In 2015, Kritzinger, E. [39] discussed about how important it is to teach schoolchildren in developing nations how
to use information and communication technology (ICT) devices safely and appropriately. To teach kids about
cyber safety in South Africa, the article suggested creating cyber safety games that could be translated into various
languages and given to schools for free. Al-Janabi, S., and Al-Shourbaji, I. in 2016 [40] discussed about a study
done in the Middle East to examine how knowledgeable academic staff, researchers, undergraduate students, and
workers in educational institutions are about information security. The purpose of the study was to ascertain the
participants' understanding of information security, the risks involved, and the effect on institutions. The growing
frequency of cyberattacks and a shortage of cybersecurity professionals prompted Chen, W, et al. in 2021 [41] to
examine the significance of cybersecurity education at the K—12 level. The article tackled the difficulties in
cybersecurity education and offered recommendations for instructional strategies, curriculum development, and
learning assessment. A list of well-liked educational resources in five categories career information, curriculum,
competitions, cyber-camps, and labs and gaming is presented by Bowen, D., et al. in 2022 [42] when they address
the significance of cybersecurity education at the K—12 level. Links, supported K—12 levels, price details, and
topics covered are all included in the list of resources. For teachers and students interested in K—12 cybersecurity
education, this is a useful place to start, even though it is not an exhaustive list.

Zhang-Kennedy, L., et al. in 2017 [43] addressed about the creation and assessment of Cyberheroes, an interactive
e-book meant to teach kids about internet privacy. To determine whether the ebook was beneficial in improving
kids' understanding and behavior around online privacy, they carried out a user study with 22 kids and their
parents. In 2022, Wiechetek, L. and Medrek, M.,[44] set out to investigate whether Generation Z members
believed everything about cybersecurity concerns and whether they had a rudimentary understanding of threats
and safety-improving techniques. The study examined how business students responded to a cyber incident and
whether or not they were willing to learn more about and become more proficient with cyberspace. For the United
States to remain competitive in the digital economy, Ivy, J., et al. 2019 [45] discussed about how cybersecurity
and computer education need to be increased. In order to learn more about teachers' comprehension, application,
and knowledge of cyber principles in the classroom, the authors carried out a study.

Corradini, I. and Nardelli, E. in 2020 [46] surveyed more than 2,000 teachers in Italy. Teachers understood the
value of educating students about the risks associated with digital technologies, including cyberbullying,
protecting personal information, and determining the veracity of news on social media, according to the survey
results. Furthermore, the outcomes emphasized the educators' stated requirement for targeted instruction in digital
literacy and assistance with their teaching endeavors in this field. Swain, N. in 2014 [47] emphasized the
increasing dependence of people on information networks and services in their daily lives and the need for people
to be aware of the dangers and vulnerabilities associated with cybersecurity breaches. The need for cybersecurity
experts is growing faster than the talent pool, which emphasizes how important it is for universities to graduate
students who understand cybersecurity principles and technologies. Cybersecurity education programs is
reviewed in Table 5.

Table S. Cybersecurity education programs for children
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Citatio
n

Author/Yea
r

Research
Focus

Country

[35]

Javidi, G.,
and
Sheybani,
E./2018

Techniques
for teaching
cybersecuri
ty in grades
K-12 that
address
student
disinterest
in STEM,
delivery
methods,
and
outcomes
alignment.

United
States

[36]

Catota,
FE., et
al./2019

Issues with
cybersecuri
ty education
that
Ecuador's
higher
education
system is
facing and
suggestions
for a
national
education
plan.

Ecuador

[37]

Pusey, P.,
and Sadera,
W.A./2011

Survey on
the
assurance,
expertise,
and
readiness of
preservice
teachers in
particular
areas linked
to cyber
safety.

United
States

[38]

Ali, A. and
Umar,
7./2021

Investigatin
g the effects
of
cybercrime
on the
online and
social
interactions
of youth.

Peshawa
T,
Pakistan
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[39] Kritzinger, | ICT safety | South
E./2015 education is | Africa
crucial for
students in
developing
countries,
and games
about cyber
safety
should be
developed.
[40] Al-Janabi, Assessment | Middle
S., and Al- | of Middle | East
Shourbaji, Eastern countries
1./2016 academic
staff  and
students'
knowledge
of
information

security.
[41] Chen, W., | Significanc
etal/2021 | e of
cybersecuri
ty education
for grades
K-12,
including
challenges,
teaching
methods,
and

curriculum
creation.
[42] Bowen, D., | Collection
etal./2022 | of learning
materials

covering a
range of
topics  for
K-12
cybersecuri
ty
education.
[43] Zhang- An
Kennedy, interactive
L., et | e-book
al./2017 called
Cyberheroe
s was
created and
evaluated to
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teach
children
about
internet
privacy.

[44]

Wiechetek,
L. and
Medrek,
M./2022

Analysis of
Generation
Z's
perceptions
of
cybersecuri
ty  issues
and  how
they react to
incidents.

Polish

[45]

Ivy, J., et al
/2019

The need to
improve
computer
education
and
cybersecuri
ty in the US
is
discussed.

[46]

Corradini,

L. and
Nardelli,
E./2020

An
investigatio
n into the
necessity of
teaching
students
about
digital risks
and the
requirement
s for
teaching
was
conducted
among
Italian
teachers.

Italy

[47]

Swain, N
/2014

The need of
cybersecuri
ty education
in
universities
and our
growing
reliance on
information
networks
are

United
States
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emphasized

4.4.Game based cybersecurity awareness

Gamification, especially in its early phases, has the power to significantly alter people's behavior and enhance
cybersecurity abilities. In 2015, Giannakas, F., et al. [48] explained about developing the smartphone app Cyber-
Aware with the goal of raising awareness and educating users about cybersecurity. Specifically created with
elementary school students in mind, the app can be used for both formal and informal learning. It was flexible
enough to be used in both indoor and outdoor environments. To address human error in cybersecurity, Qusa, H.,
and Tarazi, J., in 2021 [49] presented the "Cyber-Hero" framework. Students were involved in a serious game
designed by the framework that taught them how to create strong passwords. Targeting the common cybersecurity
vulnerability of human error, the Cyber-Hero framework offered a positive implementation of gamification to
improve high school students' knowledge and training in information security. Jin, G., et al. in 2018 [50] explored
about the GenCyber program, which aims to attract K—12 students' interest in cybersecurity. Four GenCyber
summer camps were successfully launched by Purdue University Northwest, which teaches cybersecurity
principles through game-based learning and interactive labs. The Cyber Defense Tower Game was one example
of an instructive exercise where students had to defend servers against cyberattacks. Jin, G., et al. in 2018 [51]
developed a game-based learning strategy for cybersecurity education in high schools. GenCyber high school
summer camps were started by Purdue University Northwest for about 200 students in the Chicago metropolitan
area. According to a post-camp survey, the game-based learning strategy for cybersecurity education was very
successful in increasing participants' awareness of cybersecurity. Table 6 shows the review for cybersecurity
game-based awareness programs

Table 6. Game based cybersecurity awareness

Citatio | Author/Yea | Research Countr
n r Focus y
[48] Giannakas, | The creation
F, et | of the Cyber-
al./2015 Aware
smartphone
app,  which

offers flexible
learning in a

variety of
settings and
raises
awareness of
cybersecurity
issues for
elementary
school
students.

[49] Qusa, H., | A serious | UAE
and Tarazi, | game aimed at
J. /2021 addressing
human error
in
cybersecurity
and teaching
students how
to create
strong
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passwords is
used to
introduce the
"Cyber-Hero"
framework.
[50] Jin, G., et | Examining usS
al./2018 the GenCyber
initiative,
which  uses
the Cyber
Defense

Tower Game
as an example
of game-
based
learning  to
introduce K-
12 students to
cybersecurity.
[51] Jin, G., et | Creation and | US
al./2018 effective
implementati
on of a game-
based
learning
approach for
high  school
cybersecurity
education

through
GenCyber
high  school
summer

camps.

4.5.Cybersecurity Awareness Program

In 2019, Al Shamsi, A.A. [52] investigated the efficacy of a cybersecurity awareness program for children in the
United Arab Emirates, aged 8 to 10. The Ministry of Education offered this program with the goal of educating
people about internet safety precautions and best practices. The study made use of qualitative techniques, such as
student and program trainer interviews. Children are exposed to a variety of online risks, according to the findings,
which also show that the program's topics effectively addressed these risks. Three steps make up the integrated
cybersecurity and cyberawareness strategy that Antunes, M., et al. presented in 2021 [53]: self-diagnosis,
teaching/learning activities, and attitude and behavior assessment. A self-diagnosis tool to assess students'
cybersecurity proficiency, questionnaires to assess risky attitudes and behaviors, and a lesson plan integrating
cybersecurity awareness into ICT and citizenship education were all part of the strategy. The study found that,
when compared to sixth-grade students, ninth-grade students generally exhibited lower levels of cybersecurity
attitudes and behaviors. This emphasized the need for specialized interventions at different learning levels. A
framework consisting of four stages was suggested by Al-Tajer, M. and Ikuesan, R.A in 2022 [54]. The phases
are: Identification of Threats and Attacks, Existing Awareness Discovery, Creating Awareness Approach, and
Examination of Awareness Approach. The framework was designed to provide K—12 students with efficient
methods for cybersecurity education in Qatar. In order to engage and educate teenagers about cyber threats, the
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study's output was a cybersecurity awareness approach that makes use of cybersecurity emojis. The awareness of
cybersecurity among parents, teachers, and secondary school students in Malaysia was examined by Zulkifli, Z.,
et al in 2020 [55]. Data from respondents in the Klang Valley region were gathered for the study using both offline
and online surveys. The findings showed that while most respondents were aware of the dangers and hazards
present in cyberspace, very few actually took precautions to stay safe when using the internet.

In 2023, Eltahir, M.E. and Ahmed, O.S. [56] discussed the undergraduate students in Sudan's higher education
institutions exhibited a generally low level of cybersecurity awareness. This highlights the necessity for improved
education and training in this area. Most of the 1,200 undergraduate students from six public universities in Sudan
who participated in the survey had low awareness of cybersecurity. In addition, compared to female students,
male students showed somewhat higher levels of cybersecurity awareness. Most participants indicated that they
would like to learn more about cybersecurity and that they thought it should be covered in school curricula. A
framework for cybersecurity awareness and education in South Africa was presented by Kortjan, N. and Von
Solms, R. in 2014 [57]. This framework was developed by analyzing similar programs that have been put into
place in other nations. The lack of state-sponsored and directed cybersecurity awareness and education programs
in South Africa highlighted the need for a thorough framework in this area. Table 7 illustrates the cybersecurity
awareness program.

Table 7. Cybersecurity awareness program

Citati | Author/Ye | Research Focus | Countr

on ar y
[52] Al Examining the | UAE
Shamsi, effectiveness of
AA. a youth
/2019 cybersecurity

awareness
program in
UAE.
[53] Antunes, Introducing an | Portug
M., et al. / | integrated al
2021 approach to
cybersecurity
that  includes
attitude/behavi

our assessment.
[54] Al-Tajer, Offering a step- | Qatar
M. and | by-step
Ikuesan, framework for
R.A./2022 | cybersecurity
education  in
Qatar.

[55] Zulkifli, Analyzing the | Malays
Z., et al. / | knowledge of | ia
2020 cybersecurity

among
Malaysian
parents,
educators, and
secondary
school pupils
[56] Eltahir, Addressing the | Sudan
M.E. and | lack of
Ahmed, knowledge
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0.S./2023 | about
cybersecurity
among
undergraduate
students from
Sudan
[57] Kortjan, Introducing a | South
N. and | curriculum for | Africa
Von cybersecurity
Solms, R. | education and
/2014 awareness  in
South Africa,

4.6.Initiatives and Evaluation of Cybersecurity awareness

The Four Learning Evaluation Model by Kirkpatrick served as the conceptual framework for the methodical
assessment in Malaysia conducted by Rahim, N.H.A., et al in 2019 [58]. Phase 1 is reaction, Phase 2 is learning,
Phase 3 is behaviour, and Phase 4 is result are the four sequential assessment phases covered by the model. For
the purpose of assessment, the study used a mixed-method research methodology. Phases 1 through 4 employed
the following instruments: a survey, web recording observation, focus group interviews, pre- and post-test surveys.
Garba, A.A., et al. in 2020 [59] carried out a study with the goal of determining how much students knew about
fundamental cybersecurity concepts. The study used a quantitative methodology, collecting data with the use of
specially created questionnaires. This approach was selected in order to evaluate the students' understanding of
cybersecurity and monitor their online activities. The survey for the study was completed by 201 computer science
students from Yobe State University in Nigeria's Department of Computer Science. The study on cybersecurity
awareness programs for students in South Africa and the UK was presented by Kritzinger, E., et al. in 2017 [60].
In order to create successful cybersecurity awareness programs, the article emphasized the value of cooperation
between governmental bodies, academic institutions, and business stakeholders. In 2022, Torres, M., et al. [61]
addressed about how the frequency of cyberattacks targeting schools is increasing the need for cybersecurity
measures in the K—12 education sector. A new self-assessment tool designed specifically for Australian K—12
schools was introduced in the article. The National Institute of Standards and Technology's (NIST CSF)
cybersecurity framework compliance was assessed using this tool. Alharbi, T., and Tassaddiq, A. in 2021 [62]
emphasized the importance of cybersecurity awareness among Majmaah University students. This study focused
on the importance of user education, training, and awareness by quantitatively evaluating students' knowledge of
cybercrime and countermeasures. To assess and examine their hypotheses, they used a quantitative research
approach and a variety of statistical tests, such as ANOVA, Kaiser—Meyer—Olkin (KMO), and Bartlett's tests.
According to an extended knowledge-attitude-behavior (KAB) model put forth by Hong, W.C.H., et al. in 2023
[63], the relationship between knowledge and attitude is moderated by societal education levels. Using the Human
Aspects of Information Security Questionnaire (HAIS-Q), they carried out a comprehensive survey to test these
hypotheses. Three different participant groups from China participated in the survey. Kaur, M., and Saini, M. in
2023 [64] discussed about the initiatives that the Indian government has taken to address the problem of
cyberbullying in higher education. Cyberbullying has grown to be a serious issue, particularly for young people,
as aresult of increased internet use. Helplines, complaint boxes, and cyber cells are just a few of the measures the
government has put in place to support victims of cyberbullying. Martin, F., et al. in 2023 [65] investigated the
application of cybersecurity techniques and technologies in K—12 school districts. The study looked at the security
technologies used in these situations, as well as good practices, problems, issues, and the goals of technology
leaders. District websites and interviews with tech executives provided the data. The use of platforms like Clever
or Class Link, cloud-based technologies, segregated networks, two-factor authentication, and access restrictions
were among the best security practices found. Table 8 reviews the initiatives and evaluation of cybersecurity
awareness.

Table 8. Initiatives and Evaluation of cybersecurity awareness

| Citatio | Author/Yea | Research | Country |
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T

Focus

(58]

Rahim,
N.HA., et
al. /2019

Assessed
cybersecurit
y education
in Malaysia
using
Kirkpatrick's
Four
Learning
Evaluation
Model

Malaysi
a

[59]

Garba,
A.A. etal./
2020

Utilized
quantitative
approaches
and specially
designed
questionnair
es to
evaluate the
foundational
cybersecurit
y knowledge
of Yobe
State
University,
Nigerian
students.

Nigeria,
Africa

[60]

Kritzinger,
E., et al/
2017

Investigated
student
cybersecurit
y awareness
initiatives
with a focus
on
governmenta
1 bodies
working
together

South
Africa
and UK

[61]

Torres, M.,
etal. /2022

Tackled the
growing
number  of
cyberattacks
targeting K—
12
educational
institutions,

Australi
a

[62]

Alharbi, T.,
and
Tassaddiq,
A./2021

Centered on
raising
students'
knowledge
of
cybersecurit

Saudi
Arabia
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y at
Majmaah

University
[63] Hong, Established a | China
W.C.H., et | broader

al. /2023 version  of
the KAB
model and

used surveys
to examine
the
relationship
between
knowledge
and attitude
[64] Kaur, M., | Initiatives India
and Saini, | from the
M. /2023 Indian
government
to  combat

cyberbullyin
g in higher
education
were
discussed.
[65] Martin, F., | Examined uUsS
etal /2023 | security
technologies
and the use
of
cybersecurit
y techniques
in K-12
school

districts.

5. Results and Analysis

In this section the analysis for the year wise published articles from 2011 to 2023 have been collected and
compared. Analysing the publication trends during this period of time probably offers important insights into the
growing focus on children's cybersecurity education. It's critical to recognize the significance of this upward trend,
as it highlights the increasing realization of how critical it is to equip younger generations with the skills, they
need to safely navigate the digital world. A more thorough comprehension of the preferred research methodologies
in the field can also be obtained by comparing different study types, such as case studies, mapping studies, and
conference papers. Furthermore, different regions have contributed to cybersecurity education to differing
degrees, according to an analysis of the countries involved.
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5.1.Publication trend

Figure 2 illustrates the year-wise distribution of published articles from 2011 to 2023, expressed as a percentage.
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Figure 2. Year wise distribution of articles from 2011 to 2023 in percentage

From the figure 2 it is depicted that the articles published from 2011 to 2023 is increasing every year in percentage.
The data shows a steady increase in the number of articles published annually, suggesting that cybersecurity
education specifically designed for children is becoming increasingly important. This pattern coincides with an
increasing number of reports of cybercrimes affecting children in school environments, which highlights the need
to strengthen their online safety. The steady increase in articles from 2011 through 2023 underscores the
heightened scholarly interest in comprehending and mitigating the risks posed by cyber threats to children. With
the digital revolution influencing various facets of society, educational institutions have become prime targets for
cybercriminals, necessitating a more focused approach to cybersecurity education for the younger demographic.
Future research should aim to close the knowledge gap between theory and practice by providing useful advice
and solutions to lessen the risks children face when using online resources.

Study type distribution

Figure 3 depicts the study types distribution of selected articles from the year 2011 to 2023.
A comparison of study types is shown in Figure 3, where case studies predominate over mapping studies, case

studies, and conference papers in the field of cybersecurity education.

I Vapping studies
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Figure 3. Distribution of study types for the taken articles
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Compared to mapping studies and conference papers, case studies have a significantly higher publication
percentage, according to the data. The prevalence of case studies indicates a general tendency among researchers
to focus on particular cases and practical implementations of cybersecurity education. These studies most likely
provide in-depth analyses, real-world examples, and workable solutions relevant to the difficulties encountered in
teaching people about cybersecurity risks and recommended practices.

Conversely, the number of mapping studies seems to be relatively low, suggesting that less research has been
done to systematically collect and synthesize the body of knowledge already known in the field of cybersecurity
education. Conferring to case studies, conference papers make up a smaller portion of the total, suggesting that,
in the context of cybersecurity education, conference settings are not as important for sharing research results and
insights.

5.3.Geographical analysis for selected SLR

Figure 4 illustrates the country wise published articles involved in cybersecurity education from the year 2011 to
2023 in percentage.

From the figure 4, it is observed that the countries involved in cybersecurity education for children are compared
and expressed in percentage.
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Figure 4. Country wise distribution of articles for cybersecurity education

percentage. According to the analysis, the United States is the leading country that contributes to research and
initiatives related to children's cybersecurity education. This nation has demonstrated a strong commitment to
researching and creating educational initiatives targeted at addressing student cyberthreats. Furthermore,
developing nations, particularly African countries, have also recognized the significance of cybersecurity
education in schools. Despite lower percentages compared to the United States, countries in Africa have shown
notable efforts in initiating awareness campaigns and educational programs to tackle cybercrimes, acknowledging
the need to educate their populace, which is often less informed about cyber threats. The UAE, India, Australia,
China, Malaysia, European countries, and Pakistan are among the other participating nations that demonstrate a
moderate level of involvement in children's cybersecurity education initiatives. Even though their contributions
may not be as large as those of the US, they have shown a growing understanding of the value of cybersecurity
education and have taken a few initiatives to address this issue.

6. Conclusion

The increasing cybersecurity threats that educational institutions, especially schools, are facing are thoroughly
examined in this review, which also highlights the critical role that cybersecurity awareness programs play in
reducing hazards. It offers feasible recommendations to improve cybersecurity education in educational settings
by critically analysing current programs and envisioning future trends. In response to Research Questions 1 and
2, it examines international obstacles to promoting cyber safety and resilience, paying particular attention to the
educational system. This systematic literature review, which makes use of the PRISMA guidelines and the
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Kitchenham and Charters framework, carefully assesses an increasing number of yearly publications, highlighting
the increasing significance of specialized cybersecurity education for children. As the digital revolution affects
educational institutions, there is an increasing trend of cybercrimes affecting school-age children, which highlights
the need to strengthen their online safety. The analysis is important for its comprehensive methodology, which
carefully examines current problems, evaluates current initiatives, and offers progressive suggestions, providing
a comprehensive view of cybersecurity education in schools. It provides a comprehensive analysis of the various
study types, differentiating it from mapping studies and conference papers by emphasizing the prevalence of case
studies and their usefulness in educating people about cybersecurity risks. Analysing countries separately shows
that the United States has made a significant contribution to research on cybersecurity education for children.
African nations have also made notable efforts, and other countries have contributed moderately. The review
process is made more credible and reliable by utilizing well-established methodologies, such as the Kitchenham
and Charters framework and PRISMA guidelines, to ensure robustness in data analysis and review procedures.
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