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ABSTRACT

There are still alarming gaps among organisations and individuals regarding’ cyber-attacks in cyber space and
measures to create awareness about cyber insurance. In the realm of cyber space, cyber-attacks can occur,
impacting both individuals and businesses. For individuals, this often involves crimes such as identity theft and
personal data breaches. For businesses, cyber-attacks can include the theft of intellectual property and other
sensitive information. The threat posed by cyber-attacks has grown considerably in recent years. Globally, the
survey revealed diverse reasons for not obtaining cyber insurance. It was found that people lacked a clear
understanding of cyber insurance products or perceived it as too expensive.
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INTRODUCTION

Over the past few decades, cyberspace has significantly enhanced social connectivity and productivity, greatly
improving information sharing and communication between individuals and communities. cyber technologies
have also led to greater personal digital dependency on digital systems, creating ways for adverse events such as
data breaches and cyberattacks. These technologies also bring an insidious threat of constant cyber risk,
introducing danger into everyday digital activities and undermining user confidence and productivity.

There has been a significant increase in the number, scale, sophistication, and effectiveness of malicious cyber
incidents in recent years, particularly since the advent of the pandemic and the widespread adoption of “work-
from-home” practices. The extent of privacy breaches, the proliferation of cybercriminal activity, and the
severity of financial consequences have been punishing. Cyber incidents are persistent and costly cause of
business interruption. Furthermore, as entire industries undergo digital transformation, vulnerabilities localized
within online connection points multiply due to escalating interdependencies. Individuals and businesses alike
are adversely impacted by cyber incidents, prompting efforts to investigate strategies and tactics to mitigate
cyber risk, including cyber insurance. However, cyber insurers face substantial challenges. The lack of historical
cyber threat data makes it difficult for insurers to accurately predict future customer cyber risk. Absolutely, the
dynamic and interconnected nature of cyberspace significantly increases the risk and potential impact of
cascading loss events. These interconnected systems can amplify the effects of cyber incidents, leading to
widespread disruptions and substantial losses. Mitigating such risks requires comprehensive strategies,
including robust cybersecurity measures, continuous monitoring, and rapid response protocols to address and
contain threats quickly.

The intrinsic nature of cyberspace presents unique challenges to cyber insurers, which are often inconsistent
with the risk attributes commonly associated with traditional personal line insurance products. These challenges
include, among others, a lack of historical claim/loss data for underwriting and pricing, the interdependencies of
cyber architecture increasing cyber risk, difficulties in assessing cyber risk, the intangibility of risk assets (such
as data and reputation), a lack of industry standardization, high and indeterminate tail risks, and moral hazards.
While these challenges are present in both commercial and personal cyber insurance (PCI) domains, each
market segment has its own unique characteristics.

Objectives:
1. To study about the concept of cyber insurance, cyber threat, cyber-attacks & cyber space.

2. To study about current cyber security attacks & trends.
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Significance of the research: This research will benefit researchers, students, and policyholders (of cyber
insurance). This research article will serve as a valuable guide for future academic studies on cyber insurance.

Limitation: Due to paucity of time and resources, this article is only based on secondary data.
LITERATURE REVIEW

Praditya et al., (2024) highlighted in the era of globalization and digitalization, cyber-attacks and digital
disruption pose serious threats to information security. This qualitative research analyses various cyber-attack
types (including malware, phishing, and DDoS) and their impact. The study focuses on the pivotal role of
Human Intelligence (HUMINT) in addressing these threats. HUMINT involves understanding attacker
motivations through social and psychological analysis, digital foot printing, and detailed information
development.

Jain, S., & Sinha, S. (2024) The authors emphasize the importance of robust cybersecurity measures, including
encryption, multi-factor authentication, and regular software updates, to safeguard sensitive customer data. They
also stress the need for customer education on cybersecurity and the implementation of RBI’s guidelines for
cyber fraud.

Tsohou, A., Diamantopoulou, V., Gritzalis, S., & Lambrinoudakis, C. (2023) examined the current
landscape and trends in cyber insurance, highlighting the importance of cyber insurance as a complement to
organizational safeguards. They discuss the drivers, obstacles, practices, and processes involved in the cyber
insurance domain, emphasizing the need for harmonization in language and underwriting processes to facilitate
market growth and policy comparison.

Juaningsih, I. N., & Hidayat, R. N. (2022) discusses the issue of regulatory obesity in Indonesia’s cyberspace
laws, highlighting the existence of 30 regulations at the statutory level that are general in nature and not well-
integrated. This lack of integration leads to legal uncertainty and loopholes that can be exploited for
cybercrimes. The authors propose an omnibus method to draft comprehensive laws that effectively integrate
legal norms to protect the community in cyberspace. They emphasize the need for reform in the realm of law to
address the rise of cybercrimes, which threaten public security and state resilience.

Li, Y., & Liu, Q. (2021) examined the advancements in the field of cyber security. The authors discuss the
challenges, weaknesses, and strengths of various methods proposed to prevent or mitigate cyber-attacks. They
delve into different types of new descendant attacks, standard security frameworks, history, sources and early-
generation cyber-security methods. Additionally, the paper highlights emerging trends and recent developments
in cyber security, as well as security threats and challenges.

Ratna, R. (2020) discussed the concept, benefits, various service providers, cost of cyber insurance. The article
is written using secondary sources of data. Cyber-crimes can have disastrous effects on the companies especially
financial institutions, hospitals, social media company, defence sector companies because they have huge
volume of personal data. Data security is one of the primary responsibilities of companies as they have access to
their customer’s/user’s private and confidential information. Having cyber insurance in India is must for such
companies.

Johnson JA (2019) mentioned malicious individuals continuously seek ways to exploit computers for nefarious
purposes. The process of procuring cyber insurance policies mirrors that of obtaining any other type of
insurance. Choosing between companies involves understanding the differences in coverage, limits, deductibles,
exclusions, and the specific terms and conditions of each policy. Attorneys should possess a basic understanding
of cyber risks to effectively advise clients on protecting their businesses. Working with insurance professionals
can significantly enhance this understanding and streamline the process.

Gajapathy, V., & Patil, R. M. (2018) analysed the market for cyber insurance in India and the awareness of it
among the digital marketers. It also studies the current policies available and its adequacy to the current market
situation and its scope. It has been evident that, India has a huge market for Cyber Insurance and it will have a
huge growth in days to come. Author concluded that Cyber Insurance has a major role to protect the interest of
the companies and individuals. 85% of the respondents who have encountered cyber-crime have felt the need for
Cyber Insurance.

Raghavan, R. (2018) examined  whether the risk of cyber-crime can be managed reasonably, with the
insurance as an effective Risk Transfer Medium, inter alia, with various Public-Private Partnership measures to
combat the threat. Author suggests that the economic losses from cyber-attack events have the potential to be as
large as those caused by furious hurricanes. Insurers could benefit from considering the cover for cyber-attacks
in these terms and make explicit allowance for aggregating cyber-related catastrophes.
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INTERRELATEDNESS OF CYBER SPACE, CYBER ATTACKS & CYBER INSURANCE

Cyber Space: is generally considered to include all networks that connect IT systems. This encompasses
network environments such as LAN and WAN, where information is stored and communication takes place. It
is a global domain within the information environment, comprising interconnected networks of information
technology infrastructures and resident data. This includes the internet, telecommunications networks, computer
systems, embedded processors, and controllers. While cyberspace is commonly viewed primarily as a
technological domain in current literature, its definition and significance have expanded across various
disciplines in recent years. These include fields such as information and national security, international law and
cybercrime, social and political domains, Internet governance, and even cyber-geography, among others.

Cyber Attacks: A cyber-attack is an intentional unauthorized action by an individual or group in cyberspace
aimed at compromising the integrity, confidentiality, or availability of information, data, or information
processing systems. Typical cyber-attacks include the deployment of computer viruses, worms, or ransomware.
Ransomware, specifically, is malicious software used to block access to data or entire computer systems, often
by encrypting data. Attackers typically demand a ransom payment in cryptocurrency for decryption. Other
forms of cyber-attacks include phishing (attempts to obtain passwords or personal information), CEO fraud
(fake urgent payment requests purportedly from the CEO), and data theft.

The financial impact of such attacks are substantial. Costs may include losses for crisis management, expenses
for notifying affected parties of data privacy breaches, fines for breaching data privacy regulations, losses from
business interruptions, fees for IT service providers, and payments for extortion demands. Liability risks may
also arise, such as third-party claims for damages resulting from data theft or breaches of data protection laws.

Types of Cyber Attacks:

e Phishing: One of the most common cybercrimes is phishing, where hackers send targets emails that appear
to be from a trusted source or well-known individual. These emails often contain attachments designed to
deceive the recipient into clicking on them.

®  Malware: Malicious software, or malware, is used to damage computer systems. Types of malwares include
ransomware, viruses, worms, and spyware. When you open an attachment or click a suspicious link, the
malware is downloaded and installed on your computer, causing significant disruption.

e Denial-of-Service (DoS): A DoS attack overwhelms a website or application with artificial traffic,
exceeding its capacity. Once the attack is underway, legitimate users are unable to access the site or
application. Such attacks may be motivated by a desire to extort payment from the victims.

e SQL Injection Attack: This type of attack is particularly harmful to businesses. Cybercriminals use SQL
injection to target databases, leading to data deletion, corruption, modification, theft, and authentication
bypassing, among other crimes.

o Drive-by Attack: In this attack, hackers embed malicious code in the PHP or HTTP code of a website or web
application page. When someone visits the infected page, the virus is automatically downloaded and
installed on their computer. Insecure websites or applications are the primary targets of drive-by attacks.

e  Password Attack: This is a common method for gaining unauthorized access to systems on a network.
Hackers may sniff the connection between a system and a network or steal passwords from a person's desk.
They also use brute force techniques to guess passwords randomly, often leveraging personal information
such as the target's name, occupation, or job title.
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Man-in-the-Middle (MITM) Attack: In this type of attack, the hacker positions themselves between the user
and the application. The goal is to steal information such as login credentials, credit card details, and account
information from users of financial apps, websites, and eCommerce portals.

Eavesdropping Attack: This attack involves intercepting information being transmitted over a network or to
any connected device. It is particularly challenging to detect because the network appears to function
normally. Hackers install a sniffer on a server or system, which intercepts the data being transferred.

Cross-Site Scripting (XSS) Attack: In an XSS attack, attackers embed malicious resources into targeted
applications or websites, corrupting the database with harmful JavaScript. When users visit the compromised
site, the malicious JavaScript is sent to their browser as part of the HTML body and gets executed. This
allows the attacker to steal cookies, session tokens, and other sensitive information.

Causes of Cyber Attacks

The increase in online transactions and digital data means that product launch outcomes, client and
transaction figures, and other market information are readily accessible.

People are using their mobile devices to access business networks for daily tasks. While smarter technology
products enhance connectivity, they can also introduce new security threats. Hackers may exploit these
vulnerabilities, gaining instant access to networks.

Professional hacking groups and organizations are advancing technologically. Modern malware is
challenging to detect and is designed to steal data for financial gain. Some individuals believe that hacking
offers a more lucrative career path than working in cybersecurity.

Practices for Prevention of Cyber Attacks to be followed by Individuals

Never share or send your personal data, such as bank account numbers, passwords, or ATM PINs, over an
unencrypted network, including unencrypted email.

Never sign up for any social networking platform or website unless it is legitimate and authentic. Always
refresh and update your operating system regularly.

Install and frequently update security software such as firewalls, anti-virus, and anti-spyware programs on
your computer. Avoid visiting, following, or responding to spam and untrusted websites or links.

Never click on pop-ups that offer site surveys or studies on eCommerce websites or any other site, as they
may contain malicious software. When you interact with these pop-ups, a background download may occur,
and the file can contain malware and malicious code. This is known as a drive-by download.

Avoid visiting, following, or responding to spam and untrusted websites or links.

Cyber Insurance: encompasses agreements aimed at mitigating liabilities, property losses, and theft resulting
from data breaches. These policies also provide coverage for financial losses due to data damage, income loss
from network security failures, cyber extortion, cyber terrorism, post-incident public relations expenses, and
reimbursements for criminal reward funds. Cyber insurance products offer various types of coverage like: (a)
coverage for losses and liabilities resulting from data theft, (b) coverage for costs associated with forensic
identification and remediation to respond to breaches, and (c) coverage for legal and regulatory fines and
penalties and (d) Privacy issues.
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Major challenges of cyber insurance market:
e Less awareness about cyber insurance amongst buyers.
e Enterprises finding purchasing and claim processes of cyber insurance to be wearisome.

e Damages due to cyber extortion, reputational loss, and rapidly evolving data and privacy policies makes it
hard to quantify breadth and adequacy of cyber insurance cover.

e Cut throat competition on premium amounts by insurance companies

CONCLUSION

Technological shifts have greatly improved our daily lives and led to incredible discoveries, but they have also
opened a new set of risks and challenges for consumers and businesses. The internet, once a destination we
"visited" (Internet parlours/ cyber cafes) has now become an omnipresent reality in which we "live." Algorithms
are embedded in every aspect of our life be it our homes, cars, and the ways we shop, and interact with others.
This trend has been further accelerated by the pandemic, creating a dual-screen existence where part of our lives
occurs in the physical world and the other in the virtual realm. While this technological advancement has
brought many improvements to our daily lives and led to incredible discoveries, it has also exposed us to a new
set of risks, challenges and threats. Considering that cybersecurity is still in its early stages, we anticipate that
insurance will play a pivotal role in shaping a new cyber culture. This will not only enhance our resilience
against cybercrime and threats but also strengthen the cyber space.

The cyber insurance market is emerging and expanding as cyberattacks increase in frequency and severity,
prompting individuals and institutions to seek protection against these risks. However, the industry confronts
substantial challenges. These include a scarcity of historical data for accurate risk assessment, difficulties in
forecasting future cyber risks, the potential for major cascading loss events, uncertainties among market
participants regarding policy coverage details, and ongoing legal disputes over core issues. The future growth of
the market hinges on successfully addressing these challenges.
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