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ABSTRACT

The fog computing provides a platform for various time critical real-time applications. It reduces the
communication latency by placing computational resources to near to [oT devices. The anomaly detection in fog
computing is very essential aspect to improve the quality of service. An anomaly is a value, a status of resources
or outcome that deviates from expected or normal values which affects the Quality of services. Anomaly detection
is an important data analysis task which is useful for identifying various issues in fog computing environment.
This paper presents detailed study of anomaly detection key factors, general architecture and anomaly detection
techniques. It describes the state of the art anomaly detection techniques with comparative analysis. Finally,
various applications and challenges/issues with future directions are discussed. This paper helps researchers,
engineers and scientists to know the state-of-the-art works for anomaly detection techniques in fog computing
environment.

Keywords: Fog computing, Anomaly detection, Key factors, Applications and Challenges
I. Introduction

The new developing technology called Internet of Things (IoT) links many mechanical devices, digital machines,
electrical and electronics and other kinds of computing equipment’s [1]. Every one of these devices has various
kinds of sensors that sense the data and distribute it over the cloud /fog infrastructure for processing free from
human-to--computer contact. Originally presented for industry and business use, IoT today finds workplaces,
residences, and hospitals. This shift results mostly from the use of smart gadgets in daily life. These smart devices
may operate in any environment, are less expensive, simple to use, and have low maintenance expenses. Shorter
reaction times and mobility support—such as smart cities and hospitals—allow time-sensitive loT applications to
exist. To fix the bandwidth and latency problem, Cisco has developed the fog computing whereby computational
resources are transported to the network edge.

Mostly of the data processing and calculations in the distributed computing system known as fog computing are
carried out in the virtualized and non-virtualized edge devices [2]. It is also connected with the cloud to handle
heavy-weight processing and save big amounts of data. Modern paradigm known as fog computing stretches the
traditional cloud computing architecture toward the edge of the network. While other applications are handled at
cloud servers, fog nodes handles time-sensitive and crucial applications. minimal latency, geographically scattered
applications, and minimal network bandwidth usage make fog computing well fit for IoT applications. Monitoring
has become more important in enhancing the Quality of Service (QoS) [3] of the fog computing environment
given the exponential expansion of the Internet of Things.

Various kinds of anomaly appear at several stages of fog computing architecture. Figure 1 presents the architecture
of fog computing with various flaws. Three levels comprise it: terminal, fog, and cloud layers. Different sensors
and actuators found in the terminal layer sense the surroundings and forward the data to the fog layer. Comprising
little processing capability, the fog layer is an intermediary layer. The layer of fog analyzes data processing needs.
Should a fog layer fail to process, it moves to the layer of clouds. Workload contentions, CPU hog, and memory
leak plague the infrastructure supporting cloud and fog computing [10]. The CPU hog is the process wherein the
CPU runs all of its cycles via endless loops or infections. Memory leaks suffer from memory exhausts by
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introducing anomalies to utilize all memory capacity; workload congestion results in saturation in resource
components by imitating user demands.

Most fog-based applications make use of IoT devices or sensors highly dependent on the precise operation, which
is somewhat challenging to ensure. Cheap and prone to failure or inaccuracy are these sensors.

Furthermore, sensors are placed in possibly hostile environments, so their damage is significantly more likely.
The abnormalities in the sensor have Spike, Drift, Noise and constant as their causes. The noise is a rise in the
change of a series of consecutive data samples; the sensor is recorded as a constant value in a given situation; the
drift is deviated in the computation of the sensor values. The Spike is a brief duration in the sensed values that
differs from other observations. Data corruption or false readings most likely results from data transfer between
sensors and fog nodes. A sensor anomaly is the great differences in sensed values and read data in fog nodes. The
irregularities in fog computing lower performance, availability and dependability, increase shutdown time,
maintenance cost, energy consumption, computational overhead, and change behavior. Thus, it is vital to find the
abnormalities in order to raise the fog computing services' performance. Collecting different data and analyzing
it to get the state of computing resources depends critically on a monitoring system [4].

: CPU Hog
e Memory Leak
work Contention

Chemdd

CPU Hog
Memaory Leak
‘Work Contention

sensor anomalies

Terminal

Fig 1 : Fog Computing Architecture with possible anomalies

Fig 2 simple example of anomalies. N1 and N1 are the normal regions where certain data belongs to these regions.
The same data point that is far away from these regions are 01,02, and O3 are anomalies

Fig 2: Simple example of anomalies

There are various reasons for anomalies in fog-enabled cloud computing environments [6]. The significant
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reasons for anomalies are sensor malfunction, resource competition, resource bottleneck, misconfiguration,
software defects, hardware failures, and external attacks in fog computing infrastructure. The Sensors are
integrated with inexpensive hardware with limited Computational, communicational storage. They are located in
harsh environments, so defective sensors may generate anomalous data on a continuous. Further, improper
planning resource management may lead to deadlocks, resource bottleneck, or resource competition and generates
anomalous data. The anomaly detection model should have the following characteristics to improve the
performance of the machine

1. Online Predictions: The anomaly detection algorithm must identify normal or abnormal state before
receiving the subsequent data. The online anomaly detection works in two stages i) Prediction and ii)
Detection. The algorithm predict next n timesteps values and check for the difference between actual
and predicted data. If the difference is more than it is considered as anomaly. These two action must
perform parallely.

2. Live detection: The algorithm must learn continuously without the need to store the entire stream.
Detection of live anomaly in a complex environment can boost unregulated breakdowns. The input data
for anomaly detection model continuously and model detect the anomaly if there is certain difference
between actual and predicted data.

3. Unsupervised algorithm: The training and testing model for anomaly detection algorithm should not
contain label on input data. The unsupervised algorithms are more efficient compared to supervised
algorithms but these are more complex and consume more time.

4. Dynamic: The model must be adapted to complex and dynamic conditions, so that data streaming and
analytics produce proper results.

5. Robust: The model should detect anomalies within short period of time and minimize false positives and
false negatives.

The rest of the paper is organized as follows: Basics of anomaly detection is introduced in section 2. In Section 3,
the state-of-the-art of anomaly detection approaches are discussed. Section 4 presents the various application of
anomaly detection algorithms. Section 5 discusses challenges in anomaly detection approaches and its future
research directions. The Section 6 concludes.

I1. Factors of the anomaly detection problem

This section discusses the various aspects that are related to anomaly detection problems. The various factors are
required to consider in designing the solutions to the anomaly detection problems.

Affects of Anomalies

The anomalies deviate the normal operation of the system. It creates many problems in operation and maintenance.
The various problem arises due to anomalies are as follows

1. Anomalous nodes in fog computing would cause abnormal latencies, data loss, and task failure etc on
transmission paths. It leads to additional retries, and retransmissions of data can be taken, resulting in
increased energy consumption and traffic in the communication link

2. It disrupts the regular operation of the cloud, increases resource computation cost and memory
consumption. The anomalous value confuses the system operation and take into a different direction. For
example an anomalous value: CPU utilization value 10% even actual value is 90%. So more resources
are allocated when the system is overload state. After resource allocation, CPU could not handle all the
request. At this time Performance is degraded.
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Fig 3 : Different aspects of Anomaly detection classifications
Causes of anomalies

a. Data from different classes: An item could belong to several kinds of class based on data
from several backgrounds. Good instances of anomalies happening and found using class
labels include cases like credit card fraud, Intrusion detection, outcome of sickness, erroneous
test result.

b. Natural Variation: A Gaussian distribution rapidly lowers the probability of a data object.
These are regarded as abnormalities. Others refer to these as outliers as well. Outliers and the
center of the distribution have a distance far larger than that of any other data object. Every
other item is close to the average object, or central of distribution.

a. Data Measurement and Collection Errors: These sorts of errors happen if we gather false data
or if data measurement deviates from the norm. Eliminating such mistakes would be the ultimate
aim as they compromise the quality of the data. The issue now is, how can one lower such
mistakes? One can do this by means of data pre-processing or data cleaning.

Types of Anomalies

The anomalies are classified into three types [5]. These are point anomaly, collective anomaly and contextual
anomaly. Figure 2 shows the classification of anomalies. These anomalies are defined as follows:

1. Point anomalies: If a certain time-step value deviates considerably from the other data, it is considered a point
anomaly. For example, the normal CPU utilization rate is in between 30 to 80, if CPU utilization rate for certain
time-step 99 is considered as point anomaly

2. Collective anomalies: a sequence of points are deviates from normal values are considered as collective
anomaly. For example: the more number of timesteps values of CPU utilization rate deviates largely from other
values are considered collective anomalies.

3. Contextual anomalies: The certain variation in timesteps values are considered as anomaly in some application
but not in other application. These types of variation are called contextual anomalies. Having a daily humidity
in summer in one country is normal, while the same humidity in winter is observed as an anomaly.

Library Progress International | Vol.44 No.3 | Jul-Dec 2024 13970



Girish Walil, Dr. Chetan Bulla

Type of Anomaly
Point Anomaly Contextual Collective
Anomalv Anomaly

Fig 2: Types of anomalies

Nature of Input Data

The nature of input data is a significant factor in designed the anomaly detection models [5]. The input data is
categorized into temporal and spatial data. The spatial data can be medical images, protein sequences, DNA
structures etc. and the temporal data can be time-series data, like resource utilization, energy consumption, and
sensors values at the particular timestamp. The data may be either equal or unequal interval with timestamps.

1. Data instances: a data instance can be described using a set of attributes or feature. The data instance can
spatial, temporal or graph data.

2. The nature of attributes can identify the applicability of anomaly detection techniques. The attributes are
categorized binary, categorical or continuous. Each data instance consist of either single attribute or
multiple attributes. The single attributed value is called univariate and multiple attributed value is called
multivariate data. The multivariate data either mixtures of different types of data or similar type of data.
The data is also categorized based on its application like Evolving (Dynamic) data, streaming data,
continuous data, Correlated data, contaminated data, and Big Data.

Data Labels

The labels associated with the data instance show whether that instance is normal or anomaly. It should be noticed
that collecting labelled data that is reliable and representative of all forms of activity is always prohibitively costly
[5]. Labeling is often performed manually by a human specialist and therefore takes significant work to produce
a branded training data set. Usually, having a branded set of anomaly data instances to include all potential
anomaly behavior is more difficult than getting labels for regular behavior. Moreover, anomaly behavior is also
complex in nature, e.g. new forms of anomalies may occur, for which there are no labelled training data. In certain
situations, such as air defense, anomalies would result in tragic accidents which would thus be extremely rare.

Output of anomaly detection techniques
The anomaly detection model either produce the percentage of anomaly or type of anomaly.

e Score: Anomaly score defines the level of outliers for each data point. The data instances may be ranked
according to the anomalous score. Threshold based anomaly detection needs to be adopted and the
threshold value is selected by subject matter expert to identify the anomalies.

e Label/Binary: The output of anomaly detection model is in terms of true or false / anomalous or normal
data.

e Type of anomaly: The algorithm must classify and display its type; point anomaly or collective and
There are three types of anomalies that discussed in previous topic.

Dataset used for anomaly detection models

When dealing with real-time anomaly detection problem, it is essential to validate the performance of proposed
techniques. As anomalies occur unpredictably at any moment, it is a challenging task to generate them manually.
To make avail the dataset, some academia and industry research domains capture anomalies on the field. In this
section, the popular dataset that includes real-time and artificial data are discussed.

1. The Numenta Anomaly Benchmark (NAB) [56] provides time-series datasets for real-time anomaly
detection in streaming AWS data produced by sensor systems. It includes different data such as system
temperature, CPU usage, memory utilization, etc. It consists of over 50 real-time and artificial temporal
data files and a novel scoring system optimized for real-time applications. NAB is a modular, open source
programming archive. Numenta will work to create a group around NAB to incorporate data files and
validate additional algorithms.
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2. The Bot-IoT dataset: The BoT-IoT dataset [57] was created by modelling a real network system in the
Cyber Range Lab of the UNSW Canberra Cyber Center. It contains a mixture of regular and botnet
traffic. Dataset source files are supported in a variety of formats, including original pcap files, created
argus files, and csv files. It is used specifically to verify an anomaly detection strategy aimed at separating
normal from irregular flows within the network of sensors.

3. Outlier Detection Datasets (ODDS) It provides freely have access to a wide array of outlier exploration
datasets of ground reality [58]. The main objective is to include datasets from various domains and to
present them to the scientific community under a single umbrella. These dataset arranged based on their

type.

4. Yahoo Webscope: The Yahoo Webscope Program [59] is a reference collection of fascinating and
technically important datasets for non-commercial use by researchers and other scientists. It contains a
labelled anomaly detection dataset consisting of temporal data and pair of timestamp and values. All
databases have been checked to comply with Yahoo's data security requirements, including stringent
privacy controls.

5. UCI Machine Learning Repository [60] The UCI Machine Learning Repository is a set of libraries,
domain concepts, and data creators used by the machine learning applications for the evaluation of
machine learning based anomaly detection algorithms. The collection was created by David Aha and
fellow graduate students at UC Irvine as an ftp archive in 1987. Since then, teachers, educators and
scholars around the world have been widely used as the main source of machine learning data sets. The
47 UCI data sets are available to publicly available to evaluate anomaly detection methods.

6. Unsupervised Anomaly Detection Benchmark (UADB) [61]: These datasets may be used to benchmark
unsupervised anomaly detection algorithms. Datasets have been collected from various sources and are
largely based on datasets primarily used for supervised machine learning. Through publishing these
updates, a comparison of various algorithms is now feasible for unsupervised anomaly detection.

7. UCSD anomaly detection dataset [62]: The UCSD Anomaly Detection Dataset is collected of images
captured with a stationary camera mounted on the top of traffic signals, overlooking the pedestrian
walkways. The density of the crowd in the walkways was complex, varying from minimal to very pack.
In standard situations, only pedestrians are included in the film. Abnormal incidents are triggered by
either: Circulation by non-travelers in walkways or Anomaly in pedestrian orientation trends.

8. IEEE Dataset: It offers a sustainable framework for all data owners to support science and the broader
goal of IEEE Advancing Technology for Humanity [51]. It provides various dataset for all the science
and technology domains. The two datasets are presently available for use: Motion-Print Control Task
Movements and Laser Heat Treatment Thermal Videos.

Performance evaluation Parameters

To evaluate the proposed anomaly detection model various performance parameters [63] used these are precision,
recall, F1-score, accuracy and error rate etc. These parameters are defined in following sections:
(1) Precision, P, which is the ratio of true positives to the sum of true positives and false positives,
True Positive

Precesion = — — @)
True Positive+Fa Positive

(ii) Recall, R, which is the ratio of true positives to the sum of true positives and false negatives,
True Positive

Recall = 2)

True Positive+Fals Negative

iii) R-precision [49]: It is the ratio of correctly predicted positive anomalies found within the first n possible
anomalies, where n is the amount of true anomalies. As the number of true anomalies is very small due to the
size of the dataset, the R-precision value would be very small.

iv) Average precision (AP) [50]: mean of precision scores in the ranks of all anomaly items. It mainly used to
understand performance of anomaly detection models:
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AP = =yl p¢ ©))

lal

v) AUC [4]: The Receiver Operating Characteristic (ROC) curve is a graphical representation of the true positive
rate and the false positive rate, where the true (false) positive rate indicates the percentage of anomalies rated
between the highest possible anomalies.

(vi) Fl-score, F1, it represents the accuracy of the model, which is calculated by taking mean of Precision and
Recall. The F1-Score is defined as:

2x(Precisionx* Recall)

F1 Score = 4)

Precision Recall

The Fl-score recapitulates both Precision and Recall, the highest F1 detection rule as the highest anomaly
detection technique, true positives apply to the correctly predicted anomalies. False positives are the non-
anomalies that wrongly classify as anomalies. False negatives refer to anomalies wrongly reported as non-
anomalies.

The accuracy is another important key performance parameters to evaluate performance of the anomaly detection
model. The accuracy is defined as follows

.. TP+TN
Vll) Accuracy = m (5)
+FP

viii) Error Rate = ————— (6)
TP+FP+TN+FN

In the optimization process, the error for the present state of the model must be continuously determined. This
process involves the selection of the correct error function, commonly referred to as the loss function that can be
used to calculate the loss of the model. Further, these weights can be changed in order to reduce the loss and
increase output in the next evaluation.

ix) The RMSE is the right choice of time series prediction model, and it is defined as

Root Mean Squared Error = \/%Z?Zl(yi - ¥))? @)

The mean squared error is measured as the average squared difference between the expected and the actual values.

The ideal value of RMSE is 0.0 which represents no errors in the prediction or highest accuracy. The result is
always positive, regardless of the mark of the prediction. Squaring means that larger errors result in more error
than smaller ones, which means that the model is punished for making larger mistakes.

x) Correlation coefficient: The similarity of rank of Spearman and the Pearson correlation, are also used as
evaluation measurements. It puts more prominence on the possible anomalies ranked at the top by adding weights.
It is very helpful to understand the relations between two objects.

xi) Rank power (RP): An anomaly ranking algorithm would be more effective if it places true anomalies in the
top and usual findings in the bottom of the list of anomaly candidates. Ranking power is such a parameter and
measures the overall ranking of true anomalies. The formal definition is as follows

n(n+1)

Rank Power = -
23 Ri

®)

Where n is the number of anomalies in the highest possible objects, and Ri is the rank of the i" true anomaly. For
a fixed value of't, a higher value means better results. When the anomaly candidates are real exceptions, the power
of rank is equal to one. Other output metrics are CPU usage, memory consumption, bandwidth consumption,
detection time, etc.

III. General Architecture of Anomaly Detection
In this section, the general architecture and requirements of the anomaly detection model is discussed. Fig 3 shows
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the architecture of anomaly detection models. Monitoring system plays a vital role in detecting anomalies in
distributed computing. Various Roles of Monitoring in anomaly detection are Data Collection, System
Observability, Profiling vs. Tracing, and Influence of sampling interval. The monitoring system collects the
historical data and preprocesses it to improve the readability of data. Monitoring system collects the data by
employing efficient data collection techniques. Then it preprocesses the data by adding missing values and
removing unwanted data.

M.L/D.L
Monitoring System Model
Alert
ProE:;;in EL: il bk :
. C_> Display «1»  Prediction
Data
Collection Test Data Aq%n;:ly

. .= Live Data

Historical
Data

Fig 3: Anomaly detection general architecture

To improve the accuracy of anomaly detection techniques machine learning or deep learning algorithms are used.
The statistical methods perform better but fail to provide accurate results. Machine learning algorithm trained by
existing data that contains nominal and anomalous data. Training these data, anomaly detection model is
developed. Once a model is developed, it is tested with test data to check the performance of developed model. If
the performance is not up to the mark, then tune the model for better performance. Once the complete and accurate
model is developed, real-time data is fed to identify anomalous data in real time data. Anomaly detection model
will provide the results in terms of alert, prediction or information about type of alert. It alert user through
monitoring system where it intimates user and service provider regarding anomalies in the system. To work
towards proactive monitoring model, the fog computing predicts the future status certain resource health like CPU,
memory, energy and bandwidth consumption in virtual machine. Further, the status or health of [oT devices needs
to monitor to identify anomalies like temperature of the machine and its resources etc. So the predicting future
system status and identifying anomalies in future system status improves the overall performance of system and
avoid unconditional breakdowns. Figure 4 shows the overall steps in anomaly detection model.

Requirement of Anomaly detection model

1. Minimize false positives: A false positive is an error in the binary classification where the anomaly
detection algorithm wrongly identify as anomaly. So it is essential to minimize these kind of error. The
anomaly detection algorithm must identify anomalies accurately.

2. Alert within minutes: Once the anomalies are detection, it must notify or alert the users in the environment
to avoid further consequences in short period of time. The anomaly detection algorithm should not take
more time to alert.

3. Scale to millions of time series: The anomaly detection models should handle large amount of data. The
IoT devices generates high volume of data so it is essential to handle these data effectively without
comprising the performance.

4. Be robust to missing data: Metrics may have missed data points at times. The most popular decomposition
implementation (R's STL) does not support missing values, so we need to take care to allow these kinds of
gaps in our decomposition process.

5. Take actionability into account: Many anomalies are far more significant and actionable than others. It is
essential to frame rules to differentiate these anomalies and take actions or alerts based on application
requirement.
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Fig 4: Flow of anomaly detection model

Anomaly Detection Approaches

The anomaly detection methods are classified into three categories based its revolution. Initially statistical
methods are used to detect the anomalies. When machine learning and deep learning proved for highest accuracy
in all the fields then machine learning and deep learning models are used. These three categories are Statistical
approaches, ii) Machine Learning Approaches and iii) Deep learning approaches. Figure 5 shows the types of
anomaly detection approaches. The statistical approaches used Regression based and distance based models. The
machine approached uses cluster based models, density based models, distance based model and tree based model.
Similarly, deep learning model used neural network based models. In this section, we discuss recent approaches
for detecting anomalies.
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Fig 6: comparison parameters for anomaly detection algorithm

In this section, the various anomaly detection approaches are discusses with various parameters. Figure 6 shows
the comparison parameters of various start-of-the-art anomaly detection algorithm. Any anomaly detection model
have different working principle with various types of data depending on application and its requirement. The
following section discusses three anomaly detection approaches.

1.

Statistical approaches: The core theory of any statistical anomaly detection technique is: "An anomaly is
an observation which is suspected of being partially or wholly irrelevant because it is not generate by the
stochastic model assumed" Statistical anomaly detection strategies are based on the following fundamental
assumption: Standard data instances locate a stochastic model with a high probability field, while anomalies
have a low probability. There are two types of statistical approaches these are parametric and non-parametric
approaches. Parametric and non-parametric approaches have been used to build predictive anomaly detection
models. Parametric methods presume understanding of the underlying distribution and approximate the
parameters from the given data while not parametric. The parametric models further categorized as Gaussian
model based and regression model based. In the Gaussian based model, parameters are distributed using
Gaussian distribution and estimated through Maximum likelihood estimated (MLE). The regression model
based anomaly detection technique includes two steps. The first step is training the model to learn using the
train data. In the second step is to evaluate learned model during training phase using test data to determine
the anomaly Score. With confidence, the residual value can be used as an anomaly score for the test results.

A combination of the graph spectral features and the restricted Vector Autoregressive (rVAR) anomaly
detection model is presented [ 11]. The proposed model uses the non-randomness metric time series simulation
approach derived from the spectral features of the graph to capture the irregular behaviours and experiences
of individuals. The proposed model uses the non-randomness time series modelling method derived from the
spectral data of the graph to identify the irregular behaviors and individual interaction. The Vector
Autoregressive model used to evaluate multivariate results. It records the changes and interference of several
variables over time, where each variable is described by the lagged values of itself and other variables. A
time series sensor data monitor and anomaly detection in the thermal power plant is proposed [12]. The
proposed model uses Regularized Vector Auto Regression, which is used to capture linear interdependencies
between multiple time series. The benefit is that the RVAR model does not require too much previous
knowledge of the forces that affect the component. The only prior information required is a list of variables
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that can be expected to influence each other.

An automatic anomaly detection system [13] is given for high-frequency water quality data from in-situ
sensors. Once user criteria have been established and abnormalities described, a suitable anomaly detection
approach is chosen based on import rank. High priority deviations were eventually overcome by regression-
based approaches such as self-regressive integrated moving average models. Incorporation of several water-
quality variables as covariates decreased efficiency due to dynamic interactions between variables. Feature-
based approaches also performed well on high-priority anomalies and were equally less proficient in
identifying lower-priority anomalies, resulting in high false negative rates. Vector Autoregressive Model-
Based Anomaly Detection scheme is proposed for Aviation Systems [14]. The proposed model is used for
detecting anomalies over multivariate data using Vector autoregressive model. The autoregressive model
calculate a distance matrix among the objects based on their respective vector autoregressive exogenous
models. Next the dissimilarities are identified by distance matrix and consider these are anomalies. The author
claim that proposed model is scalable and work well for online anomaly detection schemes.

An anomaly detection model for heterogeneous, multivariate, variable-length time series [15] is proposed.
The proposed model is used for the aviation safety domain, where data objects are flights and temporal sensor
readings, and pilot switches. The main objective of proposed model is to detect anomalous flight segments,
due to various factors like mechanical, environmental, or human in order to identifying operationally
significant events and highlight potential safety risks. The proposed framework uses a semi-Markov
switching vector autoregressive (SMS-VAR) model [16] to detect anomalies based on dissimilarities in
temporal values. TO find dissimilarities the proposed model predict multistep ahead and checks with actual
values. The difference between these crosses the threshold then it is identified as similar values. The
framework is scalable, due to the inherent parallel nature of most computations, and can be used to perform
online anomaly detection. Online anomaly detection model is proposed for VMware based cloud data centers.
The proposed model employed a Chi-square based statistical anomaly detection technique in Spark for online
streaming data. VMware' performance data such as CPU and Memory is fit into variable length windows to
perform Chi-squared based comparison for anomaly detection. The algorithm works well for univariate and
homogeneous data.
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Ref. Noj Model Univariate/ | Online domain |Temporal Dataset accuracy Parametric
Multivariate | /Offline /Spatial
data
11 | Autoregressive univariate | Offline Network | Temporal NA 80% - Parametric
ARIMA
89% -
HWDS
12 | Regularized  Vector  Auto univariate | online thermal | Temporal thermal 70 Parametric
Regression plant power
13 | Autoregressive univariate | offline situ Temporal Water 92.4 Parametric
sensors Quality
14 | Vector Autoregressive Model Multivariate | Online IoT Temporal FOQA 91.6 Nonparametric
15 | Semi-Markov Switching | Multivariate offline Aviation | Spatial FOQA 923 Non parametric
Vector Autoregressive sensor
16 | Chi-square Test univariate online VMware | Temporal | Real-time 90 parametric
Data Data
17 | Hyper ellipsoidal Clustering univariate Offline | Fog Nodes| Temporal ISSNIP 92 Nonparametric
18 | Incremental Clustering univariate | online Network | Temporal Real-time 95 nonparametric
Data
19 | Hidden Markov Models Univariate Online Cloud Temporal | Real-time 73.6 Nonparametric
Edge Data
20 | Feature Clustering Univariate Offline Cyber | Temporal KDD 99.6 parametric
system
21 | Contextual anomaly detection univariate | offline IoT Temporal HVAC, 90 parametric
framework temperature
and traffic
22 | Wavelet transformation Univariate offline WSN Temporal NA 81 Non-parametric
23 | Spectral anomaly detection Univariate Offline WSNN | Temporal NA 90 Non-parametric
24 | Linear Transformations Multivariate | Offline MSN Spatial Industrial 90 parametric
Dataset

Table 1: Anomaly detection scheme using statistical methods

A novel anomaly detection Fog-Empowered anomaly detection using an efficient hyper ellipsoidal clustering
algorithm [17]. The end nodes stream the data to fog layers and anomaly detection process is carried out in
fog layer and cloud layer. Initially fog node collect the sensor data and built clusters at sensor level and find
sensor anomalies by calculating anomaly scores. All the data coming from sensors merged together to build
fog level clusters and perform anomaly detection by calculating anomaly score. All the data aggregated and
send the cloud for further process. The proposed work compared with existing centralized and distributed
anomaly detection model and shows improvement in accuracy. An incremental clustering approach is
proposed to classify anomalous and normal data based on log lines [18]. The proposed model incorporates a
semi-supervised concept for incremental log data clustering that provides the basis for a new on-line anomaly
detection approach based on log data streams. The anomaly detection scheme works in two phases, during
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training phase cluster map is prepared which represents the normal behaviors of system. In the detection
phase, each line is compared with cluster map lines and identify as anomaly if there is lot of deviation from
new line and map lines. The proposed model is offline anomaly detection and not works on temporal data.

An anomaly detection and prediction algorithm is proposed based on a statistic model called the Hidden
Markov model [19]. The suggested model refers to the aspect of mapping measurements of the underlying
infrastructure issues. The model forecasts runtime data and tests for anomaly by contrasting real and expected
data. During training phase historical execution data is collected to study resource consumption and asses
overall performance. Once training data is collected, HMM built the container that are installed at fog nodes.
Based on resource utilization measurement, HMM built normal behavioral containers and check new data to
calculate the differences. if the difference is more than specified threshold then those data are considered as
anomaly. It also senses variations in reaction time depending on their usage of resources.

An anomaly detection based on Feature extraction [20] using Evolutionary feature clustering by adopting
fuzzy logic method. The proposed system addresses dimensionality reduction to improve scalability and
availability. The main objective is to transform the initial connection representation so that its equivalent
representation has reduced noise affect and achieves better classification or detection rates. For Experiment
evaluation KDD dataset is used and proved highest accuracy compared to Cluster Center and Nearest
Neighbors (CANN). The fuzzy membership function is used for better classification and detection rates.A
contextual framework for the identification of anomalies for large sensor data is proposed [21]. The paradigm
consists of two stages. The first stage is content detection where it is used to identify anomalies in real world
applications. Second, context detection is used to replant the outcome of the content detector, to classify as
content and contextually anomalous. The context detector uses the profile model, which are groups of similar
data points created by a multivariate clustering algorithm.

An anomaly detection scheme for multi-sensor multivariate time series model is introduced [22]. The model
applies multivariate orthogonal space transformations to enhance performance. The monitoring system is
used to collect the data in time. Device Identification Step functions as a fusion operation by looking for
associations and dependencies between sensor channels to measure the status of system variables. Three
different techniques have been proposed. Firstly, Non-linear Finite Impulse Response Models (NFIR), Non-
linear Output Error models (NOE), Non-linear Box-Jenkins models (NBJ). The use of multivariate
orthogonal space transformations makes it possible to generate more compact and precise models due to an
integrated dimensional (noise) reduction step. Fault detection is based on the discovery of gradual deviations
(untypical occurrences) in the residual temporal signal. A graph-driven filter based on a novel spectral
anomaly detection system is proposed [23]. The unsupervised anomaly detection paradigm is designed for
the network of wireless sensors. Further, the sensor measurements are displayed as signals on the line. Graphs
are chosen in the proposed method to derive valuable proximity information for the measured data. The
related graph-based filters are then used to map graph signals to regular and anomaly subspaces, and the
resulting projections are used to detect data anomalies. The benefit of the proposed d anomaly detection
scheme over the traditional spectral method, main component analysis (PCA), is that the integration of
structural information established a priori in addition to data provides localized transformations leading to
efficient distributed anomaly detection.

2. Machine learning approaches: The machine learning algorithm are more popular due to its accuracy and
atomicity. These algorithm are used in most of applications. Currently most of Artificial Intelligence application
adopted the machine learning algorithm. It works on three components: 1) Task, 2) Experience and 3)
Performance. The main objective of machine learning algorithm to enhance the performance using its expense.
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Figure 7: Machine learning algorithm for anomaly detection model

The industrial internet of things (IIoT), contains hundreds of hardware equipment’s, instruments, Micro
controllers and sensors. The anomaly detection model is proposed to identify sensor anomalies in IIoT [25].
Initially, to handle large amount of sensors data, data compression is adopted. Based on the different industrial
process requirements, different threshold values are set to identify anomalies. The k-means clustering algorithm
is used to analysis anomalous data values and the test values far the train values are considered as anomalous data
points. The data compression and decompression consume more computational power. An anomaly detection
model proposed for Internet of Things [27] using machine learning approach. Two robust machine learning
algorithms Inverse weight clustering and C4.5 decision tree algorithm. IWC is extended version of k-means
algorithm that is used to cluster the related data into group based on similarity measure. The decision tree
algorithm is used classify the data by building the decision tree. The accuracy of anomaly detection model is 97%.
The model evaluation done only temperature and humidity dataset. . The fog network model contain IoT devices
in larger scale and delay is important aspect. To improve the availability, unsupervised machine learning based
anomaly detection model is proposed [26]. The proposed work integrate the k-means and Principle component
analysis to detection anomaly in shorter time. The proposed procedure and machine learning implementation not
only encourages the collection of fog nodes, but also gives a new example of anomaly detection using fog nodes.

The IWC consume more computational resources like CPU and memory to execute the code repeatedly. A Real-
time Anomaly Detection System (RADS) [29] is developed for Cloud data centers using one class classification
algorithm. A window-based time series analysis to unknown behavior of attacks problem in cloud. The RADS
can detect different types of virtual machine anomalies and crypto mining attacks [S5]. The proposed model gains
90-95% accuracy with 0-3% false negative rates. The experiment evaluation consider a few VM only. The
combination of linear regression and random for eash machine learning algorithm used to built anomaly detection
model for multi cloud environment [30]. The popular open source data sets are used to evaluate the proposed
model. The linear regression is used for time series prediction and Random forest is used categorization and
anomaly detection. The experiment results shows that 93.6% for categorization and 99% anomaly detection
accuracy. Scalping is more important and severe as increasing use of Internet and e-commerce. A new integrated
method called SADM (Scalping Anomaly Detection Method) [31] to identify the special anomalies, and scalping.
The model collect mobile traffic data from ISPs (Internet Service Providers) to process the NFP data (Network
Fingerprint data), which records detailed event logs on mobile Internet. Then It extract features and select the
important and powerful features. The propsed model uses Robust PCA model to construct powerful and robust
feature set. The clustering method k-mean is used to find anomalies. 94.7 accuracy is recorded in experiment
evaluation.

An unsupervised anomaly detection algorithm is proposed in [32], which combines Sub-Space Clustering (SSC)
and One Class Support Vector Machine (OCSVM). The Subspace clustering is an improved version of classical
clustering algorithm used to find clusters in dataset and one class SVM is used find the anomalies without any
prior knowledges based on difference between cluster values and actual values. To evaluate the proposed model,
a standard anomaly detection data called NSL-KDD dataset is used. the accuracy is 95% to 99% is recorded in
experiment evaluation. The Fused-Al interpretabLe an anomaly detection system presented in [33] that combine
knowledge-driven techniques and data-driven techniques. The data driven apply internal processing based on the
raw input data and knowledge driven used to find the cause of problems/faults/anomalies. Machine Semantic
information is built into a machine learning methodology to improve expressivity. At the same time, feedback on
the defects and irregularities that have arisen is given as input to improve adaptiveness using semantic rule mining
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methods. This current approach is tested on the basis of a statistical maintenance scenario for trains. it has been
proved that proposed approach reduce downtime and gives further insight into typical problems. The various
machine learning algorithm are used to predict and find the anomalies in the Internet of Things applications
[34].These machine learning algorithm are Decision Tree (DT), Artificial Neural Network (ANN), Logistic
Regression (LR), Support Vector Machine (SVM), and Random Forest (RF). Various performance metrics
accuracy, precision, recall and F1 Score are evaluated. The highest accuracy is recorded is 99.4 for ANN, DT and
RF algorithms.

The combined approach of Self-Organizing Maps and Particle Swarm optimization algorithm is used to design
and developed anomaly detection model [35]. The self-organized maps are most common unsupervised neural
network approach used to cluster the data. The Particle swarm algorithm is used for optimization and improve the
accuracy. It also handles non-linear problem smoothly to get higher accuracy. The proposed model used for crisis
management like forest fires and their detection. The forest fires dataset is used to evaluate the proposed model
and recorded 83.2% accuracy. A new improved anomaly detection model is design using probabilistic neural
network (PSO-PNN)[28] for the detection and recognition anomaly detection. The proposed model works in two
stages. First in the recognition process, the cloud user behavior is converted to understandable format. In the
second stage, Multi-layer neural network is used to classify and identify anomalies. The particle swarm
optimization is used to improve the accuracy of the model by tuning hyperparameters. The UNSW-NB15 dataset
is used for evaluating anomaly detection model. The results shows that highest accuracy 98% is achieved. To
improve the scalability and accuracy of anomaly detection model, K-means and XGBoost system is used in
modelling anomaly detection scheme. K-means algorithm is used to classification and clustering the data based
on their distances. XGBoost uses these classification details to produce a interpretable rules. These rules are the
basis for generalizing its implementation over a large range of unseen occurrences in a distributed computing
system. The
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Ref. No Model Univariate/ Online domain (Temporal | Dataset [accuracy Remarks
Multivariate | /Offline /Spatial
data
25 | K-means Clustering Multivariate | Offline IIoT Temporal | RealTime 70% | Compression consume
more computation
power
26 | K-mean and PCA Multivariate | Offine Cloud Temporal NA 84% Real-time dataset is
&Spatial used
27 | IWC and K-means Univariate | Offline IoT Temporal | Intel IoT 97% IWC consume more
CPU and Memory
28 | PNN and PSO Multivariate | Offline Cloud Temporal | UNSW- 98% Require more
NB15 computation resources
29 | One class classification Univariate | Offline Cloud Temporal Cloud 93%  |Smaller number of VM
are considered
30 | Linear regression & | Univariate Offline Cloud [ Temporal | Cloud 93.6% | More computational
Random Forest resource required
31 | K-mean and PCA Univariate Online Network | Spatial NFP 94.7% Few parameters are
Local Outlier Factor considered
32 | Sub-Space Clustering | Multivariate Offline General | Temporal [NSL-KDD 95%- More computational
&One Class Support 99% resource required
Vector Machine.
33 | Al Fusion Multivariate | offline Train Spatial Train 95.4% Less scalable
34 | ANN, DT and RF Multivariate | Offline General | Temporal | DS20S 99.4% Five ML algorithm
were tested
35 | SOM and PSO Univariate Offline |[Crisis Spatial Forest 83.2% Less scalable
managemen Fires
36 | k-means and XGBoost multivariate offline [Network spatial NASA NA Accuracy is not
Managemen| Hypertext evaluated
18 Transfer
Protocol

3. Anomaly detection using Deep Learning Models: To improve the accuracy of machine learning by adopting
various optimized neural network models are used. These models considered as deep learning model. The deep
learning model train the data and model in depth by introducing new concepts to reduce the complexity and improve
the accuracy. Further, the anomaly detection in real time critical application requires highest accuracy[7][8]. So
various deep learning model such as Convolution neural network and Recurrent neural network,
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Ref. No| Model Univariate/ | Online |domain |Temporal | Dataset |accuracy Remarks
Multivariate | /Offline /Spatial
data
37 | Hierarchical; Edge | multivariate | online Edge | Temporal power 93-99 |More computation cost
model consumpti
on
38 | Auto encoder Univariate | Online WSN | Temporal WSN 95 Latency between cloud
Testbed and sensors is more
39 | vector convolutional | Multivariate | Offline IoT Temporal | BoT-IoT 98 class imbalance
deep learning problem
40 | RNN Multivariate | online Aircraft | Temporal | FOQA 99 Limited features
considered
41 | Deviation Networks Multivariate Offline | security [ Spatial Security 80-100 Scalable
42 | dLSTM Multivariate Offline | General | Temporal ECG 98 Window based
43 | LSTM & ACO Multivariate Online IoT Temporal | FOQA 99 initial cost to build
multiple model is more
44 | LSTM and SVDD Multivariate | Online General | Temporal | realtime 95 More computation cost
45 | RNN-ABC Multivariate Online [oT Temporal NSL- 95.02 [ Consume more time &
KDD % CPU for optimization
46 | CNN univariate online IoT Spatial 83% | More computation cost
48 | 3D Resnet Univariate Online IoT | Temporal | UCF- 89% | Training time is more
Crime

An anomaly detection model is proposed using Deep learning technique called Deep Neural Network (DNN)
model [37]. The main objective of proposed work is to reduce the detection delay and increase the accuracy of
anomaly detection. An adaptive anomaly detection approach for hierarchical edge computing (HEC) systems is
used to detect anomalies in edge, fog and cloud layer simultaneously. Three anomaly detection DNN models are
proposed for IoT devices, edge servers, and cloud. Based on contextual information extracted from input data, to
anomaly detection scheme is applied. To select contextual data a single-step Markov decision process is used.
The result shows that 93-99% of accuracy and reduce 40% detection delay. The internet of Things and Wireless
sensor network are used to bridge the gap between the physical and cyber worlds and they explore the lot of
attacks. It is essential identify anomaly in various events of interest. An anomaly detection model is proposed
using deep learning model called auto encoder neural network. The proposed model have two design parts, first,
anomaly detection at sensor level, and cloud level. Second, the most processing part of anomaly detection is
processed at cloud with less frequency. The evaluation of model is done using WSN testbed. The highest accuracy
is recorded in evaluation of proposed model.

To mitigate the security attacks and improve the scalability in Internet of Things applications, an anomaly
detection model[39] is developed using vector convolutional deep learning (VCDL) approach. The anomaly
detection process performed in fog nodes and IoT traffic training is distributed in all the fog nodes. The proposed
model classify IoT traffic as normal or attack then this data passed to cloud to mitigate type attacks. The BoT-IoT
dataset is used for experiment evaluation and proved that proposed model is more scalable and obtained highest
accuracy. To identify anomalies and faults in Aircraft flights, A Recurrent Neural network with Long Term Short
memory model and Gated Recurent Unit model is used to develop an anomaly detection model. The main
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objective of proposed work is to detect anomalies in latent features in scalable manner. The experiment results
shows improved in accuracy, recall and precision values. The long short term memory model is used for prediction
purpose as it is remember previous n values to predict the next n values with highest accuracy. A novel anomaly
detection model [41] is introduced to address various problems such as scalability, accuracy and indirect
optimization in existing anomaly detection models. The proposed model uses nural deviation leanring to leverage
end-to-end anomaly score learning to improve the accuracy. Five different security dataset are used to perform
experiment evaluation.

A delayed Long Short-Term Memory (dLSTM) model [42] is used to develop an anomaly detection scheme for
temporal data. The proposed model works in two stages. First, a multistep prediction strategy is developed using
dLSTM model. Second, an anomaly detection model is deployed where the prediction error is considered as
anomaly based on certain threshold. The various prediction are proposed and best one is selected that gives highest
accuracy. To evaluate proposed model, real and artificial data is used and observed highest accuracy. The recurrent
neural network (RNN) is used to predict the vibration of aircraft engine using long short-term memory
(LSTM)[43] model. the main advantage of LSTM model is that it is more robust and generalized model for
prediction. The multiple LSTM RNN model were proposed with different parameters. The Ant Colony
Optimization (ACO) is used to develop and improve the LSTM cell. The best LSTM model is selected which
gives highest accuracy and least prediction error. The initial cost to build multiple model is more. Similarly, the
LSTM model with joint optimization technique [44] is used to find anomalies in distributed environment. The
LSTM model is used to extract temporal features and identify more relevant features vectors to detect anomalies.
Later, labelling process is carried out using Support Vector Data Descriptor (SVDD) model. To evaluate the
proposed model, a loss function is introduces and with real time dataset to demonstrate the evaluation. The training
algorithm with different parameters are given for optimizing or tuning accuracy. A swarm optimization technique
with Recurrent Neural Network is used to develop an anomaly detection model [45]. The Long Short Term
Memory model is used to predict the next n timesteps and An artificial bee colony used to optimize the
hyperparameters to improve accuracy and reduce the loss. The experiment evaluation is carried out using python
and NSL-KDD dataset. The overall accuracy of model is 95.02% is recorded.

Over the past few years Convolutional Neural Networks (CNN) [46] have become popular choice for image
processing application to enhance the performance. AN anomaly detection scheme is developed using CNN to
quality inspection in automated industries. CNN model works well even larger image dataset to classify and find
the anomalies. The proposed model adopted window based solution and optimize the loss function Mean Squared
Error to improve the accuracy. similarly an anomaly detection scheme is introduced in [47] for automated
monitoring solutions using CNN. The model defines a transfer learning function that pretraind the learning model
on large scale univariate temporal dataset and then optimize the weight of network on small scale, univariate to
identify anomaly. The anomaly detection in video surveillance is major challenges in most of the application. A
background subtraction approach and deep learning model is adopted to detect online anomalies. model detect
multiple objects of different shape and sizes by pixel-wise foreground segmentation.

A deep multiple instance learning based anomaly detecting framework [48] for surveillance videos is proposed.
The supervised learning algorithm called Pseudo-3d ResNet network with batch normalization layer is added after
each convolution layer to extract useful features. The three layer convolution network with 50% dropout
regularization is used to detect anomalies to improved detection accuracy. Experimental results show improves
the accuracy of abnormal behavior detection compared to existing models. To identify anomalous sound event in
public places, a model uses WaveNet method [49]. The wavenet is generative model based on CNN used to model
acoustic pattern detection in various temporal data. In the proposed model, wavenet is used as a predictor to detect
waveforms in unknown acoustic patterns as wavenet is capable of modelling temporal structures. The proposed
model detect anomalous sound events more accurately than conventional methods based on reconstruction errors
of acoustic features. A real-world dataset called subway station is used to evaluate the model. The proposed
method reduces prediction error compared to state of art model. Performance anomaly detection[50] is most
important aspect to improve the QoS and overall performance of distributed service in service oriented
architecture. It is process of detecting nonconformist occurrence and events that leads to system falldown. Based
on dynamic features of QoS, anomaly detection model is proposed using RNN model. In the proposed model,
three different anomaly detection models are developed based SimpleRNN, LSTM and Gated Recurrent Unit
(GRU). The experiment results shows that 85% to 89% of accuracy is observed.

Applications of Deep Anomaly Detection
The distributed computing environment become more popular and adopted in multiple applications. In this
section, various applications [9][64] of anomaly detection are discussed.
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1. Intrusion Detection: Intrusion Detection: Intrusion detection refers to the detection of malicious
behavior (break-ins, penetrations, and other types of cyber abuse) in a computer-related device. These
malicious attacks or intrusions are interesting from a computer security perspective. Intrusion is distinct
from standard device behavior and thus anomaly detection methods are applicable in the intrusion
detection domain. The key challenge for anomaly detection in this domain is the large amount data and
input size [8]. The anomaly detection techniques need to be scalable to handle large input data. The
online data analysis is required for the streaming fashion data. The intrusion detection system, is
classified as Host-Based Intrusion Detection Systems (HIDS) and Network Intrusion Detection Systems
(NIDS). In host based, the intruder attach on end devices OS system call , where as in network based
intruder attach the information that is in transit. In order to identify or detect these attacks and traits on
early stages, anomaly detection system is required. The anomalies in this intrusion detection in very
difficult as the anomalies keeps changing over the time as the intruder changes their method/pattern to
extract useful information [52].

2. Fraud Detection: Fraud detection refers to the prevention of fraudulent fraud of commercial institutions
such as banks, credit card firms, insurance companies, mobile phone providers, the stock exchange, etc.
The fraudulent customers may be the real clients of the company or may be acting as a customer. Fraud
happens as these consumers consume the services offered by the company in an illegal manner [9].
Organizations are involved in the rapid discovery of such fraud in order to avoid economic damages.
Anomaly detection plays important role in identify these fraud techniques are used to identify the frauds
in an organization, these are Statistical Profiling using Histograms, Parametric Statistical Modeling, Non-
parametric Statistical Modeling, Bayesian Networks, Neural Networks, Support Vector Machines, Rule-
based Systems, Clustering Based, Nearest Neighbor based, Spectral and Information Theoretic [54].

3. Medical Anomaly Detection: Detection of anomalies in the medical and public health domains generally
deals with patient information [8]. Data may have anomalies due to a variety of causes, such as irregular
medical condition or instrumentation failures or logging errors. Several methods have also been used to
identify outbreaks of disease in a particular region. The identification of anomaly is therefore a very
important topic in this domain and requires a high degree of precision. Anomaly detection is very crucial
requirements in the medical fields.

4. Detection manufacture Defects in Industries: Industrial units suffer damage due to repeated use and
regular wear and tear. Such damage must be identified early in order to avoid further escalation and
damages. Data in this domain is commonly referred to as sensor data because it is recorded using various
sensors and processed for analysis. Anomaly detection techniques have been widely used in this area to
detect such injury. Industrial damage identification can be further divided into two domains, one
concerned with defects in electronic parts such as motors, engines, etc., and the other dealing with defects
in physical structures.

5. Image Processing: The strategies for identifying irregularities in relation to images are either involved
in any changes in the image over time (motion detection) or in areas that tend to be irregular on the static
image [9]. Steganography is technique that hide the information in the image. Intruder may access and
extract the hidden information. Once the intruder extract the image, the image may changes. To identify
these kind of changes anomaly detection techniques are used. Due to the size of image or video frames,
the anomaly detection become key challenge for researchers.

6. Anomaly detection in text documents: Anomaly detection techniques in this area are mainly used to
detect novel subjects or incidents or news items in the compilation of documents or newspapers.
Anomalies are triggered by a new interesting occurrence or a phenomenon [9]. The data in this domain
is usually large in size and very small. It also has a temporal component as the records are gathered
over time. The problem for anomaly detection techniques in this domain is to treat anomaly wide
differences in documents belonging to one group or subject.

7. Anomaly detection in Sensor detection: Sensor networks have recently become an important research
topic; more from a data analysis point of view, as data from sensor data obtained from different wireless
sensors has many specific characteristics [64]. Anomalies in data obtained from a sensor network can
either indicate that one or more sensors are dysfunctional or detect events (such as intrusions) that are of
concern to researchers. Thus, anomaly detection in sensor networks may catch sensor failure detection
or intrusion detection or both. A single sensor network can consist of sensors that capture various types
of data, such as binary, discrete, continuous, audio, video, etc. The data are created in streaming mode.
Sometimes the atmosphere in which the various sensors are deployed, as well as the contact channel,
causes noise and missed values I n the data collected. Detection of anomaly in sensor networks faces a
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range of special problems. Anomaly detecting techniques are necessary in order to work in an online
approach. Owing to extreme resource limitations, anomaly detection strategies need to be lightweight.
Another problem is that the data is obtained in a distributed manner, and therefore a distributed data
mining approach is needed to interpret the data. Furthermore the inclusion of noise in the data obtained
from the sensor makes the identification of anomaly more difficult, as it is now important to differentiate
between interesting irregularities and unnecessary noise/missing values.

8. Smart IoT Application

i. Smart Grid: The Smart Grid can be seen as an energy network that benefits from two-way
cyber-secure connectivity technology and computational intelligence for the generation,
transmission, convergence of substations, delivery and usage of electricity in order to
achieve the objectives of renewable, safe and secure facilities. In the electrical grid,
suspected manipulation of the Smart Meter housing, under/overvoltage at particular sites,
or remote switching breakdown. Regulated appliances are called anomalies. These
anomalies have certain trends for different kinds of unusual acts. The techniques of
anomaly detection may be used to classify this type of action.

ii. Smart city: Various smart city technologies attach big loT machines to real-world artefacts,
and do also have some substantial benefits for urban life. The vast majority of loT devices
over heterogeneous types of services, technologies, devices and protocols raise the
sophistication of the IoT network control mechanism. The integration of different types of
protocols with the Internet causes significant cyber security risks and vulnerabilities to
attack detailsialy activity information in the citizen lives. The information may be medical
records, financial reports, and property details. So it essential to stop this kind of leakages
through anomaly detection models

jii. Smart Hospitals: Healthcare data is very important as it provide the details related to
human health and survival. It also provides the insight of disease and its treatment to save
human life. The smart hospital application collect, maintain and analysis patience data so
provide proper treatment to patients. The survival rate of patient is increases through these
kinds of applications. The most important medical data are: Electronic Health Record
maintenance and retrieval, Bio-medical signal analysis, Medical image analysis and
remove treatment in pandemic times etc.

KEY ISSUES AND CHALLENGES IN ANOMALY DETECTION (In IoT)

In this section, various challenges of anomaly detection techniques are discussed. These challenges are categorized
as Input data challenges, data preprocessing challenges, Big data processing challenges [9], computational
challenges and visualization challenges.

1. Input Data challenges

Various IoT devices are linked to fog node and these IoT devices are created same data frequently. In certain
cases, collected data is redundant as two or more domain produce the same data. In addition, there are a variety
of elements of the time-series structure as well as the context in which the data is generated and processed that
may have an effect on the performance of the anomaly detection algorithm. It is also essential to collect the fog
node virtual machine data to understand the possibility of anomalies in fog computing.

1) Contextual information: The fog computing environment surrounded by large number of IoT devices. it is
essential to monitor the behavior of these devices to improve the QoS[65]. Further, the contextual knowledge
required to identify the anomalies in the IoT applications to avoid uncertainties. A wide range of challenges needs
to address in order to incorporate contextual information. .

1. Temporal Context: As the majority of IoT data is produced in the form of time-series data [36], it is
essential to understand the relationship between these data to evaluate and enhance the performance of
anomaly detection. For example in smart farming, it is essential to understand the relation between
humidity and temperature sensor values at certain timestamp to find the anomalies.

2. Spatial Context: The several sensors are deployed in fog computing environment to monitor the same
device and it is difficult to manage same context from multiple heterogeneous sensors. This becomes
more difficult to address when the spatial context grows in size .

3. Hybrid context — In some application both temporal and spatial data needs to are monitor for anomaly
detection. It is difficult to extract the relationship between spatial and temporal data.

2) Nature of input data: The input data has two distinct attribute types, i.e. binary, categorical, or continuous.
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Further, each data instance is classified into two type’s univariate or multivariate [5]. The complex nature of input
data makes it impossible for anomaly detection techniques to pick the right algorithm to manage the particular
data. The diverse nature of input data makes it very difficult for anomaly detection systems to pick the right
algorithm to manage the particular data. Essentially, anomaly detection strategies will differ depending on the
design of the attributes of the application. This problem will be solved by creating a hybrid unsupervised machine
learning algorithm.

3) Heterogeneity of data: The IoT devices generate two types of data structured data and unstructured data. It is
easy to handle structures data because it organized with proper mechanism and manageable way. The unstructured
data is highly dynamic and completely raw data such as interactions meeting recording and fax transfers etc.
Unstructured data is difficult to store in databases and difficult to interpret. Working with unstructured data is
tedious and, of course, expensive. It is also not possible to turn all these unstructured data into structured one. The
use of unsupervised hybrid machine learning algorithms would resolve the heterogeneous data problem.

2. Data pre-processing: It is an important step in Anomaly Detection. Before the data is sent to particulat
anomaly detection model, it is essential to prepare the data in appropriate format. The data preparation involves
adding missing values, data encryption, remove noise and normalize the data [53]. During data preparation, the
following issues may arrive:

1. Missing data points: The sensor deployed in various environmental conditions. In some conditions
sensors may not work and unable to produce/store the data. The missing value in dataset may not get
proper results. So it essential to add these missing data by taking mean or median values.

2. Data corruption: External aspects or device malfunctioning may contaminates the data and makes it
difficult to distinguish anomaly and corrupted data. It is difficult to understand which data is correct or
which one is corruption. The identification of corrupt data and rectify that data itself is difficult and it
must

3. Encrypted data: in some case the encrypted data is used to detect anomalies. So it is difficult for anomaly
detection model to understand these encrypted data as its dimensions, types and ranges are different. So
it difficult to find the anomalies with encrypted.

4. Sensor fusion: In IoT, different kind of sensor were installed for various purposes. These data is different
in dimensions, types and ranges. So it is aggregate the data for further data processing to produce the
results.

5. Real-time detection: Real-time anomaly detection includes high-speed streaming data and thus require a
quicker response. Anomaly detection for live streaming data required large computational resources to
store and process.

6. Noisy data: The [oT contains large number of electronic components like Sensors, microcontrollers, and
actuator. These electronic component transfer the data from one device to another electronic devices.
These transmission produces noisy data/ contaminated data & difficult to remove from edge computing
devices in [oT before it forwarding it to the cloud.

3. Big Data Challenges: The performance of anomaly detection techniques is becoming complex as the data size
increases[9]. The "volume" attribute of the big data emphasizes the power, storage and processing ability of the
device to accommodate the increasing size of the data. Performance is a major challenge for anomaly detection
approaches when dealing with massive data sets. When the data size is high, anomaly detection techniques may
not give accurate results due to limited computational ability and associated factors. Few major challenges in
anomaly detection techniques when dealing Big Data [9]:

1. Uncertainty: Data may be ambiguous due to external occurrences from vulnerable channels, such as inability
to quantify the measure of characteristics, imprecision, vagueness, uncertainty, and misunderstanding.
Information that cannot be depended on In full certainty, they are defined as uncertain.

2. Performance: The more computational power such as CPU and Memory is required to get the accurate results
while detecting anomalies in High dimensional data.

3. Scalability: It is the ability of the technique to quantify the increasing scale and size of the data. The performance
of anomaly detection will be degraded when the size of data increase. The previous instance or existing data is
very important to identify the anomalies. The more computational capacity is required to handle large volume
of data.

4. Asynchronous instances: Multiple asynchronous data points coming from different sources at different times
and these data points are independent of one another. Some data points may arrive at any point in time and some

Library Progress International | Vol.44 No.3 | Jul-Dec 2024 13987



Girish Walil, Dr. Chetan Bulla

are missing or delay in arrival. Existing anomaly detection method stores the data as it static in nature. It is difficult
to find Anomalies on streaming data as the incoming data is a highly volatile because the volume of data is not
limited and cannot be stored indefinitely. So it is difficult to identify anomaly in such dynamic and heterogeneous
context and it is essential to determine the specific time series context on these data instances of multiple streams.
Another important issues is concept drift. The data distributions are changes over the time, so predicting certain
values may not valid for next time step (A comprehensive survey of anomaly detection techniques for high
dimensional big data)

5. Data Redundancy: The IoT devices generate large amount of redundant data frequently. So it difficult to manage
this data in terms of processing and storing the data[9]. More processing and storage power may waste due to
redundant data. It also reduces the performance of any distributed network. The redundant data leads to many
performance issues. There are many state of the art methods are introduced but still it is essential to reduce the
large amount of redundant data. Hence, designing a system that is capable of resolving and mitigating redundancy
problems in time critical application becomes important.

6. Dimensionality: Dimensionality describes the number of distinct data properties collected in each observation
[6], the data dimensionality defines the choice of method used, since certain methods are not suitable for higher-
dimensional data. In contrast, the cost of processing higher-dimensional data can be higher than that of lower-
dimensional data. IoT data is generated in two broad categories: Univariate data and multivariate data. The
univariate data has single parameters and multivariate data contains multiple parameters. Anomaly detection over
univariate streams is based on a comparison of the present observation with the local or global context of the time-
series being analysed. This is contrasted with multivariate streams, where not only is the context of the stream
relevant for the detection mission, but also the correlation between each of the measurements that combine to
form the observation at a given time-step. It is therefore necessary to implement a dimensional reduction
methodology for anomaly detection in order to improve accuracy and other QoS parameters.

7) Parameters selection: Finding appropriate parameters for any machine learning model can be difficult. These
are called as hyperparameters [9]. To improve the accuracy of any machine learning model, it is essential to tune
the parameters and its values. Parameters selection is very important key aspect in real time anomaly detection
models. Further, a combination of parameters may perform well in some stages and may not perform well in
other stages and vice versa. Parameters and its values were one of the major contributors to the machine learning
algorithms' results. There are good number of state of the art works based hyperparameter optimization to improve
the performance but these solution may not fit others. So it is essential to design and develop appropriate
hyperparameter tuning mechanism for anomaly detection models.

4. Computational challenges

A variety of experiments have focused on combining or integrating multiple methods to improve the efficiency
of anomaly detection, leading to an increase in the cost of computing. In addition, high dimensionality combined
with large sample size produces problems such as high computing expense and algorithmic uncertainty. Using big
data technology along with cloud, thus, can solve the issue of computational costs by integrating parallel and
distributed processing, which allows to create several clusters that minimize the cost of computing.

Time and Resource Constraints: In [oT framework, the most device have low power with minimal processing
resources, since the existing paradigm is commonly used to capture and process data at a centralized servers,
normally using cloud or data center, and storage technology. This paradigm allows for greater resources to be
leveraged for the computational process, but it also imposes some machine lag due to round trip delays as well as
resource scheduling [5]. In some cases, this is permissible as it is not important to act immediately on the
information gathered from the data, however when looking at the automation of the connected tools, it might be
necessary for the data to be analyzed quickly and thus the reports to be produced as soon as possible after the data
has been generated [9]. The use of Edge/Fog devices provides an ability for this to occur closer to the position of
the data generated, but these devices are generally less driven than cloud providers and thus it is necessary to
consider the computing cost of any analytical tasks conducted on that data. Most of devices in IoT framework are
wireless. These wireless devices may not reliable. Due to packet loss and high traffic, retransmission becomes
very essential. Repeated long-range wireless communications often incur considerable costs in terms of the use
of batteries where the devices are self-powered, as such, where minimal processing may be done closer to the
device and aggregated information transmitted at a lower frequency can improve the lifespan of each such device

[3].
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Inadequate architecture

The state-of-art architecture is manage anomaly detection in batch processing and small scale data, but is unable
to handle big-data in real time [9]. Researchers are struggling to make the big data structure work better, but the
architecture is fundamentally different from the big data architecture when it comes to real-time data. Real-time
architecture components must incorporate an application and Big-data analytics to propose a new way of working
environment that meets the requirement of online, offline, static and dynamic data. Big data technology is
inefficient because it is not combined with current enterprise data; the same cannot be accomplished until big data
correlates the convergence of different big data systems with hybrid machine learning algorithms to solve
architectural problems. .

5. Data visualizations

The interpreted and evaluated data or analysis must be visualized by the user as well as produced by the report.
However, the difficulty lies in the collection of suitable visualization tools for the identification of anomalies from
the different linked devices [9]. Various visualization methods are used in existing system, these are categorized
as text based or GUI based. The text methods shows the score and types of anomaly. The GUI based visualized
are GUI oriented. Two dimensional and three dimensional graphs are used for visualization. Now a day’s python
and R language has interactive graph API where user can apply various operations like zoom-in, zoom-out and
rotate at angle. it is difficult for anomaly detection approach to use right visualization model automatically. So it
essential to develop anomaly detection approach that provide customization in visualization method.

Reporting Method

There are two primary ways in in which anomalous data may be reported [6], [48]:

1) Anomaly Score: An anomaly score is a value that represent percentage of deviation from the predicted value
as described by the anomaly detection model used. There are a number of approaches for generating anomaly
scores that are unique to each algorithm. This method is often used when carrying out a later analysis of the data
obtained, as the researcher would wish to examine only the top-n anomalies within a given period of time. This
score can also be useful in identifying and managing outliers when doing related statistical tasks, such as predictive
analytics.

2) Labels: It is the observation of anomaly detection and outputs normal or anomalous. Most of the anomaly
detection algorithm produce direct classification with certain threshold values considered. This method may be
more commonly used when immediate monitoring is needed, such as the detection of faults in the device being
tracked where the operator or owner of the system needs near-real-time notice of irregularities. More sophisticated
anomaly detection systems, in particular those using a supervised learning method, which have several anomaly
types, each with its own label, allowing separate alerts to be activated on the basis of the label assigned to it.

Conclusion

Anomaly detection model improve the quality of services and avoid unexpected breakdowns in fog computing
environments. In this paper, basics of anomaly detection approaches, working principle and state-of-art anomaly
detection approaches are discussed. This review work considered only few important and latest work to gain
insight of currently anomaly detection approaches. The state of art anomaly detection approach comparison has
been done by considering important matrices. Further, various applications of anomaly detection model in Internet
of Things are presented. The challenges and possible future directions are highlighted to carry out further research
to improve the Quality of Service.
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