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Abstract 
The integration of edge computing with federated AI models has transformed the landscape of 
smart healthcare, offering enhanced data security and real-time processing capabilities. 
Intentions of a comprehensive literature review is to explore the advancements and challenges 
in developing intelligent and secure frameworks for edge computing in smart healthcare 
datasets. By analyzing 24 relevant studies published between 2019 and 2024, the research 
focuses on the implementation of federated AI models to ensure data privacy, reduce latency, 
and amplify the overall efficacy of healthcare systems. The review embraces the Preferred 
Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) methodology to 
provide a extensive analysis of existing frameworks, identifying key trends, technological 
innovations, and potential vulnerabilities. The findings reveal significant progress in leveraging 
edge computing for secure and intelligent healthcare solutions, highlighting the critical role of 
federated AI in enabling decentralized data processing without compromising patient privacy. 
The study emphasizes the need for improved frameworks to address challenges in scalability, 
interoperability, and the evolving nature of healthcare data. It also identifies gaps in 
standardizing these frameworks across diverse healthcare applications, posing barriers to 
broader adoption. This review offers key insights and suggests future research to enhance the 
security, elasticity, and versatility of intelligent peripheral processing in smart healthcare. 
Keywords:  Edge Computing, Smart Healthcare, Federated AI Models, Data Security, 
Decentralized Data Processing 

 
1.Introduction 
The integration of Internet of Things (IoT) technologies in healthcare has led to a substantial 
evolution in patient care and medical data management. As the volume of healthcare data grows 
exponentially, there is an increasing need for intelligent, secure, and privacy-preserving 
methods to analyze and utilize this information effectively. This systematic literature review 
explores the convergence of edge computing, federated learning, and artificial intelligence in 
smart healthcare systems. Federated learning has gained traction as an effective method for 
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mitigating privacy issues in healthcare data analysis. This approach enables various devices to 
collaboratively develop machine learning models while keeping the raw data local, which is 
essential for applications that require high levels of privacy, such as healthcare [1]. When 
federated learning is integrated with edge computing, it allows for data processing to occur 
nearer to its origin, thereby decreasing latency and improving real-time decision-making 
efficiency. 
Recent research highlights the effectiveness of federated learning in diverse healthcare settings. 
For example, a federated learning system designed for processing extensive healthcare image 
datasets has reached leading performance in pneumonia classification while maintaining data 
confidentiality. Additionally, another study introduced a privacy-preserving edge federated 
learning model tailored for mobile health and wearable devices, demonstrating its utility in 
detecting seizures for epilepsy monitoring [2]. 
The incorporation of blockchain technology with federated learning has also shown promise in 
enhancing security and trust in healthcare systems. A study combining blockchain with 
intrusion detection management and federated learning achieved high accuracy in disease 
analysis and addiction detection, along with robust intrusion detection capabilities [3]. By 
integrating federated learning with edge computing, data can be analyzed nearer to its origin, 
which minimizes delays and improves the ability to make timely decisions [4]. 
As the field of IoT-enabled healthcare evolves, there is a growing need for efficient 
categorization and management of Artificial Intelligence of Medical Things (AIoMT) devices. 
A novel methodology using decentralized processing through federated learning has been 
proposed to address this challenge, ensuring data privacy and efficient device classification [5]. 
Adaptive federated learning techniques have been developed to improve chronic disease 
prediction in real-time medical IoT applications. One such approach, the Adaptive Federated 
Learning for Chronic Disease Prediction (AFL-CDP), demonstrated high accuracy while 
maintaining patient privacy through advanced encryption techniques [6]. 
The application of federated learning in smart hospitals has secured prominence for its potential 
in identifying rare diseases, support critical care, and preserving patient privacy [7]. 
Furthermore, the use of federated learning in detailed clinical analyses has opened new avenues 
for collaborative research while addressing data-sharing concerns across institutions [8]. 
Recent research has focused on developing robust frameworks for federated learning in 
healthcare, addressing concerns involving non-consistent data distribution, anomaly detection, 
and the need for explainable AI [9]. These advancements aim to create secure, high-caliber and 
confidentiality-sensitive tools for comprehensive healthcare. 
The integration of peripheral computing in healthcare IoT devices has further enhanced the 
capabilities of these systems. Edge computing enables handling vast quantities of information 
through a distributed computing model, reducing data traffic and improving response times 
[10]. This technology, combined with federated learning and AI models, has the potential to 
revolutionize smart healthcare systems. By examining the latest advancements, challenges, and 
potential solutions in this field, we seek to render a broad perspective that will guide future 
research and development in secure and privacy-preserving smart healthcare systems. 
2. BACKGROUND AND RELATED WORKS 
2.1 Federated Learning and Privacy Preservation in Healthcare 



 
A.Swapna, K. Deepa 
  

Library Progress International| Vol.44 No.3 |Jul-Dec 2024                                                 20482 
 
 

As healthcare systems is more reliant on data, ensuring patient confidentiality while leveraging 
AI technologies has become crucial. Federated Learning (FL) has surfaced as a promising 
strategy to tackle these privacy challenges. By enabling collaborative model training across 
decentralized data sources, FL eliminates the need for centralizing sensitive patient data, thus 
preserving privacy while maintaining the benefits of AI. 
[11] introduces a novel collaborative Federated Learning (FL) framework specifically designed 
for COVID-19 detection through chest X-ray imaging. This research tackles the pressing 
necessity for efficient testing approaches amidst the pandemic while guaranteeing that patient 
information stays confined and secure. The framework utilizes federated learning to enable 
collaboration among healthcare facilities without necessitating direct data exchange, presenting 
a solid solution for practical use. 
In a related development, [12] approach that utilizes comprehensive dynamic secret sharing 
techniques, specifically designed for IoT smart healthcare systems. This study tackles two 
major challenges: reducing the time overhead of system operations and authenticating user 
devices. The proposed scheme enhances data security through a combination of cryptographic 
techniques, ensuring that users' health data remains confidential throughout the learning 
process. [13] expands on the privacy-preserving potential of federated learning with 
ADDetector, a system designed for early-stage Alzheimer's disease detection. By utilizing IoT 
devices in smart home environments, ADDetector collects audio data and applies advanced 
linguistic feature analysis for accurate detection. The system employs a unique three-layer 
architecture to ensure data privacy at multiple levels, incorporating federated learning to 
preserve the authenticity of raw data and ensure the protection of the classification model. 
Further extending the application of federated learning, [14] discusses its deployment within a 
cloud-edge collaborative architecture. This paper addresses the critical technologies, 
challenges, and applications of combining cloud-edge collaboration with federated learning, 
providing valuable insights for future research directions in this emerging field.  
2.2 Edge Computing and IoT in Healthcare 
In recent times, the Internet of Things (IoT) has seen significant growth, greatly enhancing the 
field of artificial intelligence (AI) by supplying a wealth of data for training and operational 
purposes. Nonetheless, conventional cloud computing systems encounter difficulties in 
handling the enormous volumes of data produced by IoT devices. This challenge has led to the 
rise of edge computing (EC) as a viable alternative. Edge computing brings processing 
capabilities closer to the source of the data, thereby minimizing latency and allowing for real-
time data handling, which is essential in medical contexts where prompt decision-making can 
be critical. [15] introduced the integration of IoT and edge computing in healthcare, 
emphasizing how these technologies are revolutionizing the development of AI in medical 
applications. This integration facilitates real-time data analysis and decision-making at the 
edge, thereby minimizing reliance on centralized cloud infrastructure. Expanding on this idea, 
[16] introduced an innovative edge-computing-based framework tailored for smart healthcare 
systems within smart cities. This framework seeks to enhance the efficacy of heart disease 
diagnosis by leveraging edge computing to process health data closer to the patient, thereby 
shortening the time required for critical decisions. Additionally, [17] presents an Edge 
Intelligent Collaborative Privacy Protection (EICPP) solution for advanced medical systems, 
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combining the advantages of edge computing with federated learning. This approach aims to 
enhance model accuracy while safeguarding patient privacy, offering a lightweight framework 
that supports health monitoring and auxiliary diagnosis with high precision. 
Meanwhile, [18] explored a national sports AI health management service system that 
combines edge computing with smart sensors and health systems. This study highlights how 
edge computing can be used to monitor and manage public health on a large scale, enhancing 
the efficiency of health management services through real-time data processing and 
personalized health insights. 
Furthermore, [19] presented a secure smart healthcare system endorsed by multiple 
physiological sensors, smart devices, and edge nodes. This system enables real-time patient 
monitoring and data analysis, ensuring that healthcare professionals can make informed 
decisions even when they are remotely located. The integration of edge computing into this 
system allows for low-latency diagnostics and immediate health status updates, which are 
critical for patient care. 
2.3 AI and Machine Learning in Smart Healthcare 
Artificial intelligence (AI) and machine learning are revolutionizing smart healthcare systems 
by authorizing tailored, efficient, and responsive care. Integrating AI with edge computing 
allows healthcare facilitators to assess and process extensive data in real-time, resulting in 
quicker and more precise diagnoses and treatment plans. [20] illustrates the benefits of merging 
edge intelligence with AI in smart healthcare systems. The research introduces a new 
healthcare model that utilizes these technologies to enhance patient care, lower medical 
expenses, and improve the prediction and management of high-risk conditions. 
In another contribution, [21] presents an AI-amplified IoT and edge computing-based 
healthcare designed to be scalable, responsive, and reliable. This system is particularly 
beneficial for monitoring vital signs and providing timely treatment, especially for elderly or 
disabled patients. The integration of AI with edge computing ensures low-latency data 
processing, making the system effective in both routine and emergency medical scenarios. 
Furthermore, [22], the transformative potential of wearable technology, the Internet of Things 
(IoT), and edge computing in the realm of digital health is explored. The suggested framework 
for edge-assisted data analysis employs federated learning to update local machine-learning 
models using data generated by users through wearable devices. This approach preserves 
privacy while leveraging the insights gained from continuous health monitoring to improve 
overall healthcare outcomes. 
Addressing issues related to data isolation and privacy within digital health, [23] examines how 
federated learning might be crucial in realizing the complete capabilities of machine learning 
in the healthcare sector. By enabling secure and decentralized learning, FL has the potential to 
overcome the barriers that currently limit the widespread adoption of AI in clinical practice. 
Lastly, [24] focuses on the application of AI in an Ambient Assisted Living scenario within a 
Smart Home Environment. The study explores how edge intelligence can be used to assist 
elderly individuals by making real-time, context-aware decisions based on data retrieved from 
IoT sensors and smart healthcare devices. This method not only elevates the well-being of 
elderly individuals but also bolsters the confidentiality and protection of their medical 
information. Table 1 presents the summary of different existing techniques handled by the 
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researchers. 
Table 1 Survey from the Different Authors 

Ref Methodology Results Obtained Limitations/Challenges 
[1] Federated learning 

with transfer learning 
for chest X-ray 
analysis 

98.87% accuracy in 
classifying pneumonia 

Limited to pneumonia 
classification; may not generalize 
to other diseases 

[2] Edge federated 
learning with secure 
aggregation 

Enhanced protection of 
privacy and minimized 
data transmission burden. 

The potential strain on devices 
with limited resources due to 
computational demands. 

[3] Federated learning 
integrated with 
blockchain 
technology and 
intrusion detection 
systems. 

The accuracy for disease 
analysis stands at 
93.89%, while intrusion 
detection boasts a success 
rate of 97.13%. 

Integrating various technologies 
can complicate scalability and 
may affect the system's ability to 
grow efficiently. 

[4] Federated learning 
combined with cloud 
computing for IoT-
based healthcare 
applications. 

Enhanced privacy 
protection; particular 
metrics are unspecified. 

The challenges arising from data 
inconsistency among IoT devices 

[5] Blockchain-powered 
federated learning for 
device classification. 

Enhanced classification 
and labeling of devices, 
though precise metrics 
are not specified. 

Challenges in overseeing 
blockchain implementation 
across a range of medical 
equipment 

[6] Adaptive Federated 
Learning with 
SPECK privacy 
preservation 

An AUC accuracy rate of 
94.37% was achieved in 
forecasting chronic 
diseases. 

Real-time processing may 
demand higher computational 
resources. 

[7] Federated learning 
for healthcare data 
analysis 

Improved confidentiality 
and joint educational 
experiences; exact 
metrics not detailed. 

 Difficulties in Managing Non-
Identically Distributed Data 
Across Healthcare Facilities 

[8] Federated learning 
for structured 
medical data analysis 

Enhanced model 
efficiency achieved 
without exchanging data; 
specific metrics not 
disclosed. 

Challenges associated with data 
integrity and uniformity among 
different organizations. 

[9] Federated learning 
with explainable AI 
for healthcare 

Improved interpretability 
of models and 
safeguarding privacy; 
detailed metrics not 
specified. 

Balancing the intricacy of a 
model with its interpretability. 
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[10] Edge computing for 
healthcare data 
processing 

Lower latency and 
enhanced real-time 
processing; specific 
metrics not specified. 

Possible security weaknesses in 
edge devices. 

[11] AI-enabled edge 
computing for 
healthcare 

Enhanced productivity 
and minimized delay; 
exact metrics not 
disclosed. 

Complications in implementing 
sophisticated AI models on 
resource-limited edge devices 

[12] Fog-based federated 
learning for COVID-
19 screening using 
chest X-rays 

Optimized performance 
in classification and 
safeguarding of privacy; 
detailed metrics are not 
specified 

Possible difficulties in managing 
non-IID data among different 
organizations. 

[13] Federated learning 
with full dynamic 
secret sharing 

Efficiency saw a 60% 
increase when users 
stayed engaged, 
compared to 
approximately 30% when 
users disengaged. 

Scaling to accommodate a large 
number of participants may 
present difficulties. 

[14] Federated learning 
for Alzheimer's 
disease detection 
using audio data 

Achieving 81.9% 
precision with a 0.7-
second time penalty due 
to privacy safeguards. 

Restricted to audio-based 
detection methods, this approach 
might not encompass every facet 
of the disease 

[15] Cloud-edge 
collaborative 
federated learning 

Enhanced data 
confidentiality and 
minimized 
communication load; 
particular metrics not 
specified. 

Managing diverse edge devices 
and the distribution of data 
presents several challenges. 

[16] Edge computing for 
smart healthcare in 
smart cities 

The submission rate for 
electronic health records 
stands at 88.275%, while 
the success rate is 
recorded at 87.435%. 

Underuse of health records stands 
at 31.685%. 

[17] Device-edge-cloud 
layered federated 
learning with 
differential privacy 

95.8% accuracy; 
improved privacy 
protection 

Potential trade-off between 
privacy protection and model 
accuracy 

[18] Edge computing for 
sports health 
management 

Improved health 
management services; 
specific metrics not 
provided 

Challenges in integrating diverse 
health monitoring devices 

[19] Edge computing with Low latency for real-time Potential security risks in data 
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multiple 
physiological sensors 
for healthcare 

diagnosis; specific 
metrics not provided 

transmission 

[20] AI-enabled edge 
computing for IoT 
healthcare 

Reduced latency and 
improved real-time 
processing; specific 
metrics not provided 

Challenges in managing diverse 
IoT devices and ensuring data 
privacy 

[21] Edge computing with 
AI for real-time 
health monitoring 

Improved responsiveness 
and reliability; specific 
metrics not provided 

May face challenges in handling 
sudden spikes in data traffic 

[22] Edge-assisted 
federated learning for 
healthcare data 
analytics 

Enhanced privacy 
preservation and 
personalized insights; 
specific metrics not 
provided 

Challenges in balancing model 
accuracy with privacy constraints 

[23] Federated learning 
for digital health 
applications 

Improved collaborative 
learning without data 
sharing; specific metrics 
not provided 

Regulatory and ethical challenges 
in implementing federated 
learning in healthcare 

[24] AI-enabled edge 
computing for 
ambient assisted 
living 

Improved responsiveness 
and context-awareness; 
specific metrics not 
provided 

Challenges in ensuring reliability 
and privacy in home 
environments 

 
 
1.1. 3. SYSTEMATIC LITERATURE REVIEW 
An essential process for synthesizing existing research, offering a comprehensive overview of 
a particular field's developments, challenges, and future directions. This SLR focuses on the 
intersection of edge computing, federated AI models, and smart healthcare datasets, with the 
aim of identifying the current state of research, existing challenges, and opportunities for 
innovation in creating secure and intelligent frameworks for healthcare applications. 
3.1 Research Questions 
To steer the assessment of the selected sources, the review introduces the following research 
questions: 

 RQ-1: What safeguards are in place for edge computing frameworks in healthcare? 
 RQ-2: How are federated AI models being utilized to enhance data privacy, security, and 

performance in healthcare datasets processed at the edge? 
 RQ-3: What are the emerging challenges and potential solutions in integrating federated AI 

with edge computing for real-time healthcare applications? 
 RQ-4: How do existing frameworks compare in terms of security, efficiency, and scalability 

when applied to smart healthcare datasets? 
 RQ-5: What are the best practices for integrating edge computing and federated AI models to 

improve healthcare outcomes while maintaining data security and privacy? 
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3.2 Data Sources and Search Strategy 
The review involved a thorough search across major databases like IEEE Xplore, 
ScienceDirect, and ResearchGate, focusing on publications from 2019 to 2024. To ensure a 
wide range of studies, we used keywords such as "edge computing in healthcare," "federated 
learning for medical datasets," "secure edge AI models," and "smart healthcare frameworks." 
We combined these terms using Boolean operators (AND, OR) to refine our search. The 
inclusion criteria were limited to peer-reviewed journal articles, conference papers, and 
technical reports, while other types of sources were excluded. We initially reviewed abstracts 
to check relevance and then read full texts to ensure they met our research criteria. Additionally, 
we performed citation tracking and manual searches to identify recent advancements and 
relevant studies not captured in the preliminary exploration. Figure 1 depicts how we organized 
& selected the studies.  

 
Figure 1: Search analysis from different sources 

 
3.3 Inclusion and Exclusion Criteria 
To analyze the relevance and effectiveness of the studies selected for this review, the following 
inclusion and exclusion criteria were enforced, as depicted in Table 2. 

Table 2 Inclusion and Exclusion criteria 
 

Criteria Inclusion Exclusion 

Publication 
Date 

Publications from 2019 and 2024 Documents issued earlier than 
2019 or later than 2024 

Article Type Peer-reviewed journal articles, 
conference papers, and technical 
reports 

Non-peer-reviewed sources, 
opinion pieces, and non-technical 
reports 

Relevance Focus on edge computing, federated 
AI, and smart healthcare 

Articles not related to the scope of 
edge computing, AI, or healthcare 

Methodology Empirical studies, case studies, 
systematic reviews with qualitative 

Theoretical papers without 
empirical evidence or lack of 
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or quantitative data rigorous methodology 
Language English Non-English articles 
Geographical 
Focus 

Studies with global or regionally 
significant findings 

Studies focused on highly 
localized issues with limited 
generalizability 

Innovation and 
Impact 

Studies presenting novel 
approaches, significant 
advancements, or impactful 
findings 

Studies replicating known 
methods without new insights 

 
3.4 PRISMA Methodology 
The PRISMA (Preferred Reporting Items for Systematic Reviews and Meta-Analyses) 
approach was employed to guarantee a systematic and clear review process. The PRISMA 
flowchart (Figure 2) outlines the stages of the review, from the initial identification of studies 
to the final selection for in-depth analysis. 
 
3.4.1 Search Results and Study Selection 
After conducting a search across the chosen databases, 450 articles were initially identified. 
Once duplicates were removed and the inclusion and exclusion criteria were applied, 106 
articles were selected for further review. Following a careful examination of both abstracts and 
full-texts, 24 articles were found to be pertinent and were factored into the ultimate assessment. 
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Figure 2: PRISMA Flowchart 
 
3.5 Overview of Selected Studies 
The selected studies cover various aspects of edge computing, federated AI, and their 
applications in smart healthcare. They include: 

 Advancements in Edge Computing: Recent research highlights significant progress in edge 
computing architectures specifically designed for healthcare environments. These 
advancements focus on reducing latency, enhancing data processing capabilities at the edge, 
and minimizing reliance on centralized cloud systems. 

 Federated AI Models: Federated learning models are increasingly being used to ensure data 
privacy and security, especially overseeing sensitive health records. These frameworks 
facilitate joint learning across distributed data sources ensuring data stays within its local 
environment. 

 Security Frameworks: Innovative security frameworks have been proposed that integrate 
encryption, blockchain technology, and confidential distributed processing techniques to 
safeguard records integrity and confidentiality in edge computing environments. 
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 Challenges and Emerging Trends: The combination of peripheral processing with federated 
AI in healthcare presents several challenges, including data heterogeneity, model accuracy, and 
system scalability. However, emerging trends such as hybrid AI models and advanced 
encryption methods are showing promise in addressing these issues. 
3.6 Comparative Analysis 
A comparative analysis of the methodologies, security protocols, and performance metrics 
across the selected studies reveals the following: 

 Security: Federated AI models integrated with edge computing have demonstrated robust 
security measures, particularly in preserving patient data confidentiality. However, the 
effectiveness of these measures varies depending on the encryption techniques and data 
partitioning strategies employed. 

 Efficiency: Edge computing frameworks enhance processing efficiency by reducing the data 
transfer load to central servers. Nevertheless, some studies indicate potential bottlenecks 
related to resource constraints at the edge, particularly in processing-intensive applications. 

 Scalability: Scalability remains a challenge, with certain frameworks showing limitations 
when applied to large-scale healthcare datasets. Research suggests that optimizing data 
partitioning and employing lightweight AI models can mitigate some of these scalability issues. 
3.7 Key Insights and Observations 
The review of the 24 selected articles provides insights into the cutting edge in creating secure 
and intelligent frameworks for peripheral processing in smart healthcare. It included: 

 Enhanced Security: The incorporation of federated AI with peripheral processing has 
significantly improved data privacy and security in healthcare applications. 

 Advances in Efficiency: While edge computing offers enhanced processing efficiency, 
challenges related to computational overhead and resource limitations persist. 

 Ongoing Challenges: Issues such as scalability, data heterogeneity, and the complexity of real-
time processing continue to be critical areas for future research. 
4. FINDINGS 
This analysis aims to address the research questions (RQs) determined for this systematic 
literature review. Data extraction was performed on the selected research articles (n=24), and 
the results are discussed with respect to the study's RQs. Also, a gap analysis is provided to 
highlight areas requiring further research and development. 
4.1 Solutions to RQs 
RQ-1: What safeguards are in place for edge computing frameworks in healthcare? 
Edge computing frameworks in healthcare employ multiple layers of security to protect 
sensitive patient data. Encryption is a fundamental safeguard, with studies like Liu et al. (2023) 
implementing advanced encryption techniques to secure data both at rest and in transit. 
Blockchain technology has emerged as a powerful tool for ensuring data integrity and 
traceability. Almalki et al. (2024) demonstrated a comprehensive secure system that combines 
blockchain with federated learning and intrusion detection, providing a robust framework for 
healthcare data protection. Additionally, access control mechanisms play a crucial role, with 
Saraswat and Das (2021) proposing an edge-enabled secure healthcare system that incorporates 
multi-factor authentication and fine-grained access policies. These safeguards work in concert 
to create a multi-layered defense against potential security threats in healthcare edge computing 
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environments. 
RQ-2: How are federated AI models being utilized to enhance data privacy, security, and 
performance in healthcare datasets processed at the edge? 
Federated AI models are revolutionizing the way healthcare data by offering significant 
improvements in privacy, security, and performance. Li et al. (2022) introduced a federated 
learning-based privacy-preserving smart healthcare system that allows multiple institutions to 
collaboratively train AI models without sharing raw patient data. This approach not only 
enhances data privacy but also enables more comprehensive and diverse datasets for improved 
model performance. Aminifar et al. (2024) developed a privacy-preserving edge federated 
learning framework for intelligent mobile-health systems, demonstrating how federated 
learning can be applied to resource-constrained edge devices while maintaining data 
confidentiality. Furthermore, Padthe et al. (2024) showcased the application of federated 
learning for efficient analysis of large-scale healthcare image datasets, achieving high accuracy 
in pneumonia classification while preserving patient privacy. These studies collectively 
illustrate how federated AI models are addressing the critical challenge of balancing data utility 
with privacy protection in edge-based healthcare systems. 
RQ-3: What are the emerging challenges and potential solutions in integrating federated AI 
with edge computing for real-time healthcare applications? 
The integration of federated AI with edge computing for real-time healthcare applications faces 
several challenges, with corresponding solutions emerging in recent research. One significant 
challenge is the heterogeneity of data across different healthcare institutions and devices. Rieke 
et al. (2020) addressed this issue by proposing adaptive federated learning techniques that can 
handle non-IID (non-independently and identically distributed) data, a common scenario in 
healthcare. Resource constraints on edge devices pose another challenge, particularly for 
complex AI models. To tackle this, Hayyolalam et al. (2021) proposed lightweight AI models 
specifically designed for edge devices, enabling real-time processing without compromising 
accuracy. Scalability remains a concern, as highlighted by Bao and Guo (2022) in their study 
of cloud-edge collaborative architectures. They suggest hierarchical federated learning 
approaches to distribute computational load effectively across edge and cloud resources. 
Additionally, the need for explainable AI in healthcare decision-making presents a unique 
challenge. Raza (2023) addressed this by developing a secure and privacy-preserving federated 
learning framework with explainable artificial intelligence, enhancing trust and interpretability 
in smart healthcare systems. 
RQ-4: How do existing frameworks compare in terms of security, efficiency, and scalability 
when applied to smart healthcare datasets? 
In terms of security, the blockchain-based federated learning approach proposed by Almalki et 
al. (2024) demonstrated superior protection against data breaches and unauthorized access, 
achieving a 97.13% success rate in intrusion detection. However, this high level of security 
may come at the cost of increased computational overhead. For efficiency, the adaptive 
federated learning framework developed by Goel et al. (2023) for chronic disease prediction 
showed promising results, achieving an AUC accuracy rate of 94.37% while maintaining low 
latency in real-time processing. Scalability remains a challenge for many frameworks, but the 
cloud-edge collaborative architecture proposed by Bao and Guo (2022) shows potential for 
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handling large-scale healthcare datasets by effectively distributing computational tasks 
between edge devices and cloud resources. The fog-based privacy-preserving federated 
learning system introduced by Butt et al. (2023) strikes a balance between these factors, 
offering enhanced privacy protection and efficient processing for smart healthcare applications. 
While each framework has its strengths, the ideal solution often depends on the specific 
requirements and constraints of the healthcare application in question. 
RQ-5: What are the best practices for integrating edge computing and federated AI models to 
improve healthcare outcomes while maintaining data security and privacy? 
Firstly, implementing a layered security approach is crucial, as demonstrated by Liu et al. 
(2023), who combined encryption techniques with federated learning to create a secure and 
efficient smart healthcare system. Secondly, adopting privacy-preserving techniques such as 
differential privacy, as shown in the work of Li et al. (2022), can significantly enhance data 
protection without compromising model accuracy. Thirdly, optimizing model architectures for 
edge devices is essential, as highlighted by Hayyolalam et al. (2021), who proposed lightweight 
AI models specifically designed for healthcare IoT devices. Additionally, implementing robust 
data governance policies and standardization across participating institutions is vital, as 
emphasized by Rieke et al. (2020) in their review of federated learning in digital health. Finally, 
incorporating explainable AI techniques, as demonstrated by Raza (2023), can enhance trust 
and transparency in healthcare decision-making processes. By adhering to these best practices, 
healthcare organizations can leverage the power of edge computing and federated AI to 
improve patient outcomes while maintaining the highest standards of data security and privacy. 
4.2 Gap Analysis 

 Interoperability and Standardization: Despite advances in secure edge computing and 
federated AI for healthcare, there's still a lack of standardization. This gap makes it hard for 
different healthcare systems to integrate and collaborate smoothly. For example, data formats, 
model structures, and communication protocols need more uniform standards to facilitate better 
interoperability. 

 Scalability of Federated Learning: Although progress has been made in scaling federated 
learning for healthcare, challenges remain. Current solutions struggle to keep up with the rapid 
increase in healthcare data and edge devices. More scalable frameworks are needed that can 
grow dynamically without sacrificing performance or security. 

 Real-time Processing and Latency Optimization: While real-time processing for healthcare 
has improved, meeting ultra-low latency needs for critical applications like remote surgery is 
still challenging. Optimizing federated learning and edge computing for these time-sensitive 
tasks remains a crucial gap to address. 

 Privacy-Preserving Techniques: Existing methods for protecting healthcare data privacy 
work well for simpler data types but fall short for complex, multi-modal data like combining 
medical images and patient records. Developing privacy-preserving techniques that handle 
such diverse data while maintaining high utility is an area needing more research. 

 Energy Efficiency and Resource Optimization: The energy use of edge devices in healthcare 
is another area with room for improvement. While some lightweight models exist, more 
comprehensive solutions are needed to optimize energy consumption across the entire system, 
particularly in resource-limited environments. 
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Addressing these gaps will be crucial for advancing the field of secure and intelligent edge 
computing frameworks in smart healthcare. Future research should focus on these areas to 
develop more comprehensive, efficient, and widely applicable solutions. 
1.1. 5. CONCLUSION 
This systematic literature review explored the development of secure frameworks for edge 
computing in smart healthcare, with a particular focus on the application of federated AI 
models. The analysis identified significant advancements in security protocols, data processing 
techniques, and the overall integration of AI in healthcare. Despite these advances, the review 
also highlighted persistent challenges, such as scalability, data heterogeneity, and real-time 
processing requirements. Future research should prioritize the optimization of AI models for 
edge environments, the development of scalable frameworks, and the enhancement of data 
integration methods to ensure the robustness of these systems under diverse conditions. The 
findings underscore the potential of combining edge computing and federated AI to create more 
secure, efficient, and scalable healthcare solutions, while also pointing to the need for ongoing 
innovation in this rapidly evolving field. 
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