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Abstract 
Ensuring strong digital safety has become essential in our ever evolving digital world. The abundance of 
online platforms and the quick development of technology have created previously unheard-of opportunities 
and difficulties in the modern digital landscape. The purpose of this study is to evaluate the psychological 
effects of digital safety incidents on individuals and find out how users are aware of issues related to digital 
safety, with a particular emphasis on stress, anxiety, and the loss of trust. Using a cross-sectional approach, 
data from a representative sample of internet users will be gathered via online surveys and qualitative 
interviews. The questionnaires were used to assess participants' experiences with incidents affecting digital 
safety, awareness of common threats to digital safety, and understanding of preventive actions. Qualitative 
interviews were provided with insights into people's psychological responses to such circumstances, 
exploring the degree of stress, anxiety, and betrayal encountered. It is anticipated that the study's findings will 
shed light on users' existing understanding of digital safety issues and clarify the complex relationship 
between these incidents and psychological health. This research intends to inform the creation of customized 
interventions and methods to increase both psychological resilience and digital safety education. The ultimate 
goal is to raise awareness and promote an online community that improves people's overall well-being. 
Keywords: Cyber Security, Digital Safety, Online Platforms, Psychological Effects, Technology. 

 
1. Introduction 

In the current digital era, where engaging in online activities has become a daily routine, protecting one's 
online safety has become a top priority. People are faced with a wide range of digital safety hazards, from 
malware and phishing scams to identity theft and online abuse, as a result of the widespread use of internet-
connected devices and the growing sophistication of cyber threats. The level of user awareness of digital 
safety issues and the psychological effects of encountering occurrences related to digital safety is still poorly 
understood, despite the increased awareness of these threats. This study aims to close this gap by examining 
users' awareness of digital safety issues and evaluating the psychological effects of incidences involving 
digital safety on individuals. In particular, the study intends to investigate elements that could surface 
following occurrences involving digital safety, including stress, worry, and the erosion of trust. This study 
attempts to shed light on the psychological effects of navigating the digital environment by investigating 
users' perceptions of typical dangers to their online safety as well as their experiences with online safety 
occurrences. It is imperative to comprehend these aspects in order to devise efficacious methods aimed at 
augmenting digital safety education and support systems, thereby cultivating an online environment that is 
both safer and more robust for people globally. 

Understanding Digital Threats: It is essential in today's landscape. Cybercrime, including hacking and 
phishing, poses risks to individuals and organizations. Data breaches and identity theft result in severe 
financial and reputational damage. Social engineering exploits human psychology, while digital platforms and 
social media expose users to privacy violations and misinformation. Vigilance and protective measures are 
paramount in mitigating these risks. 
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Factors Influencing Digital Safety:  It encompasses technological advancements, human factors, legal 
frameworks, and organizational policies. Technological progress introduces new vulnerabilities, necessitating 
robust security measures. Human behavior, awareness, and education significantly impact safety, while legal 
regulations like GDPR and organizational policies shape security practices. Compliance and effective policies 
enhance cyber security, emphasizing the interplay between technology, human behavior, regulations, and 
organizational practices in safeguarding digital environments. 

Navigating digital challenges: Awareness and education initiatives promote digital literacy and offer 
training for individuals and organizations, enhancing employability and competitiveness. Effective 
cybersecurity measures include strong passwords, encryption, and regular updates to mitigate vulnerabilities. 
Promoting responsible online behavior involves guidelines for safe internet usage and controlling personal 
information sharing to prevent cyber threats. Collaboration among stakeholders, through public-private 
partnerships and international cooperation, strengthens cybersecurity infrastructure and response mechanisms 
globally. These efforts collectively address the complexities of the digital landscape, fostering a safer and 
more secure online environment for individuals and organizations alike. 
Enhancing security measures: Enhancing security measures involves adopting emerging technologies like 

artificial intelligence, block chain, and biometric authentication for efficient threat detection and data 
protection. Privacy protection mechanisms such as encryption and data anonymization safeguard sensitive 
information, reducing the risk of unauthorized access. Proactive cybersecurity approaches include leveraging 
threat intelligence, embedding security into system design, and implementing continuous monitoring and 
incident response. By integrating these strategies, organizations can bolster their security posture, ensuring 
the integrity and confidentiality of digital assets while effectively mitigating evolving cyber threats in today's 
dynamic digital landscape. Future Directions and Challenges In considering the future of cybersecurity, 
several critical aspects emerge: anticipated trends in cyber threats, including sophisticated attacks leveraging 
AI and targeting IoT and cloud infrastructure; evolving defense strategies such as improved threat 
intelligence, robust frameworks, and embracing automation; and ethical and societal implications surrounding 
increased surveillance and privacy concerns. Balancing security with individual rights and societal values 
requires nuanced approaches. By anticipating threats, adapting defense strategies, and navigating ethical 
considerations, stakeholders can better prepare for the challenges of an ever-evolving digital landscape while 
safeguarding against emerging cyber threats. 
2. Review of literature  
Yadav and Reddy (2023) studied that technology offers flexibility and simplicity, but it can also lead to 
isolation and distraction, negatively impacting academic achievement. To avoid these negative effects, it's 
crucial to understand the benefits and drawbacks of technology usage, establish beneficial routines, and 
cultivate digital skills. Balancing online and offline tasks can help avoid negative effects and maximize 
technology's benefits. 
Raju, Rahman and Ahmad (2022) studied that COVID-19 has led to a surge in online learning, impacting 
Malaysia's education system. As Education 5.0 advances, challenges like online safety and risks arise. A 
study using a virtual classroom investigates cyber security knowledge among Computer and Mathematical 
Sciences students. Surveys revealed that many students are aware of privacy issues, cyber-attacks, and 
harassment. The study aims to address these issues and promote cyber security awareness. 
 Nivkes (2018) observed that digital competency has become crucial for individuals and societies due to the 
widespread use of digital devices and the internet. However, the younger generation in Hungary, particularly 
Gen X and older users, lacks incentive to develop digital competence and safety awareness. Education can 
help improve these skills, but assessing and choosing levels is challenging. Surveys can help identify different 
levels of digital competency and safety awareness among users.  
Zilka (2017) examined children and teens' perceptions of e-Safety and potential internet risks, using both 
quantitative and qualitative data, found that they perceive safe web surfing as beneficial and that the internet 
can enhance the risk of harassment. The study also highlighted the advantages of using the internet for 
effective study and recreational activities. The findings suggest that understanding children's perceptions of 
online events is crucial for evaluating their claims about e-Safety. 
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Dutta and Chye (2017) observed that involving 103 Singaporean foreigners found that sadness was the most 
significant predictor of inappropriate internet use, followed by academic stress. Isolation was found to act as a 
mediator between inappropriate internet use and depressive or educational anxiety, highlighting the 
importance of psychological health in addressing internet-related issues. 
Qtait (2016) examined the relationship between internet usage and psychological condition among university 
students, focusing on 350 participants from four institutions. The sample consisted of second-year students, 
with 57.2% female and 42.8% male. The study found that 90% of students find the internet beneficial, while 
59% find it disadvantageous. There were no significant differences in internet usage based on gender, wealth, 
location, or internet use. The study suggests that colleges should define the positive and negative effects of 
the internet, conduct further research on its relationship with psychiatric students, and encourage online 
safety. 
 
3. Research Gap Many studies were focused on the impact of internet usage, awareness of the digital 
security and the psychological effects on the usage of the social media through online platforms among many 
community people at global level. Only very few studies were available with reference to micro level with a 
general approach on awareness of digital security and its psychological effects on usage of internet among 
college students. Hence, the present study was undertaken. 
 
4. Importance of the Study 
The study is extremely important since it discusses two important facets of contemporary digital life: 
Improving User Awareness of Digital Safety concerns: The study can pinpoint areas where people can be 
ignorant or lacking in understanding by measuring user awareness of digital safety concerns. Increasing 
awareness gives users the ability to identify and decrease possible hazards, which eventually results in safer 
online behaviors and less susceptibility to cyber-attacks. Safeguarding  Mental Health: Incidents involving 
digital safety can have serious psychological repercussions, such as elevated stress and anxiety as well as a 
decline in confidence in online sources. Gaining an understanding of these effects is essential to creating 
efficient support networks and interventions that assist people in overcoming and recovering from such 
experiences, ultimately leading to improved mental health outcomes in the digital age. 
 
5. Methodology 
This study aims in understanding the awareness of digital security and psychological effects on the usage of 
internet among youngsters. Therefore, the study were based both on analytical and descriptive in nature. The 
study covered a period of 3 months. It was based on primary data. The primary data were collected through 
random sampling method with structured questionnaire. According to National Institutional Ranking 
Framework (2023), the top three Arts and Science College (PSGR Krishnammal College for Women, PSG 
College of Arts & Science, Kongunadu Arts and Science College) from Coimbatore have been selected. 
Among 27000 students (Krishnammal – 7500 (113 students), PSG- 14,000 (210 students), Kongunadu – 5500 
(82 students)) from top three colleges, 405 students (1.5%) were selected as a respondents for this study. The 
collected data were analysed with the help of statistical tools like Descriptive, Correlation and ANOVA. 
 
6. Statement of problem 
"The purpose of the study is to investigate the psychological effects of digital safety incidents, such as stress, 
anxiety, and deterioration of trust, as well as the degree of awareness of these concerns among college 
students. Through an analysis of these variables, the research seeks to pinpoint student vulnerability points to 
cyberthreats and devise tactics to enhance their digital welfare inside higher education environments." 
 
7. Research Objectives  
1. The study aims to assess the level of student’s awareness regarding digital safety issues. 
2. The study investigates the psychological effects of digital safety incidents on college students. 
8. Hypothesis for the study  
Ho - There is no significant difference between the gender and the psychological effects of digital safety. 
9. Limitations  
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The main instrument used in the study to collect data was the questionnaire. They did, however, have certain 
drawbacks. The researcher met some but not all of the standards, even though the study was completed on 
time. Although the researcher followed the proper sampling procedure and the findings and conclusions are 
based on data from 405 samples, constraints on time may have caused deviations 

10. Analysis and Interpretation 
 

In order to analyse the mean and standard deviation for the sample size, the below calculations are made 
Descriptive Statistics  

Table 1 
 
 
 
 
 
  

The table reveals that the sampled population has an average age of 2.05, but it's difficult to define this 
age group. The mean awareness score of 3.21 indicates moderate to high awareness of digital safety issues like 
phishing, malware, and online privacy. However, the standard deviation of 0.786 suggests variability due to 
differences in education, experience, or exposure to digital technologies.  

 
Pearson Correlation   

Table 2 

 Age Awareness 

Age Pearson correlation  
Sig ( 2- tailed) 
N 

1 
 
405 

0.081 
0.103 
405 

Awareness Pearson correlation  
Sig ( 2- tailed) 
N 

0.081 
0.103 
405 

1 
 
405 

 
A Pearson correlation coefficient of 0.081 has been found between age and awareness according to the 

pearson correlation analysis. Nevertheless, this association is not statistically significant at the traditional alpha 
threshold of 0.05, with a two-tailed significance value of 0.103. Therefore, there is a positive correlation 
between age and awareness among the respondents. 
 

 Mean Std. Deviation N 
Age group 2.05 .673 405 

Awareness on 
digital issues 

3.21 .786 405 
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ANOVA 
Table.3 

From the above one way ANOVA, it is found that the gender (p= 0.000), level of education (p = 0.003), stream 
of primary study (p = 0.004), have significant relationship with the Psychological effects, whereas age group, 
digital safety indicators have not significant relationship with the psychological effects. From the above 
analysis, it is found that the null hypothesis (Ho) is rejected, as there is a significant difference between the 
gender and the psychological effects of digital safety. 
11. Findings  
The study's findings indicate that 51.5% of respondents are female, and the bulk of them are between the ages of 
18 and 24. The majority, 76.3, hold a bachelor's degree, while 65.9% are working toward a BSC. Most 59 .8 % 
respondents are aware of common digital safety issues like phishing, malware, and online privacy. Most 28.1% 
are familiar with two-factor authentication, and 40.0% are moderately confident in identifying potential phishing 
attempts. Most 37.8% consider digital safety when engaging in online activities, such as social media use, online 
shopping, or downloading files. Most 43% respondents have experienced digital safety incidents, which can 
affect stress and anxiety levels. Trust in online platforms, services, or digital communication has been affected 
by past incidents, with 25.4% eroding trust. The psychological effects of digital safety incidents are discussed, 
with 28.9% consulting mental health. Fear of future incidents influences online behavior and decision-making, 
with 44.0% experiencing moderate concern and some changes in online habits. There is a positive correlation 
between age and awareness among the respondents. From the ANOVA, it is found that the null hypothesis (Ho) 
is rejected and there is a significant difference between the gender and the psychological effects of digital safety. 
 
12. Suggestions  
Campaigns for Education: Create and carry out campaigns for education with the goal of raising student 

 

 
VARIABLES 

 

SUM 
 OF SQUARES 

 

 
df 

 

MEAN 
SQUARE 

 

 
F 

 

SIGNIFIC
ANCE 

VALUE 

 

 
NS/S 

Gender Between 
Groups 

1.550 4 .387 
 

.240 

 
1.550 

 
.000 

 
S 

Within 
Groups 

96.056 400 

Total 101.200 404 
Age Group Between 

Groups 

1.550 4 .387 

 
.453 

 

.855 

 

.491 

 

NS 
Within 

Groups 

181.255 400 

Total 182.805 404 

Level of 
Education 

Between 
Groups 

2.895 4 .724 
 

.176 

 
4.115 

 
.003 

 
S 

Within 
Groups 

70.349 400 

Total 73.244 404 
Stream Between 

Groups 

11.836 4 2.959 

 
.744 

 

3.978 

 

.004 

 

S 
Within 

Groups 

297.532 400 

Total 309.368 404 

Digital 
safety 

Between 
Groups 

7.141 4 1.785 
 

.981 

 
1.819 

 
.124 

 
NS 

Within 
Groups 

392.524 400 

 
Total 

399.664 404 
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awareness of concerns related to digital safety. To warn individuals about prevalent online hazards and effective 
practices for remaining safe online, these programs could include workshops, seminars, online tutorials, and 
instructional materials 
Training Courses: Offering courses that will help students become more proficient in digital literacy, covering 
topics like identifying and handling issues involving digital safety. To ensure broad involvement and efficacy, 
these programs might be tailored to various age groups and digital skill levels.  
Services for Mental Support.: Offer counselling or therapy sessions as well as other psychological support 
services for individuals who have encountered instances involving digital safety. These services ought to be 
easily available, private, and customized to meet each person's unique requirements and concerns. 
Regional Resources: Create support groups and community resources where those in need can go for help and 
exchange stories about problems relating to digital safety. Online discussion boards, support groups, and 
professional helplines are a few examples of these options. 

Collaboration with IT Departments: Collaborate together with university IT departments to improve digital 
security protocols and give students advice on best practices. Provide tools like password organizers, antivirus 
software, and advice on safe internet use. This can also entail putting in place more robust security measures, 
improving privacy safeguards, and raising awareness of data practices. 

Policy References: Promote legislative and regulatory actions to close the gaps in digital safety and shield 
people from hazards they may encounter online. This can entail promoting more stringent cybersecurity 
regulations, tighter data protection legislation, and increased platform accountability.  
 
  13. Conclusion   
Ultimately, by evaluating students' awareness levels and comprehending the psychological effects of digital 
safety occurrences, our study tackles the urgent need to improve digital safety among students. We have learned 
a great deal about the difficulties students encounter when navigating the digital world and the steps that must be 
taken to improve their security and wellbeing as a result of this thorough investigation. Our first objective was to 
evaluate student’s awareness of digital safety issues, and the results showed a worrying lack of preparation and 
knowledge. Even though digital technology is widely used in social and academic settings, many students do not 
have a thorough awareness of the risks involved in using the internet. This emphasizes how crucial it is to put in 
place focused educational programs that provide pupils the abilities and information they need to defend 
themselves online. 

 In addition, the research on the psychological repercussions of digital safety incidents on students revealed the 
profound influence that these episodes have on their mental health and general wellbeing. Stress, anxiety, and a 
decline in trust were identified as major outcomes, underscoring the necessity of efficient support systems and 
interventions to lessen these impacts. Students can succeed in their academic and personal endeavors by creating 
a safer and more supportive environment by recognizing and resolving the psychological effects of digital safety 
events. After analyzing and summarizing our data, it is clear that addressing digital safety issues with students 
calls for a multimodal strategy that incorporates assistance, education, and awareness. We can build a more 
resilient and safe online community by giving students the tools they need to protect their online identity and by 
giving them the assistance they need to deal with any negative fallout from occurrences involving digital safety. 
In the end, we can enable the next generation to successfully navigate the digital age by placing a high priority on 
student digital safety. 
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