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Abstract 
In recent years, there has been a proliferation of IoT (Internet of Things) devices and its enabling technologies in 
industries, product flow management, healthcare, transportation and other smart environments. The provision of 
IoT devices with IP (Internet Protocol) address allows for communication between these cyber-physical systems 
without any intervention. Lack of security on these end devices has led to many attacks like denial-of-service, 
Botnets, identity theft and data theft attacks. Botnets are one of the most serious threats to the Internet security 
and one of the most challenging topics within the fields of computer and network security today. Machine learning 
techniques can combats cyber-attacks by detection and prevention of these Botnets. In this paper, we explore on 
Botnet attacks that is prevalent in IoT devices as well as this paper presents a new feature combination based 
approach for botnet detection.  Various features like generic features, statistical & subnet features have extracted 
during feature extraction. Than ML methods has been applied on combination of feature set. The proposed method 
has achieved average accuracy around 99.8%. The developed method has also been evaluated on various machine 
learning models. 
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 Introduction 

The growth of the internet in today's world has made our life fast and easy but it has also added a lot of challenges 
in dealing with its security and privacy. The botnet is one of the most dangerous attacks in the network amongst 
the various existing malware. The term Bot in a botnet is derived from the word Robot which works according to 
the scripts or the program written by an attacker (Botmaster). The botnet is the collection of various infected hosts 
(called bots) that are created and controlled by an attacker remotely through the Command and Control (C&C) 
channel. Botnets are used in a variety of malicious activities like click fraud, phishing, spamming, malware 
delivering and DDoS (Distributed Denial of Service) [1], [2], [3]. Internet of things (IoT) are growing 
exponentially and playing a vital role in our everyday life. IoT nodes can use internet protocol address and connect 
to internet. These self-configured smart nodes are driving beyond many cutting-edge applications such as process 
automation, home automation, smart cars, decision analytics, smart grids, health care system, educational 
development, industrial development and so on [4][5]. Analysts are predicting that there will be a society with 
more connected devices than people living on this planet. The International Data Corporation (IDC) forecasted 
that there would be 41.6 billion connected IoT devices producing 79.4 zettabytes (ZB) of data in 2025 compared 
to the estimated population of 8.1 billion [6].  
In IoT systems, heterogeneous nodes are connected to complex network architecture and pose security concerns. 
The key challenge is to ensure security in resource constraint IoT nodes [7]. Otherwise, these IoT nodes are 
vulnerable to different types of attacks. IDSs are a rudimentary and powerful security mechanism in maintaining 
sufficient network protection in any IoT embedded environment [8][9]. They are proficient in monitoring, 
analyzing, and detecting real-time data packets through passive traffic collection even-if they are intruders or not. 
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IDSs are traditionally organized into network-based (NIDS) and host-based IDS (HIDS) based on the detection 
places. Any IDS aims to monitor traffic and recognize different malware activities immediately [10][11]. With 
the escalating number of anomalies, the upgrading and development of IDSs have become exceedingly important 
as the main challenge in intrusion detection is to find out the obscure attacks from the routine traffic flow. Due to 
the dynamic approach of drawing a fine line between malware and benign data with high detection accuracy, 
shallow Machine Learning (ML) has become the center of attention of many researchers to upgrade the 
performance of IDSs [11]. Many supervised and unsupervised ML tools are effectively introduced for this purpose 
i.e., fuzzy logic (FL), support vector machine (SVM), artificial neural network (ANN), K-nearest neighbor 
(KNN), logistic regression (LR), hidden Markov model (HMM), genetic algorithm (GA), naive Bayes (NB), 
random forest (RF), decision tree (DT), decision forest (DF), decision jungle (DJ) and compacted hybrid 
algorithms, etc. [12]. Like worms and viruses, a bot is a program that infects the vulnerable hosts to extend its 
reach. A defining characteristic of the botnet uses the C&C channel. They can be updated and led through this 
channel [13]. The attacker may use a wide variety of transport protocols for C&C communication such as TCP, 
UDP, ICMP, GRE, etc. In essence by controlling all the hosts remotely, this is an effective distributed platform 
which the adversary can use to send spams, launching DDOS attacks, click fraud, privacy leakage by making it 
hard for the defender to trace back to the adversary. In order to successfully neutralize such attacks we need to 
develop an efficient system which provides high accuracy. Machine learning (ML) algorithms have shown 
promise in detecting anomalies in various domains, and their application to IoT network traffic analysis holds 
great potential. This research aims to investigate the use of ML techniques for detecting network traffic anomalies 
in IoT environments. 
1. Literature  review  
 
Various botnet detection techniques are mentioned by author of [16]. 

 
Figure 1: Botnet detection techniques [16] 
 
 
 
 
 
 
 
 
 
 
 
 
 
Taxonomy of machine learning methods for IoT botnet is shown below: 
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Figure 2: Taxonomy of ML methods for IoT botnet [17] 
The paper [14] proposes a multilayer framework for botnet detection using machine learning algorithms that 
consist of a filtering module and classification module to detect the botnet’s command and control server. They 
have used behavior-based analysis through flow-based features that analyzed the packet header by aggregating it 
to a 1-s time. This type of analysis enables detection if the packet is encapsulated, such as using a VPN 
tunnel. They have used unsupervised clustering. In [15], a botnets' detection method, based on machine learning, 
is formalized and evaluated. This proposal makes use of Splunk, a tool that allowed us to use the Random Forest 
algorithm to analyze DNS logs in order to detect connections to C&C servers. The resulting procedure 
complements the use of machine learning with the verification against other data sources for improving the 
results. The proposed approach of [18] first selects the optimal features using feature selection techniques. Next, 
it feeds these features to machine learning classifiers to evaluate the performance of the botnet detection. 
Experiments reveals that the proposed approach efficiently classifies normal and malicious traffic at an early 
stage. They have used 4 different classifiers such as (SVM, Logistic Regression, Multilayer Perceptron, and 
Random Forest) out of which random forest produces good results. In the future, further investigation is needed 
to discover the detection of botnet not just for centralized architecture but also to deal with decentralized 
architecture which is P2P based botnets. The study of [19] proposes machine learning methods for classifying 
binary classes. This purpose is served by using the publicly available dataset UNSW-NB15. This dataset resolved 
a class imbalance problem using the SMOTE-OverSampling technique. A complete machine learning pipeline 
was proposed, including exploratory data analysis, which provides detailed insights into the data, followed by 
preprocessing. During this process, the data passes through six fundamental steps. A decision tree, an XgBoost 
model, and a logistic regression model are proposed, trained, tested, and evaluated on the dataset. In addition to 
model accuracy, F1-score, recall, and precision are also considered. Based on all experiments, it is concluded that 
the decision tree outperformed with 94% test accuracy. The authors [20] developed a Host Intrusion Detection 
and Prevention System (HIDPS) is implemented in a fog computing infrastructure for real-time and precise attack 
detection. The proposed model integrates NIDS with federated learning, allowing devices to locally analyze their 
data and contribute to the detection of anomalous traffic. The distributed architecture enhances security by 
preventing volumetric attack traffic from reaching internet service providers and destination servers. This research 
contributes to the advancement of cybersecurity in local network environments and strengthens the protection of 
IoT networks against malicious traffic. This work highlights the efficiency of using a federated training and 
detection procedure through deep learning to minimize the impact of a single point of failure (SPOF) and reduce 
the workload of each device, thus achieving accuracy of 89.753% during detection and increasing privacy issues 
in a decentralized IoT infrastructure with a near-real-time detection and mitigation system. 
BotHunter [21] aims to recognize the infection and coordination dialog that occurs during a successful malware 
infection. A similar approach, BotSniffer [22], focuses on the detection of C&C channels which are essential to a 
botnet. Therefore it exploits the underlying spatio-temporal correlation and similarity property of botnet C&C 
(horizontal correlation). The C&C server uses to contact every bot at the same time, then each of them uses to 
undertake some malicious actions following the C&C commands; these behaviours can be observed 
simultaneously in a network to spot a C&C channel, thus an underlying botnet. BotHunter and BotSniffer perform 
their evaluation on their own honey net or on traces authors built by executing malware binaries. However these 
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traces are not publicly available and [23] highlighted the lack of suitable comparisons for botnet detection 
algorithms due to the lack of public botnet datasets. 
Methodology 
 
The botnet detection system proposed in this paper makes use of features from the Net Flow data set to distinguish 
the malicious IPs. The system has 2 phases: training phase and testing phase. During the training phase the system 
identifies different features per destination IP and a classification model is trained based on these feature inputs. 
During testing phase the classifier is run on the unlabeled data set and the prediction is verified against the ground 
truth data. At a high level following models the design of the botnet detection system using feature wise supervised 
machine learning algorithm.  

 
Figure 3: Proposed System 
 
The feature extraction stage extracts the necessary details for each unique destination IP by analyzing the Net 
Flow dataset and building an intermediate feature dataset. Total 35 key features are identified from the Net Flow 
dataset. Features are categorized into four: 
 
1. Generic Features 
2. Statistical Features 
3. Subnet Features 
4. Periodic Communication Features 
 
List of features extracted for each destination IP in the Network Flow are as follows: 
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Table 1: Features extracted 
 

Features /dst IP Type Feature Group 

Total Source IPs Numerical  
 
F1 

Total Protocols Numerical 
Total Bidirectional Flows Numerical 
Total Client Flows Numerical 

Total Server Flows Numerical 
Protocol Information Bit String 

Total, Max, Min, Mean, Std Dev, Var of Packets Numerical  
F2 Total, Max, Min, Mean, Std Dev, Var of flows Numerical 

Total, Max, Min, Mean, Std Dev, Var of Bytes Numerical 

Total, Max, Min, Mean, Std Dev, Var of Source Bytes Numerical 

Total IPs in each /24 subnet of dst IPs Numerical  
F3 Total Flows in each /24 subnet of dst IPs Numerical 

Total Packets in each /24 subnet of dst IPs Numerical 

Total periodic communications Numerical  
F4 Ratio of Total Source IPs with Periodic commn. 

/ Total Source IPs 
Numerical 

 
The feature sets we evaluated are F1, F2, F3, F4, (F1,F2), (F1,F3), (F1, F4), (F2, F3), (F2, F4), (F3,F4), (F1,F2,F3), 
(F1,F3,F4), (F2,F3,F4) and all features. It is expected that by grouping feature sets proposed system will produce 
more accurate results rather than individual feature set. 
 
4. Result and Evaluation 
For the dataset, we made use of CTU-13 bidirectional Net Flow dataset. The CTU-13 is a dataset of botnet traffic 
that was captured in the CTU University, Czech Republic, in 2011. The machine learning models and the data 
visualization are implemented in python using jupyter. For the machine learning library, we used scikit and tensor 
flow. 
Evaluated values for average accuracy are shown in table below: 
Table 2: Average accuracy 

Feature Set Avg Accuracy RF Avg Accuracy NN Avg Accuracy LR 

FeatureSet 1 0.998 0.84365 0.758 

FeatureSet 2 0.997 0.54885 0.494 

FeatureSet 3 0.962 0.72685 0.696 

FeatureSet 4 0.505 0.50905 0.492 

FeatureSet (1,2) 0.998 0.8691 0.763 

FeatureSet (1,3) 0.998 0.899 0.825 

FeatureSet (1,4) 0.998 0.8522 0.768 

FeatureSet (2,3) 0.998 0.7137 0.7 

FeatureSet (2,4) 0.997 0.5387 0.494 

FeatureSet (3,4) 0.962 0.73845 0.7 

FeatureSet (2,3,4) 0.998 0.7502 0.704 

FeatureSet (1,3,4) 0.998 0.90445 0.829 

FeatureSet (1,2,4) 0.998 0.87245 0.772 

FeatureSet (1,2,3) 0.999 0.90835 0.828 

All Features 0.998 0.91105 0.835 

 
Chart for comparing average accuracy is shown below: 
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Figure 4: Chart for average accuracy 
 
Form result mentioned in table and chart, it is found that all machine learning models performs well on 
combination of feature set rather than individual features but the best result for accuracy in all feature set is given 
by random forest model. It is also found that we should apply combination of feature set to found better results. 
 
5. Conclusion 
The botnet is one of the most dangerous attacks in the network amongst the various existing malware. The botnet 
is analysed depending on its architectural design which is developed by the botmaster. Botmaster uses various 
types of topologies and tools to make botnets strong and complex. So that it becomes harder to detect the botnet. 
Botnet attacks are constantly more sophisticated, and this is expected to get even worse with the massive increase 
of connected objects and virtualised infrastructures. This paper explores how flow-based traffic analysis and 
supervised machine learning can be used to provide that. We developed a botnet detection system that relies on 
flow-level network traffic analysis and supervised MLAs for capturing patterns of malicious botnet traffic. The 
developed method achieves more accuracy around 99.8%. The future work shall be devoted in analysis and 
identification of new and effective features with respect to periodic flows. There is a scope in development of 
more improvised methods that also include other parameters. Beside accuracy other parameters like precision and 
recall should also be evaluated. 
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