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ABSTRACT

Online banking has completely changed the ways of financial management, making it faster and quicker.
This convenience is available at a very large cost, as fraudsters continuously update their methods with
the appearance of newer vulnerabilities in online banking systems. This paper will be able to present a
critical review of fraud types occurring in online banking transactions, such as credit card-related fraud,
UPl-related fraud, Internet Banking-related fraud, and electronic fraud. Each one of this fraud types-
whether it involves phishing attacks, payment fraud, or account takeovers-presents unique challenges in
and of itself. Furthermore, fraudsters have increasingly adopted advanced methods to compromise
banking systems with malware for sensitive financial data stealing, SIM swapping, and social
engineering. Our findings suggest that, considering the increased sophistication of fraud, financial
institutions have to employ multiple-layered security systems, better regulatory mechanisms, and more
advanced technologies such as behavioral analytics and artificial intelligence in order to protect their
customers from ever-evolving threat vectors. The paper thus identifies the need for recommendations on
better adaptation mechanisms in fraud detection systems to make financial transactions across all touch

points secure.
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1. INTRODUCTION

Over the last several decades, the expansion of internet banking services has transformed the economy for the
better by providing users with convenience, speed and the ability to perform remote transactions. By the year
2024, however, this trend is expected to continue, further increasing Internet management of transactions and
account information in millions of clients around the globe. The development and advancement of digital
services such as the Unified Payments Interface (UPI) and the proliferation of mobile wallets have significantly
increased the facilities that the world of Online Banking offers. However, the use of such systems has introduced
unnecessary risks. Criminal activities related to Internet Banking have matured, with the criminals continuously
discovering new ways of overpowering the security measures put in place Proliferation of Cyber Heists in
Online Banking - The Problem of Counter Fraud Systems.

1.1 The Relevance of Fraud Detection for Online Banking systems as a Business and
Operational Model

Fraud in electronic banking is a serious risk to the consumer and banking institutions as well which even the
2023 global estimate of losses to banking fraud had over $50 billion. Today, these criminals use sophisticated
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tools to commit different types of fraud: phishing, account taking, or payment fraud, among others. These frauds
lead to loss of funds and a serious damage of trust to the entire ecosystem of digital banking services.

2. LITERATURE REVIEW

In order to minimize fraudulent UPI transactions, anomaly detection has been adapted by the authors to
incorporate unsupervised machine learning isolation forest and local outlier factor achieving an accuracy rate of
92%. This research illustrates that machine learning can be effectively utilized to detect inconsistencies in the
transaction patterns and therefore possesses potential to combat UPI fraud [1].

The Hybrid Machine Learning Model addresses the issue of fraud in UPI by using a combination of a Decision
Tree and a neural network. Incorporating transactions’ real-time data into the Decision Tree predictions
decreased the number of false positives by 15%, and allowed a 94% rate of accuracy, thus testing the effectiveness
of hybrid techniques in fraud detection [2].

In the detection of credit card fraud, deep learning models were used in combination with the Synthetic Minority
Oversampling Technique SMOTE to solve the problem of imbalanced data. With their method, they were able
to attain a fraud detection rate of 96 %, which is a significant improvement in detecting the rare cases of fraud [3].
A Long Short-Term Memory LSTM neural network was used to detect credit card fraud by assessing the
sequential scope of the given transactional data based on time series. The model used recorded a 95% accuracy
rate which shows that LSTM is suitable for analyzing time series data [4].

eveloped an ensemble learning framework based on random forests, support vector machine SVM and XG Boost
for the detection of the electronic payment fraud. The model recorded 93% accuracy and highlighted processing
time efficiency for enhanced performance in large-scale applications, even for complex equations [5].
Investigated the application of convolutional neural networks (CNNs) for the purpose of detecting fraudulent
activities in electronic payment transactions. Their model allowed for the achieved of 92% accuracy (along with
other considerations) in the identification of fraudulent tendencies from transactional data volume background,
which is designed for an advanced level of operation in the real-time mode of fraud [6].

A reinforcement learning model was developed for the purpose of internet banking fraud detection that learns
from the interaction with the user over a certain time period, such user’s behavior. The model produced an
impressive 94% accuracy, capable of spotting any behavior anomaly from the normal expectation that may be
linked to fraudulent activities [7].

They also applied random forest algorithms to resolve the issue of internet banking relative craziness. Their
model adopted a training on a set of past records of banks and obtained 89% of accuracy in the classification of
banks as fraudulent or not, thus reiterating the significance of appropriate feature extraction [8].

A system for real-time detection of payment fraud including logistic regression and gradient boosting algorithm.
Their approach, implemented in a large financial institution, reduced false positives by 90%, proving the
system’s effectiveness in real-world applications [9].

Support vector machines (SVMs) for fraud detection in charge structures. The model presented an 88% accuracy,
with a focus on strong feature engineering for detection [10].

They used logistic regression and Naive Bayes classifiers to detect phishing attacks in emails, achieving a 91%
accuracy rate. The research also highlights the significance of analyzing email content and the sender's behavior
in the attempt to avoid phishing attacks [11].

Applied recurrent neural networks (RNNSs) for identification of phishing sites based on URL structure and
HTML content. Their model has a 94% prediction accuracy which offers a notable improvement in phishing
detection in respect to the conventional ones [12].

Developed the application of behavioral biometrics, keystroke dynamics, to identify account takeover fraud.
Their model (based on behavioral information that is combined into a machine learning model) and 93%
accuracy [13].

Created a Long Short-Term Memory (LSTM) model to identify account takeover fraud in internet banking.
Analyzing suspicious login sequences, the model yielded 92% accuracy and demonstrated its usefulness to
detect fraudulent access [14].

This paper presents an application of artificial intelligence and machine learning to develop a real-time fraud
detection system using a hybrid model of decision trees and KNN. The model achieved a 25% decrease in false
positive rates and a more efficient detection mechanism which demonstrates the viability of hybrids in financial
systems where speed and accuracy are both critical. Even though fraud detection controls implemented in the
study were effective, it posits that more modern algorithms could enhance such measures by applying both
traditional and incidence response techniques simultaneously [15].
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This paper proposes a framework for detecting payment fraud in large datasets using deep learning and
convolutional neural networks, with an accuracy of 95% precision and better iterating detection of complex
patterns compared to earlier methods [16].

3. TYPES OF FRAUD IN ONLINE BANKING
3.1 Credit Card Fraud

Fraud related to credit cards has become an epidemic with the growth of internet banking, where the criminals
purchase goods using credit cards that do belong to them. Credit card fraud is committed using different
methods including card cloning and skimming as well as the theft of the card information online. For instance,
if a person wants to carry out illegal transactions with a stolen credit card, they may first acquire a skimming
device and retrieve the card information from an ATM.

Example: For instance, in the year twenty-two, there was a great scandal reported on credit card fraud that
involved breaking into systems to phish and grab credit card details of thousands of individuals in Europe. After
the card information was collected, they used it to buy items from numerous on-line retail shops who is online
payment systems were very poorly secured.

3.2 UPI Fraud

Unified Payments Interface (UPI) fraud has surged as UPI has become one of the most famous digital payment
methods in nations like India. Fraudsters regularly impersonate relied on corporations, sending phishing links
to trick customers into revealing their UPI credentials. Fraudsters also utilize social engineering to trick human
beings into allowing unauthorized UPI transactions.

Example: One of the conventional cases of UPI fraud entails the miscreant calling up the sufferer, posing as an
official from the bank, and convincing him to show his UPI PIN. Once that PIN falls into the wrong palms, any
transaction from an account the use of UPI would be made viable without difficulty.

3.3 Internet Banking Fraud

Internet banking fraud pertains to unauthorized get entry to to any consumer's bank account through on line
channels. Techniques consist of phishing, in which fraudsters impersonate bank representatives to acquire login
credentials, or malware attacks that compromise the person’s tool and steal touchy records. Other not unusual
methods contain man-in-the-center assaults, whereby cyber criminals intercept the verbal exchange among the
person and the financial institution.

Example: In a exceptional case of net banking fraud, hackers compromised a financial institution’s online portal the usage
of a person-in-the-center attack. They redirected legitimate transactions to fraudulent money owed without the purchaser’s
information, resulting in considerable monetary losses for each client and the financial institution.

3.4 Electronic Fraud

Electronic fraud includes all types of fraud involving electronic devices such as computers, smartphones, and ATMs. Such
fraud includes malware attacks. SIM exchange and ATM skimming in electronic fraud Cybercriminals can use malicious
software to gain remote access to users' devices. and can steal sensitive banking information.

Example: A well-known case of electronic fraud involves the use of a Trojan horse virus that infected thousands
of computers. Steal bank credentials from unsuspecting users. The criminals then proceed to make use of this
data in order to wire funds into their accounts.

3.5 Phishing

This type of fraud happens when someone poses as a trusted organization like a bank or online store to steal
sensitive information from users. These scams show up as emails or bogus websites that fool people into typing
in their account details or credit card numbers.

Example: As in 2021, many customers of one of the large American banks were targeted and scammed through a phishing
attack. The crooks sent out emails that looked like they came from the bank's fraud team. These messages told
customers to click a link to check their accounts, but the link took them to a fake site set up to grab their login
info.

3.6 Account Takeover

Account takeover fraud happens when a scammer gets control of someone's online banking account using stolen
login details. After taking over the account, the scammer can change account info, keep the real user out, and
move money to other accounts.
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Example: In a major case of account takeover, he hackers exploited a SIM-swap ploy to hijack a person’s phone
number. Next, they used the same number to intercept two-factor authentication codes thereby allowing them
to log in into the victim’s online bank account and initiate fund transfers without consent.
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Fig.no.3.1. Types of Online Frauds

Table.no.3.1. A comparative table: algorithm approaches and accuracy in banking fraud detection
Title Variety in Research élsi(()lnthms Output/Results | Summary
This paper addresses
Focuse;s on e'momaly Isolation Achieved  92% UPI fraud detec'tlon
detection in UPI .| using unsupervised
transactions, Forest, accuracy " | learnin techniques
detecti . Local Outlier | identifying UPI § et
etecting irregular for identifying
: Factor. fraud. . .
transaction patterns. anomalies mn
UPI transactions.
Transactions Provoses a_beid The hybrid method
[1]112] P yo! Reduced false | combines the
ML version o ..
- . . positives by | electricity of ML
combining selection | Decision Trees, . o . .
using 15% and | strategies to higher
bushes and neural | Neural N .
done 94% | pick out fraudulent
networks to | Networks . . .
. accuracy in UPI | UPI transactions while
mhprove fraud fraud detection. | reducin, false
detection in UPL ' Jems
positives.
Focuses on | Deep Learning, | Improved fraud | The paper deals with
handling SMOTE. detection credit card fraud
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Credit Card | imbalanced data in accuracy to 96%, | detection,  utilizing
Fraud credit card especially in | SMOTE to balance
[3][4] transactions  using detecting  rare | data and deep
SMOTE. fraudulent learning for accuracy.
activities.
Focuses on time- It reached an This paper applies
. . o | LSTM neural
series analysis of accuracy of 95% networks to pick out
credit card | LSTM Neural | in detecting P
. . fraudulent credit card
transactions using | Networks. fraudulent transactions by usin
LSTM to seize fraud credit card . y usthe
atterns transactions analysing their time-
P ' ' collection nature.
The authors used
Ensemble gaining Demonstrated ensemble  mastering
knowledge of | Random accuracy of 93% | combining a couple of
technique for | Forest, SVM, | in detection, | ML  techniques to
detecting electronic | XGBoost. with  reduced | improve the accuracy
rate fraud. processing time. | and speed of detecting
Electronic digital rate fraud.
Payment Fraud This paper applied
[5][6] Uses CNN to detelct Convolutional | Achieved 92% CNN to 1dent1fy
patterns in .| fraudulent patterns in
. Neural accuracy in .
electronic . electronic
. Networks detecting . .
transactions that ¢ transactions, focusing
. (CNN). electronic fraud.
signal fraud. on pattern
recognition.
Achieved 94% | The studies introduce
Al-based :
. accuracy, reinforcement
reinforcement . .
. . extensively mastering to track
learning to detect | Reinforcement . .
. . . lowering  fake | consumer behaviour
internet  banking | Learning. . . .
alarms in net | and discover atypical
fraud based on user .
behaviour changes banking fraud | patterns that suggest
Internet ' detection. fraud in net banking,
Banking Fraud This paper cantered
7 . .
[71[8] The random forest Det.ect10n of | on making use of the
model could find online fraud | Random Forest
. Random thru Internet | algorithm to historical
fraudulent on-line . . .
. Forest. Banking;: internet banking
Internet  banking . . .
transactions Maximum records to identify
' accuracy of 89% | fraudulent
transactions.
. . System . The authors
Machine learning _— deployed in a | .
. Logistic . . implemented a real-
techniques for the . financial . -
. . Regression, e time fraud detection
real-time detection - institution. . . .
. | Gradient system in a financial
of fraud in . Reduced false | .7 .~ . .
Boostmg; .. institution, reducmg
payments. positive alerts by
. o the occurrence of false
Fraud in 90%.
Payment This research
Systems [9][10] | Focuses on Achieved 88% | highlights the use of
detecting fraud in | o accuracy in | SVMs  to  detect
upport Vector .
payment systems Machi detecting fraudulent payment
using SVM  to S\a;l:\/[mes fraudulent transactions,
classify fraudulent ( ) payment emphasizing feature
transactions. transactions. engineering to

improve accuracy.
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It handles the
Detects ' phlshlng o Achieved  91% apph(.:atlon ' of
attacks in email | Logistic . | machine learning
s . accuracy in . .
communications Regression, . algorithms in
. > detecting . ce
using ML | Naive Bayes. hishine emails detecting phishing in
o algorithms. P & " | emails based on mail
Phishing content analysis.
[11][12] I
— . o proposes an
Detec'ts Phlshmg Recurrent Achieved 94./) application of RNN
websites using deep accuracy in .1
! Neural : to detect phishing
learning to analyse detecting . .
. Networks L1 websites by analysing
website URLs and phishing
(RNN). . the content and
HTML content. websites. .
structure of a website.
This  study  uses
Detects account behavioural
takeover fraud . Achieved 93% | biometrics in a
. . Machine . . .
using  behavioural . accuracy in | machine learning
. . Learning, .
biometrics such as . detecting framework to detect
. Behavioural
keystroke dynamics | . . account account takeover
Biometrics.
and mouse takeover fraud. | attempts by
Account movements. monitoring user
Takeover behaviour patterns.
[13][14] Focuses on using Achieved 92./) This study applies
accuracy in | LSTM networks to
LSTM networks to .
. . . detecting detect account
identify suspicious | LSTM Neural
. account takeover attempts by
login patterns | Networks. : :
A takeover fraud | analysing user login
indicative of . . . ;
account takeovers in online | patterns in online
' banking. banking.
The
Real-time fraud enhancements The authors combine
detection using a blanketed selection bushes and
. & Decision Trees, | increasing the | KNN in a real-time
hybrid model that - . .
. . K-Nearest efficiency in | machine to stumble on
Payment fraud | combines decision Neiehb fraud fraud i
15] bushes and okay- eighbours au case | fraud in payment
[ . (KNN). detection  via | transactions,
nearest neighbours o . .
25% and | enhancing detection
(KNN)- lowering  fal ffici
g false | efficiency.
positives.

3.6.1 Variety in Research (Categories):

We can calculate the percentage of papers that fall below each form of fraud detection research.

Library Progress International | Vol.44 No.6 | Jul-Dec 2024

230



Shreya Shivkumar Mathpati, Dr. Pratibha C. Kaladeep -Yalagi

Percentage of papers that fall under
each type of fraud detection research.

Account
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Electronic
Fraud
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= Credit Card Fraud = Electronic Fraud

= Internet Banking Fraud = Payment Fraud
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Fig.no.3.2. Type of fraud detection research.
The pie chart will represent the distribution of the studies consciousness areas based on the percentages above.

The pie chart will represent the distribution of the studies consciousness areas based on the percentages above.

3.6.2 Algorithms Used (Categories):

We'll be counted how many papers use every category of set of rules and convert it right into a percent.

Category of algorithm and convert it into a
percentage.

m Machine
Leaming
Neural
Networks
Hybnd
Approaches

® Other

Fig.no.3.3. category of algorithm

A Plot location chart will represent the variety of papers utilizing every class of set of rules, giving a visible
breakdown of the maximum used techniques.

3.6.3 Results (Accuracy Rates):

We can calculate average accuracy rates for each fraud type:
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Fig.no.3.4. average accuracy rates

A column chart will show the average accuracy rate achieved for each type of fraud detection.

4. IMPACT OF ONLINE BANKING FRAUD

The financial and social costs incurred by internet bank fraud are extremely high. Losses following these frauds
extend to consumers and banks alike. Furthermore, the imposition of heavy regulatory fines and legal actions as
well as the loss of customers’ goodwill damages the image of any institution. In addition, patients suffering from
the abuse may experience psychological effects that undermine their confidence in the ability to recover
misappropriated funds or personal details such as their name.

5. CURRENT TRENDS IN ONLINE BANKING FRAUD

As digital payment methods continue to gain popularity, sophisticated criminals are shifting focus to UPI, mobile
wallets, and other emerging platforms. Cybercriminals now employ different strategies in committing crimes,
whereas techniques such as SIM card swapping have become prevalent in recent years. The Internet of Things,
artificial intelligence, and even cryptocurrency is being used more and more to protect against these threats.

6. CHALLENGES IN DETECTING AND PREVENTING FRAUD

Fraud detection systems must combine the quality of service and the need to avoid counterfeiting. This is because
fraud techniques have become more complex. Surveillance techniques must therefore be continuously
developed. Financial institutions face challenges in maintaining state-of-the-art cybersecurity measures. and
ensuring that customers are aware of common fraudulent techniques.

7. SUMMARY

Figure 3.1: Types of Online Frauds -This figure Different forms of online banking fraud: credit card fraud, UPI
fraud, Internet banking fraud. This depicts visually the way fraudsters apply their expertise in order to exploit
every little vulnerability in a financial system.

The literature assessment that follows deals with studies on machine getting to know techniques for the detection
and prevention of different on-line banking frauds from 2020 to 2023. These works have reviewed diverse
algorithms, ranging from conventional system gaining knowledge of models to superior neural networks and
hybrid techniques with the goal of inching closer towards accuracy with fraud detection while lessening fake
positives.

7.1 Types of Online Frauds

Figure 3.2: Types of Fraud Detection Research: This chart represents the different types of frauds that research
papers have targeted, thereby giving an idea of which ones have been more closely studied, such as payment
fraud and internet banking fraud.
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UPI Fraud: UPI fraud detection relies mainly on anomaly detection models, which identify abnormal transaction
patterns [1][2].

Credit Card Fraud: The credit card fraud is addressed using deep learning models that can overcome the
imbalance nature of transaction data and detect those rare fraudulent transactions [3][4].

E-Payment Fraud: Different ensemble learning methods combining multiple classifiers for fraudulent
transaction identification in electronic payments have been proposed [5][6].

Internet Banking Fraud: Detection of internet banking fraud is usually performed via analysis of the change of
user behaviour over time using reinforcement learning, and random forests are two common methods applied
[71[8]-

Phishing Attacks: Email-based phishing and phishing sites can be identified by machine learning classifiers such
as Naive Bayes and deep learning methods based on recurrent neural networks [11][12].

Account Takeover Fraud: Behavioural biometrics have been showing great promise through LSTM networks as
this detects unauthorized use of user accounts by interaction patterns.

7.2 Algorithms Used

Figure 3.3: Various algorithms have been applied over different studies, including:

Traditional Machine Learning Algorithms Traditional Machine Learning Algorithms: Classic fraud finding
techniques include random forests, decision trees, support vector machines, and logistic regression. Among
these, the random forest algorithm has attained maximum strength in fraud classification over a wide domain
of areas.

Artificial Neural Networks: Deep Learning Models These are mostly LSTMs and convolutional neural networks.
It is used for fraud detection in both cases where data needs to be analysed sequentially, such as transaction
records or login attempts [4] [6] [14].

Hybrid Methods: Various Machine Learning Algorithms It is integrated to develop more accurate recognition
systems for certain tasks. For example, decision trees are linked with neural networks. and cluster models built
using random forest, SVM, and XGBoost [2] [5]

Reinforcement Learning: It mainly finds applications in fraud detection over the internet, when over a period,
fraudulent transactions are detected through user behaviour, and it modifies its detection patterns based on the
changing behavioural patterns depicted by the user.

Each of these algorithms has developed certain strengths in handling particular types of challenges that come
with fraud varieties. Deep learning models are good at detecting complex patterns in transaction data, while
hybrid models reduce false positives through the use of several techniques for detection.

7.3 Results and Outcomes.

Figure 3.4: The accuracy rates of their models, as reported in the reviewed studies, are very high, around:

UPI Fraud detection is reported at 92-94% accuracy, mainly from anomaly detection and hybrid models [1][2].
Credit Card Fraud detection is close to an average of 95%, because, as a matter of fact, deep learning models gave
a good boost with respect to the detection of very rare fraudulent transactions, in particular those related to LSTM
and CNN [3][4].

The electronic payment fraud detection succeeded with models of ensemble learning, having an average
accuracy of 92-93% [5][6].

Internet Banking Fraud detection, with the aid of reinforcement learning and random forests to analyse user
behaviour, reached an accuracy of 91-94% [7][8].

In Phishing Detection methods, a targeted approach using deep learning models that will find phishing websites
and emails have been developed for 91-94% accuracy [11][12].

Account Takeover Fraud detection reached an accuracy rate of 92-93% when leveraging behavioural biometrics
and LSTM networks [13][14].

Results will show that most of the models using machine learning perform well in fraud detection, often above
90% accuracies. However, one of the top priorities that most fraud detection systems face is the reduction of false
positives, which have to maintain high sensitivity without causing significant disruption to genuine users.

7.4 Discussion and Key Insights

From the review of selected studies, the following are some key insights one could draw:
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Model selection and combination: Not one algorithm is superior for each different type of fraud detection.
Different types of fraud require tailored solutions, and the combination of multiple models often results in even
better results by exploiting their complementarities inside a model [2, 5].

Handling Imbalanced Data: A lot of studies aim to improve the results related to imbalanced datasets, where
fraudulent transactions are much fewer as compared to legitimate ones. Techniques include SMOTE- Synthetic
Minority Over-sampling Technique, deep learning models including but not limited to LSTM and CNN, that
help find these rare fraudulent transactions accordingly. [3][6]

Real-time Fraud Detection: This is the most topical trend in the development of fraud detection systems in real-
time, using machine learning models that make analyses during the runtime. These are pretty vital for industries,
especially financial institutions, to take immediate action against fraud [9][15].

Reduced False Positives: Though the models developed so far achieve high accuracy, one of the critical
challenges is to reduce false positives. The occurrence of false alarms will lead the user to frustration besides
increasing operational costs. This insists on the need for more precise models that can reduce false alarms to a
minimum [2][7].

8. CONCLUSION

This literature review has underlined the importance of machine learning models for fraud detection related to
online banking. Every fraud concerning UPI and credit cards, every phishing attack, every account takeover
carries a signature of its own challenges; however, the emergence of machine learning provides solutions in
promising ways. While random forest and logistic regression remain two of the most applied traditional models,
the trend is gradually changing toward deep learning and hybrid approaches that use multiple models to further
enhance accuracy and efficiency in the detection. In the future, researchers need to focus on real-time fraud
detection and further reduce the false positives in order to provide an enhanced user experience with a firm
guarantee of security.
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