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Abstract: 
The needs and limitations of security create impediments to the flow of supplies and distribution, both physically 
and logically. These "barriers," which are the result of political or perceived enhanced security needs, impair the 
company's ability to respond quickly and its financial and operational success. One of the key challenges for the 
management of supply chains is integrating the security factor into the administrative strategy, structure, and 
operations [1]. SCS entails taking precautions to prevent illegal goods from accessing the supply chain as well as 
items from exiting it. The risk to a supply chain is represented by this potential "disruption of flows between 
organizations" [2]. Formally speaking, supply chain risk may be defined as the distribution's volatility, value, and 
likelihood of supply chain outputs [3]. SCS is therefore a part of an organization's entire risk management plan. 
Even though supply chain risk management (SCS) is the specific subject of this study, it's crucial to place the 
topic of SCS within the broader framework of supply chain security management [4]. 
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INTRODUCTION 
Customers can conduct payment-transactions electronically through online banking, an innovative e-banking 
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service, without having to visit a physical infrastructure. India is not an exception to how technological 
advancement has greatly affected other industries, including banking. The expansion of online banking has also 
been encouraged by the 1990s globalisation of the economy of India. In order to put proposals for banking reforms 
into practice, the Government of India has stressed the importance of internet banking for the banking industry 
[1]. Customers can monitor their own transactions and take advantage of online banking services, most notably 
e-commerce, with a great deal of autonomy. However, a growing number of additional resources, like e-
government, can also be accessed online [2]. With just a mouse click, users of internet banking can access a variety 
of banking transactions, expanding their reach beyond regional or national boundaries.  
Customers want banks to provide them with more advanced and easy products and services because they 
lead busy lifestyles. Information technology is now essential for creating new instruments and procedures 
that draw in and keep clients. Electronic and communications networks are used by banks to provide their 
clients with goods and services [3]. Customers can access their bank accounts using web browsers, mobile 
phones, and personal computers thanks to online banking, which has become more popular due to the 
World Wide Web and the increase in number of internet users [4]. Technical management, electronic trust, 
electronic loyalty, consumers' satisfaction with online personalisation, privacy concerns, digital trust, and 
inclination for the adoption of technology are factors that impact online banking services [5]. Robust online 
banking services are essential to the operation of banks and the provision of client support. Nevertheless, 
no research has looked at how customers would like to use online banking services in the future [6]. Any 
online banking system has two basic phases: the registration phase and the login phase as shown in Fig. 1. 
Every bank has essentially the same structure for the registration process. There are two security levels for 
the login phase. The user's ID and transactions password come first, followed by more advanced systems 
like e-tokens, grid based authorization cards, QR- Codes, biometric systems, authentication queries, and 
one-time passwords (OTP) [7]. All of these security precautions are meant to protect clients' bank accounts 
from those who belong to the black hat community. 

 

Fig. 1 Online banking systems 

Skilled fraudulent hackers have the ability to alter online monetary organisations' computer networks, 
disseminate malicious viruses, damage data, and lower the working efficiency of database structures, all 
of which can lead to the vulnerability of sensitive financial data. Therefore, banks use high-level username 
and password authentication systems in order to protect against such types of attacks. 

II   THEORETICAL FRAMEWO  

People cannot be protected from internet attacks by technology alone, thus human behaviour is essential. People 
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may be the most important factor in protecting information, even yet they are often considered the weakest link 
in information security. For this reason, a socio-technical or behavioural approach is preferable. Using survey data 
from 1200 users in the Netherlands, the study performed in [8] creates a precautionary online behaviour model is 
based on protective motivation theory and other behavioural models. The findings indicate that protection 
motivation is predicted by threat and coping evaluation, with response efficiency and self-efficacy comprising the 
most significant predictors of taking preventative measures. The results can be applied to enhance security 
consciousness, training, and educational initiatives for secure online banking. The study in [9] focuses on online 
banking users in Saudi Arabia, Jordan and Egypt in order to investigate the widespread digital technology use in 
non-industrialized countries. The acceptability of mobile banking services by Indian internet banking customers 
is investigated in this study [10]. The model was put to the test with 420 Indian online financial institution 
customers, and the results showed that these variables had a big influence on the customers' behavioural intention 
to use mobile banking.  

The idea of "website features" is presented in [11] as a possible influence on the uptake of technology, especially 
in electronic banking. The goal of this framework is to further the concept of marketing in online settings. Social 
cognitive theory is used in [12] to investigate the factors influencing the intentions of users to adopt online 
banking. With the use of standardised questionnaires, bank clients in Ghana were surveyed. The findings 
demonstrated the considerable importance of social aspects, trust, lifestyle compatibility, as well as online 
customer service on users' intents to use internet banking. But convenience of usage didn't. The paper offers 
suggestions for additional investigation. With regard to demonetization expertise, accessibility, rank in society, 
and practicality, [13] suggests a model to comprehend Indian consumers' attitudes regarding online banking. It 
offers elements for the model and examines well-known models of consumer behaviour, allowing academics to 
apply measuring scales. The reasons why customers switch from online to mobile banking are examined in [14]. 
The findings indicate that while perceived behaviour control discourages consumers from switching, relative 
attitudes and subjective criteria encourage them to do so. Mobile banking is better in other dimensions, while 
internet banking is better in compatibility with an application self-worth, resource availability, and technological 
circumstances. Using the Technological Acceptance Model (TAM) and Theory of Planned Behaviour (TPB) [15] 
investigates the variables influencing Tunisian bank customers' adoption of Internet banking. It makes use of 
factors like perceived utility, security, privacy, ease of use, security, privacy, self-efficacy, government support, 
technical support, mental state, socially acceptable management of behaviour and intention to utilize Internet 
banking. The findings imply that in order to promote adoption, banks should enhance infrastructure, security, and 
privacy. The report also recommends concentrating on customers who own home computers, have internet 
connection, and have completed college. E-banking is being used by the banking sector to give consumers faster 
and more dependable services. Customer satisfaction is still a top priority, though. Cloud computing, 
confidentiality, e-learning, and overall quality of service are found to be important elements that impact customer 
satisfaction with electronic banking. With SMART PLS 3.2, the research model of [16] which was based on data 
from a questionnaire was examined. 

III  FACTORS INFLUENCING ONLINE BANKING ADOPTION  

In recent years, online banking has developed into a lucrative e-commerce application. Nevertheless, the success 
and resistance variables that facilitate clients' adoption of online banking are the subject of little empirical research. 
The benefits of internet banking are examined in [21], and perceived advantage is included as a contributing 
element. The Technological Acceptance Model (TAM) and the Theory of Planned Behaviour, or TPB, model are 
combined, and five risk factors—performance, financial, security/privacy, time risk, and social—are integrated in 
order to explain why users want to use online banking services. It takes perceived advantage into account as well. 
The results show that monetary risk and privacy or security risk have an adverse effect on internet banking usage  
that is but advantage, attitude,  usability and perception show a positive impact. 

A. Technological Factors 

Significant technical advancements have made the banking industry the foundation of any nation's economy. 
Customers enjoy using the web for everyday and business purposes in the current era of web-based technologies. 
The newest technology advancement in financial services is internet banking, which gives users online access to 
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their financial records and activities. The widespread use of online banking across various nations attests to the 
superiority of online services over traditional ones. As their acceptance is increased by tech entrepreneurs the Asian 
nations are becoming more and more active in online banking services. Due to the convenience and ease of doing 
transactions online, internet banking has grown, which has led banks to invest in the IT industry in order to keep 
consumers [22]. 580 clients of conventional and Islamic banks in Jordan were the target audience of [23], which 
sought to determine how these services affected their use of technology. Data was gathered using a survey 
questionnaire instrument and a quantitative research approach. The findings demonstrated that social standing, 
perceived utility, a perception of simplicity and ease of use all had a substantial impact on how both banks used 
technology. With an emphasis on consumer intentions to use online banking, brand image, customer service, and 
website design, [24] examines the difficulties Pakistan's banking sector faces in integrating technology. The 
findings imply that these elements influence adoption, which helps policymakers comprehend these elements. 
Online banking has grown significantly in the banking sector in Saudi Arabia, and technology is essential to provide 
top-notch service. In order to assess the impact of these quality gaps on consumer happiness and willingness, [25] 
examines three stages of customer engagement and five online banking quality gaps. Important factors include gaps 
in human engagement, technical expertise, service reliability, technology, and human interaction. The relationship 
between customer happiness and technology progress is examined in [26]. A survey instrument was created to 
evaluate the aspects of service quality and satisfaction. Clients of Indian banks provided the data. With SPSS 21.0, 
the one- dimensional, validity, and reliability of the model were examined.  

B. Psychological Factors 

With a focus on potential moderators, [27] investigates the correlation among customer purchasing behavior and 
risk perception. A negative association was discovered through a review and meta-analysis of 33 studies, with 
European and American consumers showing the largest correlation. The survey also discovered that internet buying 
channels and developed nations had a greater detrimental influence on consumers' purchasing decisions. The 
association was also influenced by variables like country development level, purchase channel, and geographic 
location. The study conducted in [28] looks at how mobile banking adoption is affected by variables like 
performance advantages, social impact, projected adaptability, perceived security, perceived simplicity of use, and 
hedonic incentive. 251 individuals' responses to a standardized questionnaire were gathered as data. The findings 
offer valuable perspectives for financial institutions and mobile application developers to improve client satisfaction 
and experience. The study conducted in [29] investigates at the relationship between customers' satisfaction with 
electronic services and their level of technological readiness. There were 410 responders from 24 branches of 
private banks. The findings demonstrated that through high-quality self-service, technological preparedness 
dramatically increases consumer happiness. Perceived value was found to be important in the study, while trust was 
not. Online banking is made possible by mobile banking services, yet use of these services has not increased 
significantly in India. According to [30] that used the technology acceptance model (TAM) components, consumer 
awareness, perceived risk, perceived utility, perceived ease of use, and perceived trust all had a major impact on 
the adoption of m-banking in India. Regression analysis was utilized in the study to test the framework on a sample 
of 311 mobile banking users. With the use of e-banking and m-banking, [31] attempts to create an expanded 
technology acceptance model (TAM) for Islamic bank clients. It looks at how close relationships with customers 
can boost contentment and loyalty. Multivariate analysis and self-administered surveys are used in the study. 
Results indicate that parameters such as perceived utility, simplicity of use, risk, trust, sharia compliance, and 
satisfaction are all strongly impacted by customer intimacy, which in turn affects loyalty.  

C. Social and Cultural Factors 

The study conducted in [32] uses social networking platforms (SNPs) to provide a model of social influence for 
Internet banking adoption. It finds variables that may have an impact on IBA between conventional and Islamic 
banks in a favourable or negative way. The study makes use of data from thirty respondents and a social 
constructivism methodology. Key antecedents of social influence include social reviews, expertise, consensus, 
responsibilities, and opinions, according to the findings. Respondents did, however, voice worries regarding privacy 
in Islamic banking. Social cognitive theory is used in [33] to investigate the factors influencing the intentions of 
users to adopt online banking. With the use of standardized questionnaires, bank clients in Ghana were surveyed. 
The findings demonstrated the considerable importance of social aspects, trust, lifestyle compatibility, and 
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electronic customer services on customers' intents to use internet banking. But convenience of usage didn't. 
According to [34], in order to develop a competitive edge and foster mutual partnerships, banks should comprehend 
the online privacy concerns of their consumers, segment them, and create customized sales methods. There are 
disparities in the ways that Australian and Asian millennial customers perceive trust, confidence, responsibility, 
and exchange, according to a qualitative study that involved 30 interviews. The authors suggest a consumer-
centered sales approach that is founded on national culture theory and the power-dependency paradigm and 
emphasizes cooperation, communication, control, and consolidation. The study in [35] investigates how consumers' 
opinions of mobile banking may be influenced by national cultures. Responses from Egyptian, American, and 
Egyptian customers are contrasted. The findings provide light on how national culture can affect consumers' 
attitudes and plans regarding mobile banking and can be used to inform future studies. Table 1 provides summary 
of factors influencing online banking. 

Table 1 Influence of different factors on online banking 

Study 
Ref. 

Country/Regi
on 

Factor 
Type 

Key Findings 
Implications for 
Banks 

Suggestions for 
Improvement 

[22] Asian Nations 
Technologi
cal 

Investment in IT for 
consumer convenience leads 
to increased online banking 
usage. 

Enhance IT 
infrastructure 

Invest in secure 
and user-friendly 
online platforms. 

[23] Jordan 
Technologi
cal 

Social status, perceived 
utility, ease of use impact 
technology adoption. 

Understand 
customer 
demographics 

Tailor banking 
services to meet 
diverse customer 
needs. 

[24] Pakistan 
Technologi
cal 

Integration challenges; 
importance of consumer 
intentions, brand, service, 
design. 

Address 
technological 
barriers 

Improve 
customer service 
and website 
usability. 

[25] Saudi Arabia 
Technologi
cal 

Quality gaps in customer 
engagement stages affect 
satisfaction. 

Assess and 
enhance service 
quality 

Identify and 
bridge quality 
gaps in online 
services. 

[26] India 
Technologi
cal 

Link between customer 
satisfaction and technological 
advancements. 

Leverage 
technology for 
better service 

Implement 
advanced 
technology 
solutions. 

[27] Europe, USA 
Psychologi
cal 

Negative correlation between 
risk perception and 
purchasing behavior. 

Mitigate 
consumer risk 
perception 

Enhance security 
measures and 
communicate 
them to 
customers. 

[28] Not specified 
Psychologi
cal 

Factors affecting mobile 
banking adoption include 
performance and security. 

Cater to consumer 
expectations 

Improve app 
performance and 
security features. 

[29] Not specified 
Psychologi
cal 

Technological readiness 
increases satisfaction; 
perceived value is important. 

Boost 
technological 
infrastructure 

Provide high-
quality self-
service options. 

[30] India 
Psychologi
cal 

Awareness, risk, utility, ease 
of use, and trust affect m-
banking adoption. 

Increase 
consumer 
awareness 

Conduct 
educational 
campaigns on m-
banking benefits 
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and security. 

[31] Not specified 
Psychologi
cal 

Customer intimacy impacts 
loyalty and satisfaction in 
Islamic banking. 

Foster closer 
customer 
relationships 

Develop 
personalized 
banking 
experiences. 

[32] Not specified 
Social & 
Cultural 

Social networking influences 
Internet banking adoption; 
privacy concerns in Islamic 
banking. 

Address privacy 
and social 
influence 

Enhance privacy 
measures and 
leverage social 
media. 

[33] Ghana 
Social & 
Cultural 

Social aspects, trust, lifestyle 
compatibility influence online 
banking intentions. 

Cultivate a 
trustworthy image 

Provide 
culturally 
compatible 
services and 
improve trust. 

[34] Australia, Asia 
Social & 
Cultural 

Cultural differences in trust, 
confidence, responsibility, 
exchange. 

Understand 
cultural nuances 

Customize 
approaches 
based on cultural 
insights. 

[35] Egypt, USA 
Social & 
Cultural 

National culture affects 
mobile banking attitudes and 
intentions. 

Adapt to cultural 
expectations 

Tailor mobile 
banking services 
to fit cultural 
preferences. 

 
IV. CONCLUSION 
The evaluation of online banking usage among consumers reveals significant insights into technological, 
psychological, and social-cultural factors driving adoption and satisfaction. Technological factors such as IT 
infrastructure, service quality, and ease of use have been identified as critical in enhancing user experience and 
adoption rates, particularly in regions like Jordan, Pakistan, Saudi Arabia, and India. Psychological factors, 
including risk perception, technological readiness, and perceived value, play a substantial role in shaping 
consumer behaviour towards online and mobile banking, especially in developed countries and among Indian 
consumers. Social and cultural factors, including the influence of social networking and national culture, have 
been found to impact online banking intentions and preferences, as evidenced by studies conducted in Ghana, 
Australia, Asia, and Egypt. The  

emergence of FinTech and digital innovations presents both challenges and opportunities for traditional banking 
institutions, necessitating a strategic re-evaluation of service delivery models to improve customer retention and 
satisfaction. This study underscores the importance of a multidimensional approach in understanding and 
enhancing the consumer online banking experience, advocating for continuous improvement in technological 
infrastructure, security measures, and personalized services to meet the diverse needs and expectations of global 
consumers. 
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