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ABSTRACT 

This study aims to adopt Quality Function Deployment (QFD) effectively for deriving guidelines for sustainable 

infrastructure, pinpointing on the essentials required for the same, specifically in the domain of cyberlaw. This article 

will in detail discuss three major areas: the privacy of personal data of the victims, penalties regarding computer-related 

offenses, and finally, a clear definition and follow-up with the penalties for content-related offenses. The choice of 

QFD as the methodological backbone has been predicated on its proven systematic prowess in translating precise user 

requirements into concrete design qualities. Such a transformation becomes essential in the wake of manhandling 

complexity and dynamism, which is on increased hues getting witnessed in cybercrime scenarios. This research, 

therefore, focuses on fostering a strong legal framework in these key areas, not only to address the existing deficiencies 

but also to cater for the challenges expected in future management of cyber-crime. 

This research, through the QFD tool, endeavors to provide actionable insights and recommendations that could 

significantly improve the efficacy of strategies adopted by India in preventing cyber-crime and hence contribute towards 

an even more secure and resilient digital infrastructure. This really drives home not just the urgent necessity of more 

updated and comprehensive cyber-law statutes in India which should provide the benchmark for international best 

practice. 

Keywords: Quality Function Deployment (QFD), Cyberlaw, Victim Management, Penalties for computer-related 

offenses, Sustainable Cyber-crime management systems, Crime prevention, IT Act-2000, EU- General Data Protection 

Regulation. 

 

Introduction 

Quality Function Deployment, a tool developed in Japan in the late 1960s, is primarily used in product design and 
development to translate customer requirements into specific company offerings. Its unique approach involves a 
systematic process that captures customer desires and finally it is translated into company capabilities, product 
features, or service designs. By applying this method to the legal system, this Chapter innovatively adapts QFD 
to a non-traditional domain. The aim is to systematically identify the "customer requirements" of society in terms 
of justice, fairness, and legal clarity, and to map these against the existing legal system's "product features." 
The current legal system, while robust in many aspects, is not fool proof there exists some lacuna in some areas 
of our IT ACT-2000, issues such as lengthy court procedures, lack of accessibility, systemic biases, and the 
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inability to keep pace with technological advancements plague legal systems. These challenges often result in 
disconnection between the legal framework and societal need. The chapter posits that applying QFD can uncover 
these discrepancies, providing a structured method to identify and address gaps in the legal system. 
This study begins by detailing the methodology of QFD (Aigul R. Bizhanova et al., 2022; L. Chan, 2005; L.-K. 
Chan & Wu, 2002) and its potential adaptation for legal system analysis, it then delves into an examination of the 
current shortcomings within the legal framework, drawing on examples from various jurisdictions to illustrate 
global challenges. The integration of these two fields presents a novel approach to legal reform, offering a 
structured, customer-focused perspective that could lead to more effective and responsive legal systems.  
This unique application of QFD (Belhe & Kusiak, 1996; Delgado-Hernandez & Aspinwall, 2008; Neeru et al., 
2023; QFD Institute Home - The Official Source for ISO 16355 Modern QFD, n.d.; Tayntor, 2007) in cybercrime 
victim protection provides new dimension in defining and penalizing cybercrimes, along with stringent data 
confidentiality. 
A Brief Overview of Sustainable Cyber Infrastructure 
QFD (English, 1993; Olewnik & Lewis, 2008; Ramaswamy & Ulrich, 1993), traditionally is a tool for quality 
management in manufacturing and service industries, has seen limited but impactful applications in legal 
frameworks. Erdil and Arani (2019) highlight its potential beyond design, suggesting its utility in systematizing 
legal processes by transforming user demands into operational requirements. However, (L.-K. Chan & Wu, 2002) 
note a scarcity of research in applying QFD within legal systems, particularly in the context of cybercrime, 
indicating a significant gap in the literature. 
The evolution of cybercrime laws has been a subject of much debate. (Jaishankar, 2011) and Gordon and (Gordon 
& Ford, 2006) discuss the complexities of defining and penalizing cybercrimes in the ever-evolving digital 
landscape. The need for adaptive legal frameworks that can respond to the dynamic nature of cybercrime is echoed 
in the work of (Ali et al., 2023), who emphasize the challenges faced by existing laws in keeping pace with 
technological advancements. 
The GDPR in Europe has set a benchmark in data privacy and protection, offering a contrast to other legal systems 
such as India’s IT Act 2000 (Ardiani et al., 2023; L.-K. Chan & Wu, 2002; Erdil & Arani, 2019), discusses the 
gaps in various national frameworks concerning data privacy, underscoring the importance of aligning with 
international standards like GDPR. This comparison is crucial in understanding the deficiencies in current legal 
systems regarding cybercrime and data protection. 
There is a growing recognition of importance of a victim-centric approach in cyberlaw which is observed by the 
work of (Aigul R. Bizhanova et al., 2022; Shandil, 2023) pointing to the need for legal frameworks prioritizing 
the rights and protections of cybercrime victims, an aspect often overlooked in traditional lawmaking processes. 
Despite the extensive research on cybercrime laws and data protection, there is a noticeable gap in the literature 
regarding the application of QFD (Batyrbek K. Yermekbayev et al., 2023; Masaki, 2016; Murat K. Shynybekov 
et al., 2023; Shandil, 2023) in these areas. While QFD has been successfully applied in various industries for 
quality and process improvement (Chandra et al., 2023; Yanita Mila Ardiani et al., 2022), its potential in legal 
system reform, especially in the context of cybercrime, remains largely unexplored. This gap presents an 
opportunity for this research to pioneer the application of QFD in enhancing cybercrime management and victim 
protection (Gordon & Ford, 2006; Jaishankar, 2011). 
The study by (Kassa et al., 2024) provides a comprehensive review of the methods used to recognize cybercrime 
intentions. The authors systematically analyze various approaches and methodologies applied in the detection and 
prediction of cybercrime behaviors. Their work emphasizes the importance of advanced computational 
techniques, such as machine learning and artificial intelligence, in enhancing the accuracy and efficiency of 
cybercrime detection systems. The review identifies key gaps in existing literature, including the need for more 
sophisticated models that can adapt to the evolving tactics of cybercriminals, thereby laying the groundwork for 
future research in this area. 
Understanding the human element in cybercrime is crucial, as highlighted by (Akdemir & Lawless, 2020). Their 
research explores the role of lifestyle and routine activities in increasing the risk of becoming a victim of cyber-
enabled and cyber-dependent crimes. The authors adopt a lifestyle routine activities approach to examine how 
individual behaviors and choices make them susceptible to cybercrime. This study is significant as it shifts the 
focus from purely technological solutions to incorporating human factors in the prevention strategies against 
cybercrime. By acknowledging the behavioral patterns that contribute to victimization, this research offers 
valuable insights for developing more comprehensive and effective cybercrime prevention frameworks. 
The effectiveness of local law enforcement in addressing cybercrime is another critical area of focus. (Davis, 
2012) investigates the perceptions of local law enforcement officials regarding their role and effectiveness in 
combating crimes with a cyber component. The study reveals several challenges faced by law enforcement 
agencies, including limited resources, lack of specialized training, and the fast-evolving nature of cyber threats. 
Davis suggests that enhancing the capacity of local law enforcement through targeted training and resources is 
essential for improving their ability to handle cybercrime cases effectively. This research underscores the need 
for a multi-faceted approach that includes technological, human, and institutional perspectives in the fight against 



Manuj Darbari, Naseem Ahmed 
 

Library Progress International| Vol.44 No.3 |Jul-Dec 2024                                                 18353 
 

cybercrime. 
(Furnell & Dowling, 2019) provide a detailed portrait of the current cybercrime landscape, discussing the various 
types of cybercrimes and the strategies employed to counter them. Their study highlights the importance of a 
dynamic and responsive approach to cybersecurity, considering the rapidly changing tactics employed by 
cybercriminals. The authors argue for the integration of continuous monitoring, advanced analytics, and 
international cooperation to effectively mitigate cyber threats. This comprehensive overview of the cybercrime 
landscape serves as a foundational reference for policymakers and practitioners in the cybersecurity domain. 
Integration of Quality Function Deployment in Knowledge Management 
The integration of knowledge management systems into organizational frameworks can significantly enhance the 
response to cyber threats. (Reis et al., 2022) explore the application of Quality Function Deployment (QFD) as an 
integrative method for implementing knowledge management. Their study demonstrates how QFD can be used 
to align organizational knowledge with cybersecurity objectives, thereby improving the effectiveness of cyber 
risk management strategies. Similarly (Tan et al., 1998) emphasize the importance of QFD in designing 
information technology systems, including those related to cybersecurity. Their research provides a framework 
for incorporating customer and stakeholder requirements into the design process, ensuring that IT systems are 
robust, resilient, and capable of withstanding cyber threats. 
The literature reviewed in this study provides a holistic view of the current state of research on cybercrime and 
the various strategies employed to mitigate its impact. From recognizing cybercrime intentions to understanding 
the human factors involved, the studies highlight the need for a comprehensive approach that integrates 
technological, human, and institutional perspectives. Additionally, the role of knowledge management in 
enhancing organizational resilience against cyber threats is emphasized, showcasing the value of adopting 
integrative methods like QFD. Future research should focus on developing more adaptive and predictive models 
that incorporate these multifaceted aspects, ensuring a robust and sustainable defense against the ever-evolving 
threat of cybercrime. 
Development House of quality 

The development of House of Quality involves identification of requirements which are sustainable for both 
User's prospective as well as law Enforcement Agencies. The steps involve use of competitive assessment by 
benchmarking the existing Indian cyber law against European GDPR (General Data Protection Regulation). We 
will be searching for the solutions for WHATs of the Cyber Users / Internet users and implement using Information 

Technology Act-2000 and European GDPR. If the European GDPR scores better in meeting the WHATs of the 
user, then Information Technology Act-2000 needs to be amended. 

Figure 1: Relationship between Technical Descriptors and Customer’s Requirements 
Step 1: The first step involves listening to customers’ requirements in the form of (WHATs) to analyze what the 

customer wants. In our case it is the cyber users or Internet users and What they want from enforcement Agencies 
like Legal system and Police, it is categorized into three most important requirements of the users which is stated 
as: 

• Confidentiality of personal data  
• Computer related offense with penalties 
• Content related offence definitions with penalties 

Step 2: Second step involves list of Technical Descriptors (HOWs). After finalizing the needs of the customers, 
we must check its feasibility that can be done by WHAT's the counterpart characteristics that can be possible for 
the probable requirement in technical language it is defined as achieving the system level specification to part 
level specification (A. Sharma et al., 2023; J. Sharma et al., 2023). 

Step 3: Third step deals with developing the relationship matrix between WHATs and HOWs. The general 
principle followed in finding out the relationships between customer requirement add technical descriptors is to 
use L shaped Matrix. This L-shaped link shows the interaction of distinct items. They are related to each other by 
the symbol carrying weight score as shown in figure 3. 

Step 4: Develop and Inter-relationship matrix of HOWs: in this step we double up the Roof of HOQ (House of 
Quality) which represents the relationship between technical descriptors, in our case it is the functional 
requirement represented as in figure 2. 
 Step 5: Competitive Assessment: It represents block of columns related to every customer’s requirement in the 
House of quality on the extreme right-hand side of the relationship.  



Manuj Darbari, Naseem Ahmed 
 

Library Progress International| Vol.44 No.3 |Jul-Dec 2024                                                 18354 
 

Figure 2: Inter-Relationship of House of Quality 
The numbers 1 through 5 are listed where rating of 1 represents the worst and 5 represents the best. This column 
is where the QFD team decides whether they want to keep their product unchanged, improve the product, or make 
the product better than the competitor. In this research, it is the existing Indian legal framework compared with 
the European Union. 
Technical Competitive assessment incorporates the probability of achieving the objective value with a higher 
probability of success, in this case the set of rows corresponding to each technical descriptors are represented by 
the values ranging from 1 to 5, with 5 being the highest rating. 
Step 6: The practice customer requirement makes up a block of columns corresponding to each customer's 
requirements in the House of quality on the right-hand side, it is rated from 1 to 10, where 1 represents least 
important and 10 represents the most important. 
Besides this there are other important dimensions which provides significant value addition in calculating the 
outcome of QFD which are stated as:  
Target Value: It evaluates each customer's requirements and thereby sets a new assessment value in the improved 
version of existing product as we can see from the QFD diagram the User’s privacy of  IPDB is “3” and Data 
Privacy as EGDP has already set the target as “4” now in order to compete with EGDP we have to assign the 
Target value as “4”, which means we must improve Data Privacy part in order to cope up with  EGPD. 
Scale-Up factor: It is the ratio of the product-rating given by customer competitive assessment. The higher its 
value the more the effort required to achieve it. For example, take the case of “User Privacy”, here how much 
development is expected. Here the scale-up factor represents the division of “Target Value” by the “User’s 
Privacy” given under the column of customers with Indian Personnel Data Protection (IPDP), the customer rating 
“3” and the target value is “4”, then the scale-up factor is “1.3”. 
Sales-Point: The sales-point gives an idea about how much the customer (Cyber Users) requirements [24,25,26] 
will be helpful in curbing the menace of Cyber Crime it strengthen the Best Customer Requirements. 
Absolute Weight: Absolute Weight can be calculated by multiplying the importance to Customer, Scale-up factor, 
and Sales Point. 

AbsoluteWeight= (Imporance to Customer). (Scale-Up Factor). (SalesPoint) 
It is the overall customer weightage of each of the factors selected. For example, the absolute weight for “Users 
Privacy” is calculated as  

AbsoluteWeight_UserPrivacy = 8×1.3×1.5 = 15. 
Step 7: Develop Prioritized Technical Descriptors: It refers to the Technical Descriptors defined through the 
Functional Requirement at the TOP left corner like: User Data Encryption Techniques, obtaining explicit consent 
for Data collection and Use, Adhere to Data Minimization etc. It enables to identify the Technical Descriptors that 
should be given highest priority to fulfil the cyber-User’s requirements and improvement needed. It is represented 
by various sub domains like:  
Degree of Difficulty: The Degree of Technical difficulties in achieving such infrastructural requirement to 
safeguard the Cyber User is expressed within the range of 1(least difficult) to 10(Very Difficult). 
Target Value: It tells how much more effort and improvement is required to improve the security of the User such 
that it meets the expectation of the User. It ranges from “0” to “5”. 
Absolute Weight: The Absolute Weight: 

[ 𝑎_𝑗 = ∑_(𝑖 = 1)^𝑛▒𝑅_𝑖𝑗  𝐶_𝑗 ] 
where: 
𝑎_𝑗= Row Vector of absolute weights for the Technical Descriptors. 

𝑅_𝑖𝑗 = Column in Relationship matrix 
𝐶_𝑖 = Column of Importance to Customers. 

For example, let us take the case of “Obtain Explicit consent for collection and use”. We take the Dot Product of 
the Column in the relationship Matrix band the column in the relationship matrix for “Importance to Customers.” 
which is calculated as: 

=  9 × 8 + 9 × 5 + 9 × 5 + 0 × 1 =  162 
The greater the value of Absolute weight indicates that User are very concerned about the Privacy of any 
organization dealing with User’s information, they are bound to disclose the Usage of personal information to the 
Users. 
Relative Weight: Relative Weight is calculated by replacing the Degree of importance for the customers (Users) 
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requirements with the Absolute Weight for the Customer’s requirements. 
It is calculated using the formula: 

[𝑏_𝑗 = ∑_(𝑖 = 1)^𝑛▒𝑅_𝑖𝑗𝑑_𝑖 ] 
where: 

𝑏𝑗=Row Vector of Relative weights for Technical Descriptors 
𝑑𝑖= Column Vector of Absolute Weights for Customer’s requirements 

The higher the value of Absolute and Relative ratings the higher is the Effort required at the infrastructure level 
as well as Law enforcement Agencies. 
The use of these Charts is independent of the type of product or services it is used for, it provides the best 
comparative Analysis of two or more parties on the same parameters. 

By consistently applying QFD, organizations and law enforcement agencies can make well-informed decisions 
to strengthen the legal framework and effectively curb cybercrime. The methodology's versatility allows it to be 
applied across various products and services, providing a comparative analysis on the same parameters. 
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Figure 3: QFD showing the relationship between WHAT Cyber Users wants and 
what Legal and Infra Facilities available. 
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Conclusion:  
QFD serves as a powerful tool to bridge the gap between customer expectations and technical implementation 

(Dwiki, 2018). It empowers businesses and authorities to proactively address the needs of cyber users and 
prioritize efforts to enhance data security and user privacy. The continuous application of QFD can lead to a more 
efficient and user-centric legal framework, fostering a safer and more trustworthy digital environment for all.  

QFD matrix provides an exhaustive overview where we stand in terms of Information Technology Act-2000 on 
Indian Personnel Data Protection (IPDP) in comparison to EGDP. Overall various parameters are compared in 
relation to the Societal expectations and the areas which needs enforcement. The planning matrix contains the 
target values of “HOWs”, which might be determined based on expert opinion. 

From the Output of the QFD we can Analyze the Outcome as: 
Table 1. QFD Analysis. 

 
Protection of 
personal data 

Stringent penalties for 
cybercrime 

Clear Definitions of 
cybercrimes 

Information Technology Act, 2000 
(ITA 2000) exists 

Strong Moderate Strong 

Some penalties under ITA 2000 Not Related Strong Moderate 

Some definitions under ITA 2000 Moderate Moderate Strong 

 
Finally, this study provides a groundbreaking perspective on employing Quality Function Deployment in legal 
system reform, particularly in the realm of cybercrime. It opens new avenues for research and practice, 
encouraging a proactive, systematic, and victim-focused approach to legal challenges in the digital age. As cyber 
threats continue to evolve, so must our methods of managing them, and this research contributes a vital piece to 
that ever-changing puzzle. 

       This research embarked on an innovative journey to explore the application of Quality Function Deployment (QFD) in 
the legal domain, particularly in managing cybercrime. Our study revealed critical gaps in the current legal system, 
especially in safeguarding cybercrime victims' rights and data privacy. The use of QFD translates complex user 
requirements into actionable legal frameworks, focusing on three pivotal areas: Confidentiality of victims' personal 
data, Penalties for computer-related offenses, and Defining content-related offenses. 

Implications of the Research 

The application of QFD in cybercrime law has several significant implications related to sustainable Cyber 
Infrastructure: 

1. Enhanced Victim Protection: Our research underscores the importance of a victim-centric approach in 
cybercrime legislation. By systematically incorporating victim needs into legal definitions and penalties, we 
propose a more empathetic and effective legal framework (Singh & Singh, 2023). 

2. Dynamic Legal Frameworks: The dynamic nature of cybercrime necessitates adaptable legal systems. The 
use of QFD facilitates continual updates and refinements to laws, keeping pace with technological 
advancements and evolving cyber threats. 

3. International Benchmarking: Comparing the Indian IT Act 2000 with the GDPR demonstrated the benefits 
of international benchmarking. This approach is vital for countries to align their cyber laws with global 
standards, ensuring comprehensive data protection and privacy. 

4. Empowering Law Enforcement and Policy Makers: The findings provide valuable insights for law 
enforcement and policymakers. By prioritizing user (victim) requirements and adopting a structured 
approach to legal reform, we can enhance the efficacy of cybercrime management. 

While this study marks a significant step forward, it is not without limitations. The primary constraint lies in the 
application of QFD, a method traditionally used in manufacturing, to the legal field. Further research is needed to 
refine these methodologies and test their effectiveness in diverse legal environments. 

Furthermore, the calculation of absolute weights and relative weights provides a quantitative measure of the 
importance of each technical descriptor in meeting customer requirements. These metrics give valuable insights 
into the level of concern and the effort required to ensure robust cybersecurity and privacy measures. 
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Quality Function Deployment (QFD) is a customer-focused process that systematically translates customer 
needs into specific technical requirements for product or service design. It aims to ensure that the final deliverable 
aligns closely with customer expectations and quality standards. 
 
IT Act-2000 is a comprehensive law in India that provides a legal framework for electronic governance, 
cybersecurity, and the handling of electronic records and digital signatures. It also defines cybercrimes and 
prescribes penalties, aiming to promote secure electronic transactions and protect against cyber threats. 
 
EU- General Data Protection Regulation is a comprehensive data privacy law that governs how personal data 
of EU residents must be collected, processed, and protected by organizations globally. It aims to enhance data 
privacy rights, ensure transparency, and impose strict penalties for non-compliance. 
 
Sustainable Cyber Infrastructure refers to digital systems designed to minimize environmental impact while 
maintaining robust security, efficiency, and resilience. It integrates eco-friendly practices, such as energy-efficient 
data centers and sustainable resource management, to support long-term digital ecosystem stability. 
 
Knowledge Management is about gathering, organizing, and sharing what an organization knows so that 
everyone can use it to work smarter and make better decisions. It's a way to ensure that important information and 
expertise are available when needed to help the organization grow and improve. 
 
Behavioural Patterns of Cyber User describes the typical ways people act when they're online, like how they 
manage passwords, respond to security warnings, or use social media. These patterns help companies understand 
how users might accidentally or intentionally create risks in digital spaces. 
 
Data Confidentiality is all about keeping sensitive information private and safe from people who shouldn’t have 
access to it. Whether it’s personal details, business secrets, or any other important data, confidentiality ensures 
that only the right people can see or use it, protecting individuals and organizations from harm. 
 
 
 
 
 


